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As an enormous data breach at Equifax sends 
shockwaves around the country, two partners at 
Gibson Dunn & Crutcher scored the dismissal of 
a class action over another massive data breach 
this week.

When the U.S. Office of Personnel 
Management announced 2015 that hackers had 
breached its systems, lawsuits against OPM and 
one of its contractors, KeyPoint Government 
Solutions, piled up across the country. KeyPoint’s 
lawyers, Gibson Dunn & Crutcher partners F. 
Joseph Warin and Jason Mendro, knew exactly 
what to do: get organized.

As Warin put it, the situation was “daunting” for 
KeyPoint. The breach was massive, with more than 21 
million people affected, and the publicity was inescap-
able. The compromised information included, but was 
not limited to, birth certificates, employment history, and 
job applications with Social Security numbers. What’s 
more, Warin said, the jurisprudence on liability and 
standing in data breaches is new, evolving, and scattered. 
More than a dozen lawsuits were filed over the hack, fea-
turing a myriad of claims and a hodgepodge of case law.

But Warin and Mendro, who have known one 
another for roughly 15 years, are no strangers to com-
plex litigation. They had a strategy. 

“We clearly wanted to go to the MDL panel,” Warin 
said. “[Otherwise] you get sliced and diced to death. 
Our goal was to have everything consolidated.”

Mendro agreed MDL was the way to go.
“When there’s a multiplicity of litigation, you just 

have to assess what the different options are for sim-
plifying it,” he said. “Often times the MDL panel is the 
best route, so that is the tool that we sought to utilize, 
to get this simplified, and put it in one place.”

That one place, Warin and Mendro hoped, would 
be the District of Columbia. That’s because the fed-
eral district court in D.C., physically located between 
Congress and the White House, is deeply steeped in 
the case law surrounding government contractors. 
Their co-defendants, the federal government, were 
also on board.

But it wasn’t a clear shot. The MDL panel can 
be “opaque” in their decision making, as Warin 
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explained, and the various plaintiffs had all sorts of 
ideas about where the litigation should be seated. One 
plaintiff even suggested Texas, for no other reason 
than that the Dallas Cowboys were on a losing streak, 
and Texans needed something else to watch.

The defendants prevailed. The case was assigned to 
U.S. District Judge Amy Berman Jackson, and Mendro 
and Warin were thrilled; they knew Berman Jackson 
to be a smart and thorough jurist. When it came time 
for oral argument, it was again organization and sim-
plification that made all the difference.

They divided up the time, with Mendro and 
Warin each arguing different portions. They coordi-
nated with the team of DOJ lawyers led by Elizabeth 
Shapiro, which included Andrew Carmichael, 
Matthew Josephson, and Joseph Borson. Their 
adversary included lead plaintiffs’ counsel Daniel 
Girard, managing partner at Girard Gibbs, and 
Jordan Elias, senior counsel there. Also on the 
plaintiffs side was Peter Patterson of Cooper & Kirk 
and Paras Shah of the National Treasury Employees 
Union.

Warin said that while one never knows how a case 
would turn out, they both felt exhilarated by the argu-
ment. It was clear the judge had done her homework, 
and they had done theirs.

“[Berman Jackson] broke up the argument over 
two days,” Warin explained. “… As soon as she 

got on the bench, Jason and I thought, boy, this is 
great. It’s fun. It’s why you become a lawyer. The 
shorthand expression is ‘hot bench.’ It’s what you 
dream about.”

In the end, Berman Jackson did not disappoint, 
issuing a 74-page opinion ruling for KeyPoint and the 
government Wednesday. She ruled that the plaintiffs 
did not have standing because they hadn’t shown any 
actual injuries associated with the hack, and agreed 
with Warin and Mendro’s argument that KeyPoint was 
shielded from the litigation by government contractor 
immunity.

One group of plaintiffs, from the Treasury union, 
appealed the case within an hour of the ruling, though 
those plaintiffs’ complaint did not include KeyPoint as 
a defendant. Girard, who represents the other plain-
tiffs, hasn’t indicated yet whether he’ll appeal.

Either way, Mendro and Warin said the result in 
the district court is sure to have implications moving 
forward. Berman Jackson’s decision, which addressed 
each individual plaintiff and every claim, is an ideal 
template for other judges dealing with complex data 
breach litigation, Mendro said.

“I think it’s going to provide a lot of guidance to 
litigants, and my expectation is that it will provide a 
lot of meaningful guidance to courts.”

Contact Cogan Schneier at cschneier@alm.com.
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