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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

UNITED STATES OF AMERICA 

v. 

STANDARD CHARTERED BANK, 

Defendant. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

._--------------- ) 

No. ____________________ _ 

DEFERRED PROSECUTION 
AGREEMENT 

Defendant Standard Chartered Bank ("SCB"), a financial institution registered 

and organized under the laws of England and Wales, by and through its attorneys, 

Sullivan & Cromwell LLP, hereby enters into this Deferred Prosecution Agreement (the 

"Agreement") with the Asset Forfeiture and Money Laundering Section of the United 

States Department of Justice, and the United States Attorney's Office for the District of 

Columbia (collectively, the "United States"). 

I. Cbarges: SCB agrees that it shall waive indictment and agrees to the 

filing of a one-count Criminal Information in the United States District Court for the 

District of Columbia, charging it with knowingly and willfully conspiring, in violation of 

Title 18, Section 371 to engage in transactions with entities associated with sanctioned 

countries, including Iran, Sudan, Libya, and Burma, in violation of the International 

Emergency Economic Powers Act, Title 50, United States Code, Section 1705, and 

regulations issued thereunder. 

2. Acceptance of Responsibility: SCB accepts and acknowledges 

responsibility for its conduct and that of its employees as set forth in the Factual 
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Statement attached hereto as Exhibit A and incorporated herein by reference (the "Factual 

Statement"). If the United States, pursuant to Paragraph 9 of this Agreement, initiates a 

prosecution that is deferred by this Agreement against SCB, SCB agrees that it will 

neither contest the admissibility of the Factual Statement or any other documents 

provided by SCB to the United States, nor contradict in any such proceeding the facts 

contained within the Factual Statement. Except as provided in Paragraph 4(i) below, 

SCB waives and forgoes any right under the United States Constitution, Rule 410 of the 

Federal Rules of Evidence, Rule 11 (f) of the Federal Rules of Criminal Procedure, or any 

other rule, that any plea, plea discussions, and any related statements made by or on 

behalf of SCB prior or subsequent to this Agreement, or any leads derived therefrom, 

shall be inadmissible, suppressed, or otherwise excluded from evidence at any judicial 

proceeding arising from this Agreement. 

3. Forfeiture Amount: As a result of SCB's conduct, including the conduct 

set forth in the Factual Statement, the parties agree that the United States could institute a 

civil and/or criminal forfeiture action against certain funds held by SCB and that such 

funds would be forfeitable pursuant to Title 18, United States Code, Sections 981 and 

982. SCB hereby acknowledges that at least $227,000,000 was involved in transactions 

described in the Factual Statement, and that such conduct violated: Title 50, United States 

Code, Section 1705 and the regulations issued thereunder. In lieu of a criminal 

prosecution and related forfeiture, SCB hereby agrees to pay to the United States the sum 

of $227,000,000 (the "Forfeiture Amount"). SCB hereby agrees that the funds paid by 

SCB pursuant to this Agreement shall be considered substitute res for the purpose of 

forfeiture to the United States pursuant to Title 18, United States Code, Sections 981 and 
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982, and SCB releases any and all claims it may have to such funds. SCB shall pay the 

Forfeiture Amount plus any associated transfer fees within five (5) business days of the 

date on which this Agreement is approved by the Court, pursuant to payment instructions 

as directed by the United States in its sole discretion. 

4. Deferral of Prosecution: In consideration of SCB's remedial actions to 

date and its willingness to: (a) acknowledge and accept responsibility for its actions; (b) 

voluntarily self-report its conduct and cooperate in this investigation; (c) have voluntarily 

terminated the conduct set forth in the Factual Statement prior to the commencement of 

the United States' investigation; (d) continue its cooperation with the United States as 

stated in Paragraphs 5 and 6; (e) demonstrate its future good conduct and full compliance 

with Financial Action Task Force international Anti-Money Laundering and Combating 

Financing of Terrorism best practices and the Wolfsberg Anti-Money Laundering 

Principles for Correspondent Banking; and (f) settle any and all civil and criminal claims 

currently held by the United States for any act within the scope of or related to the 

Factual Statement or this investigation, the United States agrees as follows: 

(i) This Agreement is effective for a period beginning on the date on 

which the Information is filed, and ending 24 months from that date (the "Term"). SCB 

expressly waives any and all rights to a speedy trial pursuant to the Sixth Amendment of 

the United States Constitution for the Term of this Agreement. Moreover, if necessary, 

SCB agrees: (1) to join the Government in seeking to exclude, pursuant to Title 18, 

United States Code, Section 3161(h)(2), the Term of this Agreement from the time within 

which trial of the offense charged in the Information must commence, for the purpose of 

allowing SCB to demonstrate its good conduct; and (2) to waive any rights to a speedy 
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trial under Federal Rule of Criminal Procedure 48(b) and Local Criminal Rule 45.1 of the 

United States District Court for the District of Columbia. 

(ii) the United States shall, if SCB is in full compliance with all of its 

obligations under this Agreement, within thirty (30) days of the expiration of the Term of 

this Agreement set forth above in Paragraph 4(i), or less at the discretion of the United 

States, seek dismissal with prejudice of the Information filed against SCB pursuant to 

Paragraph 1 and this Agreement shall expire and be of no further force or effect. 

5. Cooperation: SCB agrees that it shall: 

(a) Continue to apply the OFAC sanctions list to the same extent as any 

United Nations ("U.N.") or European Union ("E.U.") sanctions or freeze lists are utilized 

to United States Dollar ("USD") transactions, the acceptance of customers, and all USD 

cross-border Society for Worldwide Interbank Financial Telecommunications ("SWIFT") 

incoming and outgoing messages involving payment instructions or electronic transfer of 

funds; 

(b) Except as otherwise permitted by United States law, not knowingly 

undertake any USD cross-border electronic funds transfer or any other USD transaction 

for, on behalf of, or in relation to any person or entity resident or operating in, or the 

governments of, Iran, North Korea, the Sudan (except for those regions and activities 

exempted from the United States embargo by Executive Order No. 13412), Syria, Cuba, 

or Burma; 

(c) Continue to complete Financial Economic Crime sanctions training, 

covering U.S., U.N., and E.U. sanctions and trade control laws for all employees (1) 

involved in the processing or investigation of USD payments and all employees and 
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officers who directly or indirectly are supervising these employees; (2) involved in 

execution of USD denominated securities trading orders and all employees and officers 

who directly or indirectly are supervising these employees; and (3) involved in 

transactions or business activities involving any nation or entity subject to U.S., E.U. or 

U.N. sanctions, including the execution of cross border payments. By June 30, 20l3, 

SCB must certify the training has been completed; 

(d) Continue to apply its written policy requiring the use of the Society 

for Worldwide Interbank Financial Telecommunications ("SWIFT") Message Type 

("MT") MT 202COV bank-to-bank payment message where appropriate under SWIFT 

Guidelines, and by June 30, 2013, certify continuing application of that policy; 

(e) Continue to apply and implement compliance procedures and training 

designed to ensure that the SCB compliance officer in charge of sanctions is made aware 

in a timely manner of any known requests or attempts by any entity (including, but not 

limited to, SCB's customers, financial institutions, companies, organizations, groups, or 

persons) to withhold or alter its name or other identifying information where the request 

or attempt appears to be related to circumventing or evading u.S. sanctions laws. SCB's 

Head of Compliance, or his or her designee, shall report to the United States, in a timely 

manner, the name and contact information, if available to SCB, of any entity that makes 

such a request; 

(f) Maintain the electronic database of SWIFT Message Transfer ("MT") 

payment messages and all documents and materials produced by SCB to the United 

States as part of this investigation relating to USD payments processed during the period 
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from 2001 through 2007 in electronic format for a period of two (2) years from the date 

of this Agreement; 

(g) Abide by any and all requirements of the Settlement Agreement, dated 

December 7, 2012, by and between OFAC and SCB regarding remedial measures or 

other required actions related to this matter; 

(h) Abide by any and all requirements of the Cease and Desist Order, 

dated December 7, 2012, by and between the Board of Governors of the Federal Reserve 

System and SCB regarding remedial measures or other required actions related to this 

matter; 

(i) Notify the United States of any criminal, civil, administrative or 

regulatory investigation or action of SCB or its current directors, officers, employees, 

consultants, representatives, and agents related to SCB's compliance with U.S. sanctions 

laws, to the extent permitted by the agency conducting the investigation or action and 

applicable law; 

CD Use its good faith efforts to make available, at its cost, SCB's current 

and former directors, officers, employees, consultants, representatives, and agents when 

requested by the United States, to provide additional information and materials 

concerning this investigation or related inquiries, to testify including sworn testimony 

before a grand jury or in a judicial proceeding, and to be interviewed by law enforcement 

authorities; 

(k) Use its good faith efforts to identify additional witnesses who, to 

SCB's knowledge may have material information concerning this investigation, and 

notify the United States; and 
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(1) Provide information, materials, and testimony as necessary or 

requested to identify or to establish the original location, authenticity, or other basis for 

admission into evidence of documents or physical evidence in any criminal or judicial 

proceeding. 

6. Additional Cooperation: SCB agrees that for the term of this 

Agreement, in accordance with applicable laws, it shall supply and/or make available 

upon request by the United States any additional relevant documents, electronic data, or 

other objects in SCB's possession, custody, or control as of the date of this Agreement 

relating to any transaction within the scope of or relating to the Factual Statement. 

Nothing in this Agreement shall be construed to require SCB to produce any documents, 

records or tangible evidence that are protected by the attorney-client privilege or work 

product doctrine or British or other applicable confidentiality, criminal, or data protection 

laws. To the extent that a United States request requires transmittal through formal 

government channels, SCB agrees to use its best efforts to facilitate such a transfer and 

agrees not to oppose any request made in accordance with applicable law either publicly 

or privately. 

7. Government Commitments: In return for the full and truthful 

cooperation of SCB and compliance with the terms and conditions of this Agreement, the 

United States agrees that it shall not seek to prosecute SCB, its corporate parents, 

subsidiaries, affiliates, successors, or assigns for any act within the scope of or related to 

the Factual Statement or this investigation from 2001 through the date of this Agreement 

unless: (a) other than the transactions that have already been disclosed and documented 

to the United States, SCB knowingly and willfully transmitted or approved the 
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transmission of USD-denominated funds through the United States or involving a U.S. 

person in violation of U.S. law that went to or came from persons or entities designated at 

the time of the transaction by the Office of Foreign Assets Control as a Specially 

Designated Terrorist, a Specially Designated Global Terrorist, a Foreign Terrorist 

Organization, or a proliferator of Weapons of Mass Destruction (an "Undisclosed Special 

SDN Transaction"); or (b) in the sole discretion of the United States, there is a willful and 

material breach of this Agreement. In the event of a breach resulting in a prosecution of 

SCB or a prosecution related to an Undisclosed Special SDN Transaction, the United 

States may use any information provided by or on behalf of SCB to the United States or 

any investigative agency, whether prior to or subsequent to this Agreement, and/or any 

leads derived from such information, including the attached Factual Statement. 

8. Waiver of Rights: SCB hereby further expressly agrees that within six 

(6) months of a willful and material breach of this Agreement by SCB, any violations of 

federal law that were not time-barred by the applicable statute of limitations as of the date 

of this Agreement, including any claims covered by the tolling agreement signed by the 

parties, and that: (a) relate to the Factual Statement; or (b) were hereinafter discovered by 

the United States, may in the sole discretion of the United States be charged against SCB, 

notwithstanding the provisions or expiration of any applicable statute of limitations. In 

the event of a willful and material breach, SCB expressly waives: any challenges to the 

venue or jurisdiction of the United States District Court for the District of Columbia; any 

right to be charged by an Indictment returned by a grand jury, and agrees to be 

prosecuted on the Information filed in this matter or a superseding Information arising 

from the facts presented in the Factual Statement. 
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9. Breach of the Agreement: If the United States determines that SCB has 

committed a willful and material breach of any provision of this Agreement, the United 

States shall provide written notice to SCB's counsel of the alleged breach and provide 

SCB with a two-week period from the date of receipt of said notice, or longer at the 

discretion of the United States, in which to make a presentation to the United States to 

demonstrate that no breach has occurred or, to the extent applicable, that the breach is not 

willful or material, or has been cured. The parties expressly understand and agree that if 

SCB fails to make the above-noted presentation within such time period, it shall be 

presumed that SCB is in willful and material breach of this Agreement. The parties 

further understand and agree that the United States' exercise of discretion under this 

paragraph is not subject to review in any court or tribunal outside the Department of 

Justice and the United States Attorney's Office for the District of Columbia. In the event 

of a breach of this Agreement that results in a prosecution, such prosecution may be 

premised upon any information provided by or on behalf of SCB to the United States or 

any investigative agencies, whether prior to or subsequent to this Agreement, and/or any 

leads derived from such information, including the attached Factual Statement, unless 

otherwise agreed to by the United States and SCB in writing at the time the information 

was provided to the United States. 

10. Requirement to Obey the Law: If the United States determines during 

the term of this Agreement that SCB has committed any federal crime after the date of 

the signing of this Agreement, SCB shall, in the sole discretion of the United States, 

thereafter be subject to prosecution for any federal crimes of which the United States has 

knowledge, including but not limited to the conduct described in the Factual Statement. 
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The discovery by the United States of any purely historical criminal conduct that did not 

take place during the term of the Agreement will not constitute a breach of this provision. 

11. Parties Bound by the Agreement: This Agreement and all provisions set 

forth herein bind SCB, which agrees to ensure that its wholly-owned subsidiaries, and 

any successors and assigns, comply with the requirements and obligations set forth in this 

Agreement. It is further understood that this Agreement and all provisions set forth 

herein are binding on the United States. It is further understood that this Agreement does 

not bind any federal agencies, or any state or local authorities, although the United States 

will bring the cooperation of SCB and its compliance with its other obligations under this 

Agreement to the attention of federal, state, or local prosecuting offices or regulatory 

agencies, if requested by SCB or its attorneys. Nothing in this Agreement restricts in any 

way the ability of the United States, any other federal department or agency, or any state 

or local government from proceeding criminally, civilly, or administratively, against any 

current or former directors, officers, employees, or agents of SCB or against any other 

entities or individuals. The parties to this Agreement intend that the Agreement does not 

confer or provide any benefits, privileges, immunities, or rights to any other individual or 

entity other than the parties hereto. 

12. Public Statements: SCB expressly agrees that it shall not cause to be 

made, through its attorneys, board of directors, agents, officers, employees, consultants or 

authorized agents (including, contractors, subcontractors, or representatives), including 

any person or entity controlled by any of them, any public statement contradicting the 

acceptance of responsibility by SCB set forth above or the facts described in the Factual 

Statement. Any such public statement by SCB, its attorneys, board of directors, agents, 
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officers, employees, consultants, contractors, subcontractors, or representatives, including 

any person or entity controlled by any of them, shall, subject to the cure rights of SCB set 

forth below, constitute a willful and material breach of this Agreement as governed by 

Paragraph 9 of this Agreement, and SCB would thereafter be subject to prosecution 

pursuant to the terms of this Agreement. The decision of whether any public statement 

by any such person contradicting the acceptance of responsibility by SCB set forth above 

or the facts described in, the Factual Statement will be imputed to SCB, for the purpose 

of determining whether SCB has breached this Agreement, shall be in the sole discretion 

of the United States. Upon the United States' notification to SCB of a public statement 

by any such person that in whole or in part contradicts the acceptance of responsibility by 

SCB set forth above or the facts described in the Factual Statement, SCB may avoid 

breach of this Agreement by publicly repudiating such statement within 5 business days 

after notification by the United States. SCB shall be permitted to raise defenses and to 

assert affirmative claims in other proceedings relating to the matters set forth in the 

Statement of Facts provided that such defenses and claims do not contradict, in whole or 

in part, a statement contained in the Factual Statement. This Paragraph does not apply to 

any statement made by any present or former office, director, employee, or agent of SCB 

in the course of any criminal, regulatory, or civil case initiated against such individual, 

unless such individual is speaking on behalf of SCB. Subject to this paragraph, SCB 

retains the ability to provide information or take legal positions in litigation or other 

regulatory proceedings in which the United States or the New York County District 

Attorney's Office is not a party. 

11 
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13. SCB agrees that if it or any of its direct or indirect subsidiaries or affiliates 

issues a press release or holds any press conference in connection with this Agreement, 

SCB shall first consult the United States to determine (a) whether the text of the release 

or proposed statements at the press conference are true and accurate with respect to 

matters between the United States and SCB; and (b) whether the United States has no 

objection to the release. 

14. Sales or Mergers: SCB agrees that if it sells, merges, or transfers all or 

substantially all of its business operations or assets as they exist as of the date of this 

Agreement to a single purchaser or group of affiliated purchasers during the term of this 

Agreement, it shall include in any contract for sale, merger, or transfer a provision 

binding the purchaser/successor/transferee to the obligations described in this Agreement. 

Any such provision in a contract of sale, merger, or transfer shall not expand or impose 

additional obligations on SCB or the purchaser, successor or transferee as they relate to 

Paragraphs 5 and 6 of this Agreement. 

15. Conduct Covered by Agreement: It is further understood that this 

Agreement does not relate to or cover any conduct by SCB other than for any act within 

the scope of the Factual Statement or this investigation. 

16. Public Filing: SCB and the United States agree that this Agreement (and 

its attachments) and an Order deferring prosecution shall be publicly filed in the United 

States District Court for the District of Columbia. 

17. Complete Agreement: This Agreement sets forth all the terms of the 

Agreement between SCB and the United States. There are no promises, agreements, or 

conditions that have been entered into other than those expressly set forth in this 

12 
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Agreement, and none shall be entered into and/or be binding upon SCB or the United 

States unless signed by the United States, SCB's attorneys, and a duly authorized 

representative of SCB. This Agreement supersedes any prior promises, agreements, or 

conditions between SCB and the United States. SCB agrees that it has the full legal right, 

power, and authority to enter into and perform all of its obligations under this Agreement 

and it agrees to abide by all terms and obligations ofthis Agreement as described herein. 

13 
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Acknowledgment on behalf of Standard Chartered Bank 

I, Dr. Tim Miller, Director, Property, Research & Assurance, the duly authorized 
representative of Standard Chartered Bank, hereby expressly acknowledge the following: 
(1) that I have read this entire Agreement as well as the other documents filed herewith in 
conjunction with this Agreement, including the Information and Statement of Facts; (2) 
that I have had an opportunity to discuss this Agreement fully and freely with Standard 
Chartered Bank's counsel, Sullivan & Cromwell LLP; (3) that Standard Chartered Bank 
fully and completely understands each and every one of the terms of this Agreement; (4) 
that Standard Chartered Bank is fully satisfied with the advice and representation 
provided to it by its counsel, Sullivan & Cromwell LLP; (5) that I am authorized, on 
behalf of Standard Chartered Bank, to enter into this Agreement; and (6) that Standard 
Chartered Bank has signed this Agreement knowingly and voluntarily. 

Standard Chartered Bank 

Dr. Tim MiIref 
Director, Property, Research & Assurance 
Standard Chartered Bank 
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Acknowledgment by Defense Counsel for Standard Chartered Bank 

We, Samuel W. Seymour and Nicolas Bourtin, the attorneys representing 
Standard Chartered Bank, hereby expressly acknowledge the following: (1) that we have 
reviewed and discussed this Agreement with our client; (2) that we have explained fully 
each one of the tenns of the Agreement to our client; (3) that we have answered fully 
each and every question put to us by our client regarding the Agreement; and (4) that we 
believe our client fully and completely understands all of the Agreement's tenns. 

:;p....~ "1', 't..1't... ~~~ 
DA IE Samuel W. Se 

Sullivan Cromwell LLP 

DATE 

15 
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On Behalf of the Government 

RONALD C. MACHEN JR. 
UNITED STATE37ATTORNEY 

VargheS 
Special Assistant United States Attorney 
National Security Section 

/31*//a 

LANNY A. BREUER 
ASSISTANT ATTORNEY GENERAL 
CRIMINAL DIVISION 

DATE Clay Porte* 
Trial Attorney 
Asset Forfeiture and Money Laundering Section 

16 

Case 1:12-cr-00262-JEB   Document 2   Filed 12/10/12   Page 16 of 58



Case 1:12-cr-00262-JEB   Document 2   Filed 12/10/12   Page 17 of 58

EXHIBIT A--FACTUAL STATEMENT 

Introduction 

1. This Factual Statement is made pursuant to, and is part of, the Deferred 

Prosecution Agreement dated December 7, 2012, between the Criminal Division of the United 

States Department of Justice, and the United States Attorney's Office for the District of 

Columbia (collectively, "DOl") and Standard Chartered Bank ("SCB"), a United Kingdom bank, 

and between the New York County District Attorney's Office ("DANY") and SCB. 

2. Starting in early 2001 and ending in 2007, SCB violated U.S. and New York State 

laws by illegally sending payments through the U.S. financial system on behalf of entities subject 

to U.S. economic sanctions. SCB knowingly and willfully engaged in this criminal conduct, 

which caused both affiliated and unaffiliated U.S. financial institutions to process transactions 

that otherwise should have been rejected, blocked, or stopped for investigation pursuant to 

regulations promulgated by the Office of Foreign Assets Control of the United States 

Department of Treasury ("OF AC") relating to transactions involving sanctioned countries and 

parties.! 

3. Further, SCB made statements that were misleading to OFAC in 2003 in the 

course of explaining why SCB had effected payments that violated U.S. sanctions laws. 

4. SCB also provided incomplete information in relation to sanctioned country 

payments in its submissions and responses to SCB's U.S. bank regulators, the Federal Reserve 

Bank of New York ("FRBNY") and the New York State Banking Department ("NYSBD"),2 

during a targeted Bank Secrecy Act/Anti-Money Laundering ("BSAIAML") examination and 

I In addition to sanctioning individual countries, OF AC publishes a Specially Designated National List. This list 
includes individuals and companies owned or controlled by, or acting for or on behalf of, targeted countries. It also 
lists individuals, groups, and entities, such as terrorists and narcotics traffickers designated under programs that are 
not country-specific. 
2 NYSBD was recently incorporated into the New York Department of Financial Services ("DFS"). 
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look-back review mandated by a written agreement entered into with FRBNY and NYSBD in 

October 2004. This failure to inform was despite the fact that SCB and the regulators had agreed 

that financial transactions with OF AC sanctioned entities posed a de facto AML risk. 

5. SCB's criminal conduct included, among other things, (i) processing payments 

through its branches in London ("SCB London") and Dubai ("SCB Dubai") on behalf of 

sanctioned customers without reference to the payments' origin; (ii) eliminating payment data 

that would have revealed the involvement of sanctioned countries; and (iii) using alternative 

payment methods to mask the involvement of sanctioned countries. SCB's unlawful actions, 

which occurred both inside and outside the United States, caused financial institutions located in 

the United States to unknowingly provide banking services to sanctioned entities, prevented 

detection by U.S. regulatory and law enforcement authorities of financial transactions that 

violated U.S. sanctions, and caused false entries to be made in the business records of financial 

institutions located in New York, New York. 

6. This conduct occurred in various business units within SCB in locations around 

the world, and certain payment practices were done with the knowledge and approval of senior 

corporate managers and the legal and compliance departments of SCB. 

SCB's Business Organization and Assets 

7. SCB was formed in 1969 through the merger of two banks, the Standard Bank of 

British South Africa and the Chartered Bank of India, Australia and China. SCB is currently one 

of the world's largest international banks, with over 1,700 branches, offices, and outlets in more 

than 70 countries. Headquartered in London, SCB has operations in consumer, corporate and 

institutional banking, and treasury services and operates principally in Asia, Africa, and the 

Middle East. 
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8. In 2012, SCB had over $500 billion in assets. SCB is listed on the London and 

Hong Kong stock exchanges as well as on the Bombay and National Stock Exchanges in India. 

9. Since 1976, SCB has had a license issued by the state of New York to operate as 

a foreign bank branch in New York, New York ("SCB New York"). The branch provides only 

wholesale banking services, primarily U.S.-dollar clearing for international wire payments. SCB 

New York is the seventh largest dollar clearer in the world, clearing approximately 195 billion in 

U.S. dollar payments per day. 

Applicable Law 

The Iranian Sanctions 

10. On March 15, 1995, President William 1. Clinton issued Executive Order No. 

12957, finding that "the actions and policies of the Government oflran constitute an unusual and 

extraordinary threat to the national security, foreign policy, and economy of the United States," 

and declaring "a national emergency to deal with that threat." 

11. President Clinton followed this with Executive Order No. 12959, issued on May 

6, 1995, which imposed comprehensive trade and financial sanctions on Iran. These sanctions 

prohibit, among other things, the exportation, re-exportation, sale, or supply, directly or 

indirectly, to Iran or the Government of Iran of any goods, technology, or services from the 

United States or United States persons, wherever located. This includes persons in a third 

country with knowledge or reason to know that such goods, technology, or services are intended 

specifically for supply, transhipment, or re-exportation, directly or indirectly, to Iran or the 

Government ofIran. On August 19, 1997, President Clinton issued Executive Order No. 13059, 

consolidating and clarifying Executive Order Nos. 12957 and 12959 (collectively, the 

"Executive Orders"). The Executive Orders authorized the United States Secretary of the 
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Treasury to promulgate rules and regulations necessary to carry out the Executive Orders. 

Pursuant to this authority, the Secretary of the Treasury promulgated the Iranian Transaction 

Regulations ("ITRs"), 31 C.F.R. Part 560, implementing the sanctions imposed by the Executive 

Orders. 

12. With the exception of certain exempt transactions, the ITRs prohibit, among other 

things, U.S. depository institutions from servicing Iranian accounts and directly crediting or 

debiting Iranian accounts. The ITRs also prohibit transactions by any U.S. person who evades or 

avoids, has the purpose of evading or avoiding, or attempts to evade or avoid the restrictions 

imposed under the ITRs. The ITRs were in effect at all times relevant to the conduct described 

below. 

13. While the ITRs promulgated for Iran prohibited United States Dollar ("USD") 

transactions, they contained a specific exemption for USD transactions that did not directly credit 

or debit a U.S. financial institution. This exemption is commonly known as the "U-turn 

exemption." 

14. The U-turn exemption permitted banks to process Iranian USD transactions that 

began and ended with a non-U.S. financial institution, but were cleared through a U.S. 

correspondent bank. In a relevant part, the ITR provided that U.S. banks were "authorized to 

process transfers of funds to or from Iran, or for the direct or indirect benefit of persons in Iran or 

the Government of Iran, if the transfer ... is by order of a foreign bank which is not an Iranian 

entity from its own account in a domestic bank ... to an account held by a domestic bank ... for 

a [second] foreign bank which is not an Iranian entity." 31 CFR §560.516(a)(l). That is, a U.S. 

dollar transaction to or for the benefit of Iran could be routed through the U.S. as long as a non­

U.S. offshore bank originated the transaction and the transaction terminated with a non-U.S. 
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offshore bank. These V-turn transactions were only permissible where no V.S. person or entity 

had direct contact with the Iranian bank or customer and were otherwise permissible (e.g., the 

transactions were not on behalf of a Specially Designated National, ("SDN,,)).3 

15. Effective November 10, 2008, OFAC revoked the V-tum exemption for Iranian 

transactions. As of that date, V.S. depository institutions were no longer authorized to process 

Iranian V-tum payments. 

The Libyan Sanctions 

16. On January 7, 1986, President Ronald W. Reagan issued Executive Order No. 

12543, which imposed broad economic sanctions against Libya. Executive Order No. 12544 

followed one day later, which ordered the blocking of all property and interests in property of the 

Government of Libya. President George H. W. Bush strengthened those sanctions in 1992 

pursuant to Executive Order No. 12801. These sanctions remained in effect until September 22, 

2004, when President George W. Bush issued Executive Order No. 13357, which terminated the 

national emergency with regard to Libya and revoked the sanction measures imposed by the 

prior Executive Orders. 

The Sudanese Sanctions 

17. On November 3, 1997, President Clinton issued Executive Order No. 13067, 

which imposed a trade embargo against Sudan and blocked all property and interests in property 

of the Government of Sudan. President George W. Bush strengthened those sanctions in 2006 

pursuant to Executive Order No. 13412 (collectively, the "Sudanese Executive Orders"). The 

Sudanese Executive Orders prohibited virtually all trade and investment activities between the 

3 OFAC publishes a list of individuals and companies owned or controlled by, or acting for or on behalf of, OFAC 
targeted countries. It also lists individuals, groups, and entities, such as terrorists and narcotics traffickers designated 
under programs that are not country-specific. Collectively, such individuals and companies are called "Specially 
Designated Nationals" or "SONs." 
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United States and Sudan, including, but not limited to, broad prohibitions on: (a) the importation 

into the United States of goods or services from Sudan; (b) the exportation or re-exportation of 

any goods, technology, or services from the United States or by a United States person to Sudan; 

and (c) trade- and service-related transactions with Sudan by United States persons, including 

financing, facilitating, or guaranteeing such transactions. The Sudanese Executive Orders further 

prohibited "[a]ny transaction by a United States person or within the United States that evades or 

avoids, has the purposes of evading or avoiding, or attempts to violate any of the prohibitions set 

forth in [these orders]." With the exception of certain exempt or authorized transactions, OFAC 

regulations implementing the Sudanese Sanctions generally prohibited the export of services to 

Sudan from the United States. 

The Burmese Sanctions 

18. On May 20, 1997, President Clinton issued Executive Order No. 13047, which 

prohibited both new investment in Burma by U.S. persons and U.S. persons' facilitation of new 

investment in Burma by foreign persons. 

19. On July 28, 2003, President George W. Bush signed the Burmese Freedom and 

Democracy Act of 2003 ("BFDA") to restrict the financial resources of Burma's ruling military 

junta, and issued Executive Order No. 13310, which blocked all property and interest in property 

of other individuals and entities meeting the criteria set forth in that order. President Bush 

subsequently issued Executive Order Nos. 13448 and 13464, expanding the list of persons and 

entities whose property must be blocked. Executive Order No. 13310 also prohibited the 

importation into the United States of articles that are a product of Burma and the exportation or 

re-exportation to Burma of financial services from the United States, or by U.S. persons, 
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wherever located. The "exportation or reexportation of financial services to Burma" is defined 

to include the transfer of funds, directly or indirectly, from the United States. 

DOJCharge 

20. DO] has alleged, and SCB accepts, that its conduct, as described herein, violated 

Title 18, United States Code, Section 371, by conspiring to violate the International Emergency 

Economic Powers Act ("IEEPA"), specifically Title 50, United States Code, Section 1705, which 

makes it a crime to willfully attempt to commit, conspire to commit, or aid and abet in the 

commission of any violation of the regulations prohibiting the export of services from the United 

States to Iran, Libya, Sudan, and Burma. 

DANYCharge 

21. DANY has alleged, and SCB accepts, that its conduct, as described herein, 

violated New York State Penal Law Sections 175.05 and 175.10, which make it a crime to, "with 

intent to defraud, ... 1. [m]akeD or cause[] a false entry in the business records of an enterprise 

[(defined as any company or corporation)] ... or 4. [p]revent[] the making of a true entry or 

causeD the omission thereof in the business records of an enterprise." It is a felony under 

Section 175.10 of the New York State Penal Law if a violation under Section 175.05 is 

committed and the person or entity's "intent to defraud includes an intent to commit another 

crime or to aid or conceal the commission thereof." 

SCB's Iranian Conduct 

The CBI Account 

22. SCB provided banking services to Iranian clients starting in or about 1993. In 

early 200 I, the Central Bank of Iran (the "CBI") asked SCB to act as its correspondent bank with 

respect to international U.S.-dollar payments, including payments relating to oil sales by the 
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National Iranian Oil Company. At that time, the CEO ofSCB's Iran representative office4 wrote 

a memo in support of expanding the CBI account, noting that "[t]o be the bank handling Iran's 

oil receipts would be very prestigious for SCB. In essence, SCB would be acting as Treasurer to 

the CBI/the country." 

23. As part of the agreement, the CBI instructed SCB London to remove any 

reference to Iran in the SWIFTs payment messages transiting through SCB New York. 

According to the CEO of SCB's Iran representative office, the CBl's "concern in all negotiations 

with SCB was not including their name in payment transactions." As one SCB employee wrote 

about the CBI account, "this account must remain completely secret to the U.S." While the CBI 

claimed that the reason was to avoid delays in processing payments,6 the CEO of SCB's Iran 

representative office explained in an interview with federal and state law enforcement 

authorities, that he believed the Iranians' real concern was that the U.S. government would gain 

information about the Iranians' business dealings if the payments were transparent.7 In essence, 

the CBI made clear to SCB that payment processing that showed the CBl's involvement in the 

transaction was not an option if SCB was to receive the business. 

24. Prior to taking on the Iranian business, SCB Group's Legal Department consulted 

with external U.S. counsel, who opined that, with respect to U-turn transactions, it did not matter 

whether the information as to the Iranian origin or destination of the payment was specified in 

4 SCB opened an Iranian representative office in Tehran in 1993. In 2005, the CBI granted SCB a license to open a 
branch in the Kish Free Trade Zone on Kish Island, Iran. The Kish Island branch opened in September 2005 but has 
never been fully operational. SCB has now closed the representative office and the Kish Island branch. 
5 SWIFT is the Society for Worldwide Interbank Financial Telecommunications which is the international system to 
transmit payment messages with other financial institutions around the world, including U.S. correspondent banks. 
SWIFT messages contain various informational fields. 
6 Delays may be caused when a payment message is stopped by a filter known as an OF AC filter, which is a 
software program designed, in part, to identify transactions involving sanctioned parties. Once the transaction is 
stopped, a bank employee manually reviews the transaction to confirm whether it is an impermissible payment or 
instead a false positive or an exempted/licensed payment. 
7 As referred to herein, transparent payments generally reveal the originating party, the ultimate beneficiary, and all 
intermediate payment steps. 
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the payment messages to SCB New York. In a follow-up memorandum, however, that same 

external counsel wrote that the Iranian information could be removed from payment messages 

"as long as [SCB] New York otherwise knows or has the ability to know that such payments are 

of a type that are authorized under the ITR .... " The external counsel concluded by stating, "it is 

advisable that [SCB] London and [SCB] New York between themselves agree to a standard 

operating procedure for such payments or that such payments be identified in a way that both 

[SCB] London and [SCB] New York may readily determine that such payments conform to and 

are consistent" with the ITR. Despite this legal advice, no such operating procedure was ever put 

into place. 

25. The majority of the CBI's payments were processed by SCB London as cover 

payments or serial bank-to-bank payments. Typically, a cover payment is executed through a 

combination of the two types of SWIFT messages: an MT 103 message, which is the de facto 

standard for cross-border customer credit transfers, and an MT 202 message, which is the de 

facto standard for bank-to-bank credit transfers. In a cover payment, an MT 103 is sent from the 

originator's bank to the ultimate beneficiary's bank, but the funds are actually transferred 

through the United States via an MT 202 to a U.S. correspondent bank. In a serial bank-to-bank 

payment, there is only a single payment message generated: an MT 202 to a U.S. correspondent 

bank. 

26. As a general rule, at SCB London, the payment processing system automatically 

populated information about the ordering bank from the incoming payment message into Field 

52 of the outgoing MT 202 message that was to be sent to SCB New York, which served as SCB 

London's U.S. correspondent bank. 8 To process the CBI's payments without revealing their 

8 According to SWIFT protocols in effect prior to 2009, Field 52 in a MT 202 was an optional field used to specify 
the financial institution of the ordering customer, when the customer was different from the sender of the message. 
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Iranian origin however, SCB London's payment processmg team put m place "a special 

instruction to overtype the field 52 of the outgoing message to SCBLGB2L until we can educate 

[the CBI] to quote what we want." 9 Later, SCB London provided specific instructions to the 

CBI to omit its unique SWIFT code in one field of its payment messages and to place SCB 

London's SWIFT code in another field to conceal the payment's origin. Specifically, an SCB 

employee wrote: 

Dear [CBI Representative], 
Based on SWIFT messages that we have received from you to date could we 
request that you make the following amendments to future messages as this will 
help us to process the messages more efficiently -

(2) MT 202 In Field 21, we suggest that you omit BMJITH as part of the 
reference. We are concerned that, as this is very close to your SWIFT code, there 
is a risk that our outgoing payment message may be rejected in New York if this 
is included. 
Please place our SWIFT code, SCBLGB2L, in Field 52. 
Thank you for your cooperation. 

Kind regards, 
[SCB London employee] 10 

27. As a result of this e-mail, the CBI began inserting SCB London's unique SWIFT 

code in field 52 of its MT 202 messages, as well as omitting BMJITH from field 21. Between 

200 I and 2006, the CBI sent approximately 2,226 messages with a total value of $28.9 billion to 

SCB London. These messages contained the SCBLGB2L code in field 52, and were sent onto 

SCB New York for processing either as a cover payment or serial bank-to-bank payment. These 

SWIFT revised its messaging protocols in 2009 to ensure that originating and beneficiary data is included in all 
customer cover payments. 
9SCBLGB2L refers to the unique SWIFT code for SCB London. The effect of the instruction was to mask the fact 
that the payment originated from the CBI, and instead made it appear that the message originated from SCB 
London. As a result, SCB New York (as well as any other intermediary bank in the U.S.) would have no way of 
knowing that the payment it was processing was on behalf ofthe CBI. 
10 According to SWIFT protocols, Field 21 in a MT 202 message is used to contain a reference to a related 
transaction. As mentioned above, Field 52 in a MT202 is used to specify the financial institution of the ordering 
customer, when the customer is different from the sender of the message. BMJITH was a common reference term 
used by the CBI in its payment messages, which most likely referred to the CBI's fuJI Farsi name, Bank Markazi 
Jomhouri Islami Tehran. 
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payments, while modified to prevent the U.S. clearing bank from recognizing them as Iranian­

originated, were nonetheless compliant with the then-existent U-turn exemption. 

28. In the instances in which the CBI failed to insert SCB London's SWIFT code in 

the payment messages, SCB London's payment processing staff did so manually. From 2001 

through January 2007, in approximately 458 payment messages comprising $2.3 billion of 

transactions, SCB London manually inserted its own SWIFT code into field 52. In addition to 

field 52, SCB London staff also removed any other Iranian references in the outgoing payment 

messages to New York. As one SCB employee explained, "Re the process for effecting [the 

CBI]'s payment instructions - field 52 (ordering institution) is quoted by [the CBI] in their 

MT202 as SCBLGB2L, if this is not done SCB London over-type field 52 as SCBLGB2L. This 

means there is no reference to [the CBI]." These payments, while modified to prevent the U.S. 

clearing bank from recognizing them as Iranian-originated, were nonetheless compliant with the 

then-existing U-turn exemption. 

29. While both the cover and serial bank-to-bank payments for the CBI followed U-

tum routing- that is, the transactions began and ended with a non-U.S. financial institution, and 

therefore qualified as a permissible transaction under the U-turn exemption, SCB employees 

believed that both affiliated and unaffiliated U.S. banks would not process any Iran-related 

transactions, legal or illegal, from SCB. Moreover, SCB employees believed that if Iran-related 

transactions were transparent, they would be subject to substantial delays despite the fact that the 

payments were lawful. The procedures for handling Iranian payments were designed to make 

sure the payments were processed in the United States quickly and with no delay. 
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The Additional Iranian Bank Business 

30. In July 2003, SCB learned that a competitor was exiting the Iranian business 

completely. As a result, SCB sought to pick up this business and add U.S.-dollar accounts for 

five Iranian banks at SCB London: Bank Melli, Bank Sepah, Persia International Bank, Bank 

Saderat, and Bank Mellat. While SCB sought internal approvals to open accounts for the five 

banks, there were a number of discussions about whether payments sent through to SCB New 

York should be transparent. The five Iranian banks objected to transparency in payment 

messages sent to the United States. 

31. As it had with the CBI business, prior to taking on the new Iranian business, SCB 

Group's Legal Department consulted with external U.S. counsel about whether Iranian payment 

messages to SCB New York needed to be transparent. In response, an attorney at one U.S. law 

firm, who had previously advised in 2001 that lawful U-turns transactions could be processed on 

an undisclosed basis as long as SCB New York was aware of them, wrote, "I should point out 

that permissible U-Turn transactions should be done on a fully disclosed basis, that is, SCB 

(London) ... should disclose all details of the transaction. Not to do so could place SCB (New 

York) seriously in harm's way under the law and should be a condition for moving forward with 

any transaction." 

32. Following the legal advice, SCB New York informed SCB Group that it would 

insist upon full transparency in payment messages. In response, SCB London informed SCB 

New York personnel that this process they were objecting to had been occurring for some time: 

non-transparent payment messages were already being processed for the CBI. For example, on 

October 17, 2003, an SCB London employee sent an e-mail to an SCB New York employee 

explaining the procedures to replace the CBI's SWIFT code with SCB London's code. 
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Specifically, the e-mail stated, "Please see below some examples of payments received from [the 

CBI] and how SCB London handles them. [SCB London employee]'s NOTE refers to how we 

avoid divulging the Iranian ordering party and replace SCBLGB2L as the ordering party." When 

informed of the situation, the CEO of SCB Americas stated that "it is my understanding that we 

must cease and desist all these current transactions with Iranian customers that don't fully 

disclose the remitter and beneficiary since it's not a question of interpretation but rather is clearly 

the law as regards these types of transactions." 

33. As a result of SCB New York's insistence on transparency, the CEO of SCB's 

Iran representative office informed his SCB colleagues that a full transparency requirement "will 

be a deal breaker as well as impact our banking license request in Iran." 11 Concerned about 

losing their Iranian business and due to conflicting legal advice, SCB requested advice from a 

second external U.S. law firm. In October 2003, the second U.S. law firm wrote, "[i]t is our 

view that these regulations require [SCB New York] to obtain information on the remitter and 

beneficiary to process U-turn transactions." In response, SCB Head of the Middle East requested 

further discussion with the attorneys, "given the significant loss of business this opinion will 

cause to the Bank if confirmed." Specifically, he asked whether, if SCB London provided full 

transactional details to SCB New York about Iranian payments, SCB New York would be 

obligated to pass that information along to other U.S. banks in the payment chain. In response, 

the second U.S. law firm wrote that while they were "unaware of any express requirement that 

would mandate that SCB NY pass along remitter and beneficiary information to the receiving 

bank," the failure to do so "would potentially expose SCB NY to risk .... " 

34. In October 2003, an SCB employee sent an email to the head of the compliance 

and legal departments at SCB New York discussing SCB's procedures for handling Iranian 

11 At this time, SCB was in the process of applying for its first bank branch in Iran. 
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payments in the context of bringing on the new business. The SCB employee wrote that SCB 

London had been processing non-transparent U-turns for the CBI and would continue to do so 

for the new Iranian banks. Another SCB employee informed SCB New York that SCB Dubai 

also used non-transparent payments for Iranian customers. Thus, the head of compliance and 

legal in New York knew of these practices as early as October 2003. 

35. In January 2004, SCB made the decision to proceed with the Iranian business, but 

conduct "offshore due diligence" of the transactions at SCB London. As one SCB employee 

wrote in an e-mail in 2003, SCB New York's Head of Legal "would be comfortable with the 

proposed course of action but on the basis that the Group was only processing legitimate U-turn 

transactions and a rigorous vetting process was in place." Another SCB London lawyer wrote, 

"[SCB New York Head of Legal] is happy with leaving the originator swift code field blank. 

This is on the basis that London are responsible for the OF AC checks ... But this is something he 

would not say in writing." 

36. In making the decision to acquiesce to the Iranians' request for non-transparency, 

SCB understood that there was potential risk. As one of the SCB lawyers wrote: 

There is a view within SCB that it would be very unlikely that the current method 
of processing u-turns would come to the attention of US regulators, as all the 
evidence would be offshore and that while SCB as a group remains confident, and 
has procedures in place outside SCB NY, to ensure that only compliant u-turns 
are allowed, any potential breach would be one of form rather than substance and 
treated leniently. 

if the US authorities do indeed find a breach in the method of processing u-turns 
there is no guarantee they will treat it as an isolated or minor incident. Taken 
with other issues which have come up in the past there is a risk that they may 
decide that a severe penalty is appropriate. 

37. To process the five new Iranian banks' payments, SCB London operations 

personnel initially decided to replace the Iranian banks' SWIFT code with that of SCB London, 
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as SCB London was already doing with the CBI. When a senior lawyer with SCB London 

learned of this, he objected to the practice, however, stating that "clearly that is not satisfactory." 

He stated that the practice of replacing the CBI's SWIFT code with SCB London's code could be 

misleading, "because a US bank would be getting false information." Instead, it was agreed that 

the Iranian SWIFT bank code would be replaced with a "." in the payment messages to SCB 

New York, which he considered the same as leaving it blank. The final procedure (which SCB 

referred to as "repairing") for processing Iranian payments instructed SCB London's payment 

processing staff to: 

Ensure that if the field 52 of the payment is blank or that of the remitting bank 
that it is overtyped at the repair stage to a "." This will change the outgoing field 
52 of the MTI03 to a field 520 of"." (Note: if this is not done then the Iranian 
Bank SWIFT code may appear - depending upon routing - in the payment 
message being sent to SCBLUS33).12 

SCB London's payment processing staff screened all outgoing payment messages against 

a list of OF AC-sanctioned entities maintained by SCB London. 

38. On February 13,2004, SCB London opened all five Iranian USD accounts. The 

accounts operated in this non-transparent manner - that is, using the "repairing" procedure - until 

approximately May 2006. During this time period, SCB London processed 2,708 payment 

messages, comprising a total of $41.6 billion, in which the incoming message contained SCB 

London's SWIFT code, and the SCB London employees replaced the code with a "." in the 

outgoing message. Moreover, SCB London received an additional 2,481 messages, comprising a 

total of $37.9 billion, in which field 52 was blank or included a reference to an Iranian bank, and 

SCB London employees inserted a "." in the outgoing message. Like the payments for the CBI, 

SCB London processed the payments as both cover payments and serial bank-to-bank 

transactions. The vast majority of these payments, while modified to prevent the U.S. clearing 

12 SCBLUS33 is the SWIFT code for SCB New York. 
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bank from recognizing them as Iranian, nonetheless complied with the then-existent U-turn 

exemption. 

39. In addition to the U-turn compliant payments, however, there were also 

approximately 99 payments totaling $7.4 million in transactions from SCB London for Iranian 

banks that either terminated in the United States, in violation of IEEPA, or otherwise had a U.S. 

connection. 

Iranian Business at SCB Dubai 

40. In addition to the CBI and the five Iranian banks at SCB London, SCB Dubai 

conducted Iranian business, for both Iranian banks and Iranian corporate customers. To process 

these transactions, SCB Dubai received incoming payment instructions as either SWIFT payment 

messages or payment orders. SCB Dubai then typically processed the transactions as cover 

payments, which were the standard format in SCB Dubai for all customer payments in currencies 

foreign to the destination country regardless of the country of origin of the customer. The first 

SWIFT message, a MT 103, was a payment message to a non-U.S. bank informing them of an 

incoming U.S.-dollar payment on behalf of the Iranian customer; the second SWIFT message, a 

MT 202, was a cover payment sent to SCB New York for processing. The cover payment 

messages sent to New York did not contain any references to the Iranian origin of the payments 

as was usual for all cover payments at that time. 

41. Upon learning of the use of cover payments for Iranian accounts at SCB Dubai, 

SCB's Regional Head of Financial Crime Risk wrote in 2003, "I received this memo below and I 

am concerned that we might be breaking the sanctions. We may not be exactly breaking the law, 

but we may be breaking the spirit of the law and may possibly get our NY branch into hot 
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water." Despite these concerns, SeB Dubai's practice of using cover payments for customer 

payments in currencies foreign to the destination country, including Iranian accounts, continued. 

42. From 2001 through 2007, approximately $3.9 billion of non-transparent Iranian 

transactions were sent from SeB Dubai through SeB NY. The vast majority of these payments, 

while undetectable as Iranian payments to the u.s. clearing bank, were nonetheless compliant 

with the then-existent U-turn exemption. 

43. However, in addition to the U-turn compliant payments, there were also at least 

$13.4 million in transactions from SeB Dubai involving Iranian entities that terminated in the 

United States, or were otherwise connected with the United States, in violation of IEEP A. 

Total SeB Iranian Business 

44. In total, from 2001 through 2007, the vast majority of SeB's business dealings 

with Iranian clients, approximately $24l.9 billion, consisted of sending U.S.-dollar denominated 

payments through SeB New York to other foreign banks, and therefore complied with the then­

existing U-turn exemption. In addition to the U-turn compliant payments, there were also $23.0 

million in transactions seB processed for Iranian customers that terminated in the United States, 

or were otherwise connected with the United States, in violation of IEEP A. 

SCB's Libyan, Sudanese, and Burmese Conduct 

The Dromos Initiative 

45. In addition to the business with Iran, SeB conducted business involving other 

sanctioned countries, including Libya, Sudan, and Burma, primarily from SeB London and SeB 

Dubai. Most of these payments were processed using the cover payment method and began and 

ended with a non-U.S. financial institution. Unlike the ITR, however, there was no U-turn 

exemption for payments related to any other sanctioned country. Therefore, all payments for 
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these countries, including those that followed U-turn routing, were prohibited by U.S. law, unless 

specifically licensed by OF AC. 

46. In 2002, SCB sought to implement a policy change, known as the Dromos 

Initiative, which would end the use of cover payments for U.S.-dollar customer payments. The 

purpose of the Dromos Initiative was to increase fees earned by sending only serial payments 

through SCB New York, since SCB New York could charge customers more for sending an MT 

103 message than an MT 202. 

47. A consequence of the Dromos Initiative was the exposure of SCB's cover 

payment method for payments involving sanctioned countries, some of which were on behalf of 

charitable organizations and the U.K. government. Prior to Dramos, these payments were sent 

using the cover method, which ensured that U.S. banks received only the MT 202 message, 

which did not include originator or originating bank information. Dromos required the use of a 

single MT 103 message to the U.S. banks. The MT 103 message was required to contain the 

originator and originating bank information, and thus were transparent to U.S. correspondent 

banks. Indeed, SCB bank managers recognized that implementing Dromos would likely result in 

the rejection of U.S.-dollar payments on behalf of or to such customers involving sanctioned 

countries by U.S. correspondent banks. Thus, payment processors were expressly directed not to 

use the Dromos method for U.S.-dollar payments relating to Iranian banks, the U.K. government, 

and charitable and development organizations in sanctioned countries. Moreover, payment 

processors used non-Dromos for other sanctioned organizations. 

48. For example, in a late 2002 e-mail to bank managers and payment processors, one 

senior SCB London manager stated the following about processing payments for government 

and development organizations doing business with sanctioned countries: 
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A problem that was raised [in using DROMOS] is the fact that SCB London 
effect payments into Sudan, Libya, Iraq and North Korea. These are countries 
with sanctions placed on them by USA but not UK. If we send USD MTI OOs 
direct to SCB NY for beneficiaries based in these countries there is a high risk 
that under OF AC the payments will be rejected / frozen. In the circumstances 
payments into these countries must continue to be handled as they are no i.e. with 
direct MTI 00 to the beneficiary bank and only MT202 cover to SCB NY. 

49. In the same e-mail, the senior SCB London manager instructed another bank 

manager to ensure that payment processors not process such payments through the United States 

to or from sanctioned countries via Dromos. Thus, SCB instituted a limited internal practice of 

using cover payments for certain kinds of sanctioned customer payments, even as it globally 

informed its employees, on numerous occasions, that violating OF AC regulations could result in 

criminal charges. In that e-mail, the SCB London manager stated that Dromos should be 

implemented for corporate customers and that they would "wait to see how Dromos effects 

them." 

The Blocked Libyan Payment 

50. In June 2003, an employee in SCB London's payments department received a 

payment request from the British Foreign and Commonwealth Office to remit U.S.-dollar funds 

to the British embassy located in Tripoli, Libya. In an effort to comply with the Dromos 

Initiative, the SCB London employee did not send the payment via the cover method; rather, the 

payment was sent to SCB New York via one single payment message that indicated that the 

payment was destined for Libya, a U.S. sanctioned country at the time. The payment was 

detected by SCB New York's OF AC filter and blocked. In the process of attempting to have the 

payment released, the SCB London employee explained to a bank manager that: 

As we are aware that there are US sanctions against Tripoli, the correct procedure 
[emphasis added] would be to remit the USD ... to New York with no mention 
of the beneficiary or their bank. A separate MTI 00 instruction would then be sent 
... to apply the funds ... for the beneficiary's account. Instead, due to the new 
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DROMOS procedures which state that all payments should be sent via SCB New 
York, a MTI 00 was sent to New York quoting the full beneficiary details. 

The SCB London employee ended the e-mail by explaining that: 

I have reeffected the payment today using the correct payment method and I will 
be debiting the cover from the potential loss account until such time that we 
received the funds back from New York. 

As reflected in this email, rather than wait for an investigation and possible OF AC license, SCB 

simply resubmitted the blocked payment via the "correct" method with the offending payment 

details stripped, or "repaired." 

51. This incident so concerned SCB New York employees that a senior SCB New 

York manager sent an e-mail to a supervisor in SCB London stating: 

I trust by now that [senior compliance officer] has discussed with you the recent 
US$ transfer that SCB London was trying to make to Libya and that we caught 
and stopped. Many of the issues surrounding this transaction have caused us 
serious concerns about the overall state of awareness by our sister units of the US 
legislation regarding dollar transfer to certain locations and in particular, evidence 
that it may be ignored as a matter of practice by some of our units. 

52. An internal investigation conducted by a SCB London lawyer was commenced 

regarding the "correct procedure" for the re-effected payment. At the outset of the internal 

investigation, the SCB London lawyer noted in an e-mail that "[SCB London's Head of 

Operations] confirmed to me that the practice of routing payments to OFAC sanctions targets in 

this manner is a common one in London." 

53. In response to the lawyer's e-mail, SCB London's Head of Operations wrote, "I 

do not recall using these words or in that context. For example, I would suggest 'payments being 

common' [sic] cannot possibly be correct. I think the whole issue would be better dicussed [sic] 

verbally." Following the verbal discussion with the SCB London Head of Operations, the SCB 

London lawyer concluded: 
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There is no "procedure" in London for avoiding the OFAC filter .... There is no 
departmental operating instruction ("DOl") directing SCB UK to avoid the OF AC 
filter and providing guidance on how to do it. At worst there is an informal 
practice, that may have been used infrequently. 

54. The SCB London payment processors incorrectly believed that the payment was 

lawful because it was being processed on behalf of the U.K. government. The reference to a 

non-transparent payment process, however, caused concern among SCB New York employees. 

55. At SCB New York, the Head of Legal wrote an e-mail explaining that as a result 

of the blocked Libyan payment, "SCB NY became aware for the first time that SCB UK has a 

process for avoiding SCB NY's OFAC filters." The SCB New York lawyer went on to note that 

the internal investigation led by the SCB London lawyer revealed no widespread practice or 

procedure for circumventing SCB New York's OFAC filter via cover payments. During the 

course of the investigation, however, SCB New York learned there were six additional prior 

payments to the British embassy in Libya, five of which were sent through SCB New York via 

non-transparent cover payments. SCB never attempted to get a license for the payments. 

56. During the internal investigation into the Libyan payments, senior bank managers 

and internal lawyers drafted a "Global Broadcast" that would remind all SCB branches 

worldwide of OF AC requirements. One internal lawyer memorialized the "action points" in a 

meeting with senior bank managers - "[w]e need to revise the existing GIC [Global Instruction] 

with respect to US$ payments to OF AC countries." 

57. On August 11, 2003, the Global Broadcast was sent. It stated: 

The Bank should not process any US Dollar denominated transactions for any 
OFAC designated party, unless the Bank has a written license from OFAC 
authorizing that transaction or US counsel has advised that the transaction is 
permitted by OFAC. .. Disciplinary steps will be taken against staff that breach 
this policy. 
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SCB's Letter to OFAC 

58. At about the same time SCB was revising its global instructions on U.S. 

sanctions, senior bank managers and internal and external lawyers were discussing how to get 

the blocked payment released as well as how to inform OF AC of the potential sanctions breach. 

As a result, SCB New York decided to approach OFAC to obtain licenses for the Libyan 

transactions relating to payments on behalf of the U.K. embassy staff. One such payment had 

been blocked and the funds frozen. As noted, that payment had been re-submitted via the cover 

payment and the funds successfully transferred to Libya. In applying for the license, SCB did 

not reveal to OFAC that it had already re-sent the blocked payment via the cover method in 

contravention of sanctions. 

59. As a result of this omission, SCB and SCB New York senior bank managers and 

lawyers, along with the assistance of an external U.S. lawyer, self-reported this matter in a letter 

to OF AC setting out the history and purpose of all the eight Libyan payments, including the re-

submission of the blocked payment by a cover payment. The letter included the following 

statements to OF AC: 

SCB (London) has advised us that, while all eight payment instructions were in 
conformity with UK law, the use of cover payments was contrary to Standard 
Chartered Bank's global instructions relating to OFAC sanctioned countries that 
would have precluded the initiation of such cover payment instructions. We are 
told by SCB (London) that the foregoing [eight Libyan-related payments] 
constitutes an isolated case effected in good faith for the UK Government on the 
belief that such payments were in accordance with applicable law. Further SCB 
(London) has advised that pending OFAC's issuance ofa license to SCB (NY), all 
further payments related to the British Embassy in Libya will be effected in 
pounds sterling. 

SCB (NY) has made it very clear that it considers the foregoing activity to be 
unacceptable and that no similar actions relating to remittances on behalf of the 
UK Government or any other person should be taken for whatever reason because 
such actions are contrary to the policies and procedures of SCB (NY), and they 
potentially place SCB (NY) unknowingly in harm's way. To further remind all 
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branches of their obligations, the Bank's Group Head of Legal and Compliance 
has sent a group-wide notification reminding SCB operations across the world of 
their obligations with respect to USD payments under OF AC economic sanctions 
programs. 

60. These statements were misleading in the following two ways. First, the letter 

claimed that the use of cover payments was "contrary to Standard Chartered Bank's global 

instructions relating to OFAC sanctioned countries." In fact, SCB used the cover payment 

method to effect billions of dollars in payments, lawful and unlawful, through SCB New York 

originating from or for the benefit of customers in Iran, Libya, Burma and Sudan-all U.S. 

sanctioned countries; and continued to do so in the years following the letter. Second, the letter 

described the eight Libyan payments as an "isolated case." However, prior to sending the letter, 

SCB effected 70 Libyan-related cover payments between 2001 and 2003 for approximately 

$12.1 million. Moreover, senior bank managers and internal lawyers learned about the use of 

cover payments for sanctioned countries before the letter was sent to OF AC. 

61. Contemporaneous communications from within SCB Group and SCB New York 

demonstrate that the bank's senior management recognized that some of the representations in 

the OFAC letter were misleading. For example, a senior bank manager in SCB's Wholesale 

Banking Legal and Compliance Department expressed concern over the truthfulness of certain 

statements in the letter to OF AC during the drafting process, acknowledging that the use of cover 

payments was a long-standing feature of the banking practice and SCB had not changed its 

method of routing payments. Another SCB London employee also noted that there was no SCB 

Group policy that prohibited the use of cover payments from or for the benefit or sanctioned 

customers. 

62. Nevertheless, the letter was sent to OFAC on August 12, 2003, stating that "the 

use of cover payments was contrary to Standard Chartered Bank's global instructions relating to 
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OF AC sanctioned countries that would have precluded the initiation of such cover payment 

instructions. " 

SCB's Continued Cover Payment Business 

63. Two days before the letter was sent to OFAC, a payment from the World Health 

Organization, an SCB London customer, was sent through SCB New York, to the Myanmar 

Foreign Trade Bank, a SDN, and was effected via the cover method. The payment was not 

detected by SCB New York. In addition, as noted above and detailed below, cover payments 

related to sanctioned countries and entities continued on occasion for the next three years. 

64. Senior bank managers and internal lawyers investigated why the Burmese 

payment was effected via cover and not via the Dromos method (one single payment message 

that included all of the payment details). 

65. An internal lawyer noted his findings. 

My enquiries of the staff in [SCB London] have not been satisfactory. The 
individual handling the payment referred me to his team leader who expressed the 
view that at that time the team took the view that any payment that could 
conceivable give rise to an OFAC problem (emphasis added) should always be 
dealt with non-dromos .... 

66. After sending the letter to OF AC claiming that SCB did not process cover 

payments related to sanctioned countries, SCB knowingly and willfully continued to process 

payments related to sanctioned countries via the cover method so that the payments would not be 

detected by SCB New York. For example, prior to and after the letter was sent to OFAC, SCB 

knowingly and willfully transacted millions of dollars in unlawful payments related to Sudan 

through the U.S. via the cover method. 

67. Prior to sending the OF AC letter, SCB sent 70 cover payments, with a total value 

of $12.1 million, through SCB New York related to Libya. Subsequent to the OF AC letter, SCB 
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sent an additional 62 unlicensed cover payments, with a total value of approximately $150,000, 

through SCB New York related to Libya. The cover payments related to Libyan transactions 

stopped when the Libyan sanctions were lifted in 2004. 

68. Regarding Sudanese transactions, prior to the letter sent to OF AC, SCB sent 

approximately 71 cover payments, with a total value of $15.9 million through SCB New York 

related to Sudan. After the letter to OF AC, SCB sent approximately 217 cover payments, with a 

total value of $79.3 million, through SCB New York related to Sudan. 

69. Regarding Burmese transactions, SCB sent a total of 11 payments, with a total 

value of approximately $790,000, through SCB New York related to Burma. All of these cover 

payments occurred after the letter was sent to OF AC stating that cover payments were not used 

for payments related to sanctioned countries. 

70. In addition to the payments related to sanctioned countries, SCB processed U.S.-

dollar payments using the cover payment method involving SDNs as well. Specifically, from 

2001 through 2007, SCB predominantly used cover payments to process 116 U.S.-dollar 

transactions, with a total value of $9.9 million, involving SDNs through the United States. Thus, 

SCB's use of cover payments in part had the specific effect of depriving its U.S. correspondents, 

as well as U.S. regulatory and law enforcement officials, of information pertaining to 

transactions undertaken by SDNs. 

71. As a result, SCB engaged in prohibited U.S.-dollar transactions without being 

detected by U.S. financial institutions, including SCB New York, regulators, or law enforcement 

authorities, and caused U.S. financial institutions, including SCB New York, to process 

transactions that otherwise should have been rejected or blocked. 
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SCB's Trade Finance Business 

72. SCB London also processed certain prohibited trade-finance transactions 

involving banks and importers or exporters from countries subject to OF AC sanctions. These 

trade finance transactions included import and export letters of credit, inward and outward 

documentary collections, and guarantees. These transactions involved USD payments and/or the 

export of goods originating in the U.S. to sanctioned countries. Among the payments processed 

by SCB London in connection with these trade-finance transactions were 56 payments with an 

aggregate value of approximately $46 million involving a Sudanese SDN. 

SCB's Written Agreement and Lookback 

73. As mentioned above, SCB holds a banking license issued by the state of New 

York to operate as a foreign bank branch in New York, New York. SCB New York primarily 

conducts a U.S.-dollar clearing business, but also provides other wholesale banking services. 

Pursuant to Section 3105( c) of Title 12 of the United States Code, SCB New York is subject to 

examination by the Federal Reserve Board. Moreover, pursuant to New York State Banking 

Law Section 10, SCB New York is subject to examination by NYSBD, which is now 

incorporated into DFS, as well. 

74. In November 2003, a joint examination of SCB New York was conducted by the 

FRBNY and the NYSBD. In its final report to the bank, the FRBNY and NYSBD concluded 

that "[t]he monitoring of funds transfer activity was found to be ineffective against safeguarding 

against legal, reputational and compliance risks associated with suspicious and unusual activity 

in U.S. dollar funds transfer." Moreover, the report stated, "[t]he identification and control of 

risk exposures is lacking, and considered far below the level expected for a high-risk profile 

institution such as SCNY." The examiners also noted, "we view the condition of the [Bank 
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Secrecy Act/Anti-Money Laundering] compliance framework as inadequate, especially in view 

of the large volume in U.S. dollar clearing business and the high-risk nature of a large portion of 

the underlying accounts." Finally, the report concluded by stating that: 

We have shared our concern with head office and branch senior management 
regarding the high level of risk exposure to Standard Chartered Bank due to these 
inadequacies. Management has responded by promising its full attention to this 
matter and started a plan of corrective action. A prompt and satisfactory 
resolution of the deficiencies is of utmost importance, and we expect both the 
head office and branch management to assign this situation the highest priority 
and provide full support to the plan. 

75. As a result of the deficiencies identified in the 2003 examination, the FRBNY and 

NYSBD entered into a Written Agreement 13 with SCB Group and SCB New York on October 7, 

2004 (hereinafter "the Written Agreement"). The Written Agreement was signed by the then 

Chief Executive of SCB and the then CEO of SCB Americas. The Written Agreement noted 

that: 

the Bank and the New York Branch are taking steps to enhance due diligence 
policies and procedures relating to the New York Branch's funds transfer clearing 
operations and correspondent accounts for non-U.S. banks and are addressing 
risks associated with these lines of business, including legal and reputational 
risks, by implementing industry sound practices designed to identify and 
effectively manage such risks. 

76. As part of the Written Agreement, SCB and SCB New York agreed to do a look-

back review of the branch's activity from July 2002 to September 2004 (hereinafter "the 

Lookback") to determine if there was any suspicious activity which should have been reported 

pursuant to Federal Reserve and New York state banking regulations. Specifically, the purpose 

of the Lookback was to detect money laundering and other suspicious activity, rather than OF AC 

violations, though OF AC elements were incorporated into the screening methodology as 

13 A Written Agreement is a public enforcement action by which the regulators have identified several areas of 
concern about the bank's operations, and the bank agrees to take remedial steps to correct the regulators' concerns. 
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described further below. The scope of the Lookback covered all accounts and transactions "at, 

by, or through" SCB New York during the Lookback period. 

77. The work plan (the "Work Plan") SCB/Deloitte submitted to the FRBNY and 

NYSBD in November 2004 focused on a risk-based assessment of AML deficiencies in SCB 

New York's correspondent banking services. One aspect of the work plan discussed screening 

SCB New York's wire payment data against the OFAC list of sanctioned countries and SDNs. 

The first monthly progress report, submitted in December 2004, discussed in detail the 

methodology for assessing the money laundering risks represented in the data. The report 

expressly listed a number of categories to be included in the risk assessment. The criteria for 

"Country/Jurisdiction Risk Ranking" included "OF AC sanctioned countries" and "Terrorist 

Financing Sponsors/Financiers." The criteria for "Customer Risk Ranking" included "OF AC 

SDN and Blocked Persons List." Despite this detailed risk-rating methodology agreed to by the 

regulators and the bank, which should have identified all payments involving OF AC sanctioned 

countries, billions of dollars of transactions were not disclosed. Moreover, SCB did not disclose 

to the regulators that SCB New York was processing non-transparent payments for customers in 

sanctioned countries during the Lookback period. Instead, SCB limited its review and report to 

only transactional information available to SCB New York. As a result, approximately $88.0 

billion of non-transparent Iranian U.S.-dollar transactions that passed through SCB New York 

during the Lookback period were not included in the review. As one FRBNY examiner 

explained in an interview with federal and state law enforcement authorities, "the FRBNY was 

misled, and the Lookback did not meet its objective because SCB may have eliminated some of 

the suspicious transactions." 
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SCB's Lookback Methodology 

78. On October 27,2004, SCB contracted with Deloitte and Touche, LLP ("Deloitte") 

to work with SCB staff to review SCB New York's wire activity as part of the Lookback. To 

review the millions of wires processed at, by, or through SCB New York during the Lookback 

period, SCB and Deloitte devised a methodology to identify potentially suspicious activity. One 

of the methods for segmenting the data was whether the wire transfer involved a "high-risk 

jurisdiction." The SCBlDeloitte plan identified high-risk countries as, "OF AC, Non-Cooperative 

Countries and Territories ('NCCTs'), UN Sanctioned Countries, Money Laundering, Terrorist 

Financing." SCB/Deioitte proposed that: 

Wire transfer activity will then be analyzed for countries that have been 
designated high risk jurisdictions. The countries involved in the transaction will 
be determined based on the country of domicile of the customer as well as the 
country information that is included within the transaction (Originator, Originator 
Bank, Sending Bank, Beneficiary and Beneficiary Bank). 

Thus, if the wire transfer contained a reference to an OF AC sanctioned country in any of the 

fields mentioned above, it would be designated as relating to a high-risk jurisdiction. 

Accordingly, "OF AC Sanctioned Countries" were weighted as a 5, the highest rating in 

SCB/Deloitte's risk rating methodology. Moreover, pursuant to SCB/Deloitte's methodology, a 

transaction containing a reference to an OF AC sanctioned country generated an automatic alert, 

which led to the transaction automatically being reviewed by the Lookback team. By contrast, 

"all SCB branches and affiliates maintaining an account with SCB NY are categorized with the 

same risk level of zero." 

79. The payment data contained in the systems of SCB New York had few, if any, 

references to sanctioned customers, Iranian or otherwise. This was because the data that would 

have caused an alert - originator or originating bank information - had been stripped from the 
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payment messages by SCB's offshore affiliates. The stripped data was not contained in the 

records of SCB New York. During the Lookback review, SCB did not volunteer the data or 

inform the regulators of its policy of using cover payments or repairing payment messages on 

behalf of customers in sanctioned countries, despite the involvement of high-level SCB 

executives with knowledge of this information. 

80. On January 10, 2005, pursuant to the Written Agreement, SCB and SCB New 

York submitted their December Progress Report to the FRBNY and NYSBD. In the report, SCB 

and SCB New York explained that the Lookback team had identified approximately 16 million 

relevant payment messages during the Lookback time period. Of the 16 million messages, 5.5 

million, with a total value of $4.0 trillion, represented customer transactions, while 10.5 million 

messages, with a total value of $35.5 trillion, represented bank-to-bank transactions. The report 

noted that all the payment messages, both customer and bank-to-bank, were parsed by the 

country listing in eight different fields of the wire transfer: "beneficiary bank address, 

beneficiary address, credit party address, debit party address, intermediary address, ordering 

bank address, originator address, and sending bank address." In appendix A of the report, SCB 

listed the "top countries by number of transactions for addresses where the country/jurisdictions 

have been identified for each of the eight (8) address fields." Appendix A of the report 

comprised eight tables, one for each of the address fields, and listed top twenty countries for each 

field. Iran was not listed in any of the eight tables, despite the fact that, pursuant to the Work 

Plan SCB/Deloitte submitted to the FRBNY, it should have been. 

81. To analyze the payment messages, SCB first reviewed SCB New York's customer 

transactions, and then reviewed its bank-to-bank transactions. 14 With respect to customer 

14 SCB identified the transactions by the SWIFT payment message type used. Customer transactions were defined 
as SWIFT MT 100 series message types, while bank-to-bank were defined as SWIFT MT 200 series message types. 
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transactions, SCBlDeloitte provided the regulators with an overview of the total number of 

customer transactions by country which passed through SCB New York during the Lookback 

period. The table included in the February Progress Report listed two hundred and twenty-eight 

countries along with their corresponding country risk rating, number of originators, number of 

originating transactions, total origination amount, number of beneficiaries, number of beneficiary 

transactions, and total beneficiary amount. The table included a listing for Iran, in which 

SCB/Deioitte reported that there were approximately $172 million worth of identified originating 

transactions, and $118 million of beneficiary transactions. The Iran entry, along with the entries 

for Cuba, Iraq, and Sudan, were accompanied by double asterisks, however. At the end of the 

table, it stated the following: 

Note**: Cuba, Iran, Iraq (till 5/22/2003) and Sudan are OFAC comprehensive 
sanctions list. This assignment of customers to these countries may have been in 
error due to the country extraction process from the address fields. For example, 
if an address field has only the word 'Miranda', this address potentially may have 
been mis-assigned to Iran as the country name is embedded in the address field. 

In sum, SCBlDeloitte reported that there were at most only $172 million worth of originating 

Iranian customer transactions and $118 million of beneficiary Iranian customer transactions that 

passed through SCB New York, and that those figures may have been overstated. The partner at 

Deloitte who was leading the Lookback project explained in an interview that the purpose of the 

asterisks was to note that these transactions may have been a "false hit." 

SCB's Lookback Results for Customer Transactions 

82. After identifying the universe of customer transactions, SCB/Deioitte applied its 

risk-rating methodology to determine which of the customer transactions merited further review 

by the Lookback team for potential suspicious activity. In its March 2005 Progress Report to the 

FRBNY and NYSBD, SCBlDeloitte reported the results of its risk-rating methodology applied to 
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the customer transactions. In total, SCB/Deloitte's risk-rating methodology resulted in 

approximately 27,155 alerts requiring further review by the Lookback team. In its March 

Progress Report, SCB/Deioitte segmented the alerts by country, and reported two hundred and 

twenty-three countries from which alerts had been generated. While SCB/Deioitte reported 

alerts generated from OF AC sanctioned countries such as Libya, Burma, and Syria, no alerts 

were generated for transactions involving Iran. 

83. Since the methodology was supposed to automatically generate an alert on any 

transaction involving a sanctioned country, the absence of any Iranian transactions in the March 

Progress Report indicated that there were no Iranian customer transactions. Moreover, as the 

partner at Deloitte who was leading the Lookback project explained, a logical reading of the 

results was that the Iranian payments with the double asterisks that had been disclosed as part of 

the total universe of customer payments in the prior monthly report to the regulators were in fact 

"false positives.,,]5 At the same time, data contained in SCB's offshore centers revealed that 

SCB New York had processed $92.5 million in Iranian customer payments. 

SCB's Lookback Results for Bank-to-Bank Transactions 

84. Following the analysis of the customer transactions, SCBlDeloitte examined the 

bank-to-bank transactions which occurred at SCB New York during the Lookback period. In the 

July Progress Report, SCB/Deloitte reiterated that they would provide the regulators information 

about all suspicious bank-to-bank payments. The bank-to-bank payments were subdivided into 

standard bank-to-bank transfers and cover payments. With respect to bank-to-bank transactions, 

SCBlDeIoitte wrote, "[a]s stated previously, since there is limited information provided in the 

15 In the Final Consultant's Report given to the regulators at the end of the Lookback in October 2005, 
SCB/Deloitte included the customer transactions universe table from the February Progress Report with Iran listed 
with the double asterisks, as well as the table of alerts by country from the March Progress Report, which indicated 
no alerted transactions involving Iran. 
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bank-to-bank transactions, all potentially high risk transactions conducted by particular banks in 

specific jurisdictions will be included in a report detailing the findings." SCBlDeloitte stated 

that they would provide "a listing of all bank pairings where the transactions involved high-risk 

countries/jurisdictions. " 

85. The regulators continued to focus on the risks associated with customer payments, 

asking SCB New York to focus on covers for customer transactions as opposed to true bank to 

bank payments. For example, at a meeting in May of2005, a regulator asked whether SCB New 

York could divide the bank to bank data into "pure bank to banks" and cover payments. In 

response, an SCB New York employee stated, "we will review the financial institutions involved 

in the transactions to determine the level of risk [the] institution presents to SCB [and] will 

review the dollar amounts, country/jurisdiction to further enhance our 'risk-based' approach." 

86. With respect to cover payments,16 SCBlDeloitte informed the regulators that 

where there was information about the underlying transaction, such as the originator or 

beneficiary information, the customer information was reviewed pursuant to the methodology 

used for the customer transactions. Where such information was not available, SCB/Deloitte 

explained that "the team will identify the banks and countries involved in the transactions for 

both 'for further credit' and 'cover' payments transactions and submit a report summarizing the 

bank pairings (debit/credit parties) and country patterns found within these transactions." As one 

SCB New York employee involved in the Lookback explained to the regulators: 

16 The FRBNY and NYSBD regulators asked whether SCBIDeloitte would be identifying cover payments. One of 
the FRBNY examiners provided search terms that could be used to identify cover payments, including "'Cover', 
'cvr', 'MTlO', 'MT 10', 'MT-lO', or 'PUPID.''' SCBIDeloitte used the examiner-provided terms to search for 
potential cover payments passing through SCB New York, but failed to disclose that SCB London payments system 
generated the term "CO" to identify cover payments. As one SCB London employee wrote on April 4, 2003, "The 
only way that you can tell that the MT202 being sent to SCBLUS33 is a cover payment is the inclusion of the letter 
'CO' at the end of the field 20 line .... " As a result of this failure to disclose this coding system, SCBIDeloitte failed 
to identify $58.8 billion of additional cover payments. 
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For cover payments, direct messages go through the banks involved in the 
transactions, which makes it difficult to determine what the funds will be used for. 
However, we will review the financial institutions involved in the transactions to 
determine the level of risk that institution presents to SCB. Additionally, we will 
review the dollar amounts, county/jurisdiction to further enhance our 'risk-based' 
approach. 

87. In its final report, SCB/Deloitte reported the results of its review of the bank-to-

bank transactions. The report had three tables which identified suspicious bank-to-bank 

transactions to the regulators. The first table listed potentially suspicious bank-to-bank 

transactions by country. There was no entry for Iran included in the table. The report also listed 

the suspicious bank-to-bank transactions by customer. No transactions on behalf of Iranian 

banks were included in the table. Finally, the report listed bank and country pairings where the 

total transaction dollars were greater than $1 million over the transaction review timeframe for 

cover and further credit payments, and the top twenty banks with adverse information where the 

total transaction dollars were greater than $1 million over the transaction review timeframe for 

standard bank-to-bank transactions. Once again, no Iranian banks were listed. 

88. In total, there were approximately $88.0 billion of non-transparent Iranian U.S.-

dollar transactions which passed through SCB New York during the Lookback period, of which 

$92.5 million were customer transactions, and the remaining were bank-to-bank transactions. Of 

the Iranian non-transparent bank-to-bank transactions, there were approximately $25.0 billion of 

non-transparent serial bank-to-bank transactions, and $63.0 billion of non-transparent cover 

payments. Despite this large volume of payments, nowhere in the monthly reports or the final 

Lookback report did SCB disclose its non-transparent Iranian business which passed through 

SCB New York to the FRBNY and NYSBD. Because SCB only reviewed wire information 

available to SCB New York, none of the non-transparent Iranian U.S.-dollar transactions that 

passed through SCB New York during the Lookback period were included in the review. As one 
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FRBNY examiner involved in the Lookback explained in an interview with federal and state law 

enforcement authorities, "[i]t was implicit that SCB New York did not do business with Iran 

because they were not in the report or discussed in the methodology." 

89. The partner at Deloitte who led the Lookback project explained in an interview 

with federal and state law enforcement authorities that, based on the methodology used by 

SCB/Deloitte, Iranian transactions should have been reviewed because they originated from a 

high-risk jurisdiction. Even if the Iranian payments were lawful U-Turn payments, the Deloitte 

partner stated that they should have generated an alert so they could have been validated as 

legitimate. Because the Iranian payments were non-transparent, however, many were risk-

ranked as zero as they appeared to be coming from SCB London or SeB Dubai, rather than as 

automatic alerts involving an OFAC sanctioned country. 

90. That Iranian payments were of concern to U.S. authorities was plainly evident to 

senior executives in New York and London during the same time period that the Lookback 

review was being conducted. For example, in an e-mail dated May 13, 2005 , the Head of 

Operations at SCB New York sent an email to the CEO of SCB Americas and the SCB Group 

Head of Compliance in London bearing the subject line "ABN AMRO - VER Y 

CONFIDENTIAL." The e-mail stated: 

Gents: 

We have been informed from unofficial, off the record sources, that the consulting 
firm that is performing the transactional review at ABN Amra has uncovered and 
the bank has admitted, that their branch network was sending dollar payments 
through the New York office disguising the beneficiary of the transactions using 
cover payments. 

We are told informally and off the record, that the Fed and Treasury Dept is 
planning on fining ABN tens of millions of dollars. 17 

17 ABN was a multi-national bank, headquartered in the Netherlands. On July 23, 2004, ABN entered into a 
Written Agreement with numerous regulators including the FRBNY and the NYSBD. During a look-back review 
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91. Prompted by this and other information about ABN AMRO Bank N.V. 

("ABN")'s non-transparent Iranian practices, SCB Group sought legal advice regarding its 

handling of Iranian transactions. From June 2005 through January 2006, two law firms advised 

SCB Group that the use of non-transparent payment processes, including cover payments, could 

expose SCB to regulatory action or criminal prosecution. 

92. In its final report to the regulators in October 2005, SCB included an assessment 

of its OF AC Analysis. The analysis read as follows: "All transactions were screened against the 

OFAC/SDN list provided by D&T. Potential hits were identified and reviewed by the Bank's 

OF AC Officer. The review concluded that the payments were either blocked and reported as 

required or were 'false positives.' As a result, no additional OF AC filings during the 

Transaction Review period were warranted." 

93. SCB did not provide complete information in the Lookback results with respect to 

reporting on the breakdown between customer payments and bank-to-bank payments, the volume 

of sanctioned country payments, and the number of alerts related to sanctioned countries. 

SCB's Internal Investigation 

SCB's Exit from the Iranian Business 

94. In March 2005, the CEO of SCB Dubai noted that ABN was ending its U.S.-

dollar business with Iran due to concerns raised by regulators in the United States. Specifically, 

he wrote that ABN was "worried about the treatment the bank is receiving inside [the] U.S. 

generally (Written agreement, etc.) and on assumption there may be a linkage with Iran or that in 

mandated by the terms of the Written Agreement, it was discovered that ABN's branch in New York was processing 
non-transparent payment messages sent by ABN's global branch network for customers in sanctioned countries. On 
December 19,2005, ABN entered into a consent cease and desist order with the regulators, including the FRBNY 
and NYSBD, and paid a combined civil monetary penalty of $80 million to the regulators, OF AC, and the Financial 
Crimes Enforcement Network. On May 10, 2010, ABN entered into a deferred prosecution agreement with the 
United States Department of Justice and forfeited $500 million in connection with its illegal conduct. 

Page 36 



Case 1:12-cr-00262-JEB   Document 2   Filed 12/10/12   Page 53 of 58

their judgement [sic] they might be going forward." This information led to a bank-wide review 

of SCB's sanctions compliance, and specifically SCB's business with Iran. 

95. As part of the sanctions review, an SCB Group lawyer contacted external counsel 

in the United States, who advised that "[b]ank regulators have been more active in taking 

enforcement actions against banks that do not have controls in place that are designed to identify 

suspicious activity taking place in or through U.S. banks." The external counsel concluded by 

noting, "we understand that various bank regulators also have increasing interest in ensuring that 

banks are complying with the OF AC regulations and that they are not taking actions that could 

be viewed as having as their purpose the evasion of the OFAC regulations." SCB also obtained 

advice from another U.S. law firm, which reaffirmed the view that "[t]he US authorities are 

taking very seriously apparent evasions by some banks of Libyan and Iranian sanctions by means 

of cover payments." 

96. In August 2005, SCB formed Project Gazelle, which was tasked with reviewing 

SCB's business with Iran. As the Project Gazelle team reviewed the Iranian business at SCB 

London, concern grew as it became aware of the issue of removing Iranian references and 

replacing them with a "." in the SWIFT payment messages, a process referred to earlier as 

"repair." One SCB senior manager in the legal and compliance department wrote, "read in 

isolation, [the repair practice] is clearly a process designed to hide, deliberately, the Iranian 

connection of payments. I am concerned that, in the absence of any other effective, coherent, 

operational instructions, it would be difficult to resist the inference that the intention of the 

process is to enable payments to be made that are prohibited by the sanctions." The SCB 

manager concluded by stating, "Even if we have robust, detailed, procedures for checking that all 

the criteria for a permitted U-turn payment are fulfilled, I do not believe that we should continue 
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the repair process, in view of its potential for misuse to mislead our New York branch, and the 

perception that it was designed for such puropse [sic]." 

97. In November 2005, a memo prepared by the Project Gazelle team addressed to the 

Group Management Committee noted, "there is a clear risk that the repair process could be 

perceived as a deliberate measure to conceal the Iranian connection from SCB New York and 

therefore to evade their controls for filtering potential sanction-breaching payments." 

Furthermore, "Even if the procedures in London/Dubai for checking each U-turn payment were 

very robust, US authorities may well view the repair process negatively, even if strictly lawful. 

In circumstances where a non-complying payment were made and discovered, the existence of 

the repair process would likely result in a heavier penalty than might otherwise be applied." 

Despite these concerns, no decision was made at the time and the repair process continued at 

SCB London. 

98. In January 2006, SCB Group again received advice from external U.S. counsel 

about the issue. In their advice, the U.S. lawyers wrote, "we have noted that there is great 

uncertainty at the moment as to whether anything less than full transparency in payment 

instructions sent to U.S. depository institutions on behalf of sanctioned banks could be construed 

by a prosecutor or regulator as intentional deception of a U.S. depository institution, even where 

SCB has taken reasonable steps to ensure that the payment would not breach the Iranian 

sanctions regime." Moreover, the U.S. lawyers noted that the intentional removal of information 

"could raise issues under various sections of the U.S. criminal code relating to intentional 

misstatements or omissions of material information if sent to a U.S. depository institution." The 

lawyers concluded by stating, "we cannot say that there is no risk that a U.S. prosecutor or 
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regulator would not try to argue that the foreign bank intentionally misled the u.s. clearing bank 

by not identifying the payment as one subject to the u.s. sanctions regime." 

99. As a result of this advice, in March 2006, SCB stopped the "repair" process, but 

continued to process transparent Iranian U-Turn payments pursuant to the U-turn exemption, 

which remained in force. 

100. In September 2006, during an on-site examination of SCB New York by the 

FRBNY and NYSBD, a FRBNY examiner asked whether the bank was processing Iranian U-

Tum payments. The SCB New York employees stated that the branch was, leading the examiner 

to ask for information about the volume and value of the U-Turn transactions. As a result of the 

request, SCB New York pulled information about the volume and value of the Iranian U-Turns 

processed in 2005 and 2006. 

101. Upon reviewing the numbers, SCB New York employees were surprised at the 

dollar value of Iranian U-Turn transactions processed by the branch, as well as the apparent 

increase in the number of transactions from 2005. In response, the then-CEO of SCB Americas 

sent a detailed memo to his superiors at SCB explaining his concerns about SCB's continued 

business with Iran. In the memo, the then-CEO of SCB Americas wrote: 

We understand the Group's current strategy is one of continuing to provide 
banking services to customers with legitimate business with Iran, doing business 
with significant, reputable Iranian corporates and providing U-turn arrangements 
for Iran's major banks. Firstly we believe this needs urgent reviewing at Group 
level to evaluate if the returns and strategic benefits are ... still commensurate with 
the potential to cause very serious or even catastrophic reputational damage to the 
Group. Secondly, there is equally importantly potential risk of subjecting 
management in US and in London (e.g. you and I) and elsewhere to personal 
reputational damage and/or serious criminal liability. Finally we risk limiting the 
Groups [sic] ability to exit the Written Agreement in a timely fashion with the 
resultant implications for our growth ambition and strategic freedom that goes 
way beyond just the US. 
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102. Prompted in part by the memo from the then-CEO of SCB Americas, on October 

10, 2006, SCB made the decision to exit the Iranian business. As one SCB senior manager 

wrote, "it was decided that we should terminate our clearing and account services for Iranian 

banks." As he further explained: 

The catalyst for the call and the decision was a memo from [SCB Americas CEO] 
to [the Group Executive Director] reporting that the New York State Banking 
Department and the Federal Reserve Bank examiners had stated that they would 
be looking at Iranian U-turn transactions as part of their inspection commencing 
on 13 November and that the NY branch have been asked to submit to the 
regulators weekly information on the value and volume of Iranian U-turns 
processed in the New York Branch. 

The decision was based on the increasing pressure being exerted on international 
banks to sever ties with Iran. 

103. On October 30, 2006, SCB informed the FRBNY that it was ending its U.S.-

dollar clearing activity for all the Iranian banks. The bank ended its U.S.-dollar activity by 

March 2007. 

104. From August 2007, SCB suspended all new Iranian business in any currency. 

SCB's Self-Disclosure and Cooperation 

105. Having previously informed the Financial Services Authority, its home country 

regulator in the United Kingdom, SCB approached federal and state authorities in January 2010 

to self-report its conduct. SCB acknowledged and accepted responsibility for its conduct. 

106. Throughout the course of this investigation, SCB has fully cooperated with U.S. 

authorities. SCB undertook a voluntary and comprehensive internal review of its historical 

payment processing and sanctions compliance practices, which has included the following: 

a. An extensive review of records, including hard copy and electronic documents; 

b. Numerous interviews of current and former employees; 

c. A transaction review conducted by an outside consultant, which included, but was 
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not limited to review of more than 150 million payment messages and trade transactions 

across various accounts related to OF AC-sanctioned countries, including an analysis of 

underlying SWIFT transmission data associated with U.S.-dollar activity for accounts of 

banks in OF AC-sanctioned countries; 

d. A voluntarily waiver of the attorney-client and work product privileges with 

respect to legal advice concerning compliance with U.S. sanctions during the entire 

review period, including all the legal advice cited herein; 

e. Regular and detailed updates to DANY and DOJ on the results of its investigation 

and forensic SWIFT data analyses, and responding to additional specific requests of 

DANY and DOJ; 

f. Detailed written reports of the Bank's investigation; 

g. An agreement to toll any applicable statutes of limitation; and 

h. Making current and former SCB employees available for interviews by U.S. 

authorities. 

SCB's Remediation 

107. SCB has also taken voluntary steps to enhance and optimize its sanctions 

compliance programs, including by: 

a. Terminating relationships with sanctioned banks and entities and closing its Iranian 

representative office and branch; 

b. Substantially increasing personnel and resources devoted to sanctions compliance, 

including appointing a senior U.S.-based employee to oversee its sanctions screening 

compliance program; 

c. Enhancing its U.S.-dollar transactions screening systems; 
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d. Designing and implementing improved sanctions compliance training for all staff; 

e. Enhancing its global sanctions compliance policies and procedures, including a 

general prohibition on new transactions on behalf of U.S. designated terrorists, 

narcotics traffickers, or WMD proliferators in all currencies; 

108. SCB has also agreed, as part of its cooperation with DANY and 001, to 

undertake the further work necessary to further enhance and optimize its sanctions compliance 

programs. SCB has also agreed to cooperate in DANY and DOl's ongoing investigations into 

these banking practices. Furthermore, SCB has agreed to continue to comply with the Wolfsberg 

Anti-Money Laundering Principles of Correspondent Banking. 
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