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This program has been approved for credit in accordance with the requirements of the New York State 
Continuing Legal Education Board for a maximum of 2.5 credit hours, of which 2.5 credit hours may be 
applied toward the areas of professional practice requirement.  This course is approved for 
transitional/non-transitional credit.

Gibson, Dunn & Crutcher LLP certifies that this activity has been approved for MCLE credit by the State 
Bar of California in the amount of 2.5 hours.

Gibson, Dunn & Crutcher LLP is authorized by the Solicitors Regulation Authority to provide in-house 
CPD training. This program is approved for CPD Credit in the amount of 2.5 hours.  Regulated by the 
Solicitors Regulation Authority (Number 324652).

Application for approval is pending with the Texas, Virginia, and Washington State Bars.

Most participants should anticipate receiving their certificates of attendance via e-mail in approximately 
4 weeks following the webcast.  Members of the Virginia Bar should anticipate receiving the applicable 
certification forms in approximately 6 weeks.

MCLE questions can be directed to Jeanine McKeown (National Training Administrator) at 213-229-
7140 or jmckeown@gibsondunn.com.
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Complexity, Liability, and the Rise of the “New Compliance”  
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Compliance in 2005 Compliance Today
 Regulation:  Companies were still 

analyzing the impact of compliance 
with Sarbanes-Oxley.

 Actions and Penalties:  
- The SEC and DOJ brought 

only five and seven FCPA 
enforcement actions, 
respectively.  

- U.S. enforcement agencies 
assessed approximately $5.1 
billion in fines, penalties, and 
remedies.

 Cyber:  Only one of the 25 biggest 
cyber attacks in history had 
occurred.

 Compliance Programs:  
Compliance functions began to 
mature. 

 Regulation:  Government regulation and enforcement have 
significantly increased the scope and complexity of 
compliance (e.g., Dodd-Frank, Financial Stability Oversight 
Council, Consumer Financial Protection Bureau).

 Actions and Penalties:  
- U.S. enforcement agencies assessed an average of 

more than $14 billion total in fines, penalties, and 
remedies in each of the past three years.

- In 2016, U.S. authorities brought 53 FCPA
enforcement actions, with corporate fines topping $2 
billion. 

- In the days prior to the U.S. inauguration, the Obama 
Administration reached settlements worth around $20 
billion with companies.

 Cyber:  The global cost of cybercrime rose to $3 trillion in 
2015 and is expected to double to $6 trillion by 2021. 

 Compliance Programs:  The compliance function has 
grown dramatically.  Enforcement authorities have much 
higher expectations.  The highest three SEC whistleblower 
awards have been granted in the past three years. 
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“If confirmed, we are going to work together with key stakeholders in the financial 
system to make sure we provide investors and our companies with the confidence to 
invest together in America. We will carefully monitor our financial sector, as we set 
policy that encourages American companies to do what they do best: create jobs.”

“We cannot afford to lose a single dollar to corruption, and you can be sure if I'm 
confirmed, I will make it a high priority of the Department of Justice to root out and 
prosecute fraud in federal programs and to recover monies lost due to fraud and false 
claims, as well as contracting fraud and issues of that kind.”

While there are still many questions about the new administration and what it will accomplish, recent 
developments, including developments during the first few weeks of 2017, have begun to provide 
color on what we can expect.

“Sensible regulation is a necessity for healthy markets . . . However, I saw first-hand 
how regulatory excess can inhibit lending by financial institutions, resulting in a lack of 
access to capital for small businesses and entrepreneurs.”

Attorney General 
Nominee, Jeff Sessions

SEC Chair      
Nominee, Jay Clayton

Secretary of the 
Treasury Nominee, 

Steven Mnuchin
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Beyond Borders:  
Five Key Areas of Global Compliance Risk
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 National law enforcement agencies have continued to 
demonstrate remarkable cooperation and coordination in 
pursuing cross-border violations.  Recent multi- and cross-
jurisdictional enforcement efforts in anti-corruption, anti-money 
laundering, and antitrust matters suggest that, despite shifting 
political winds, these alliances are likely to remain robust.  

 The SEC and DOJ cooperate with their foreign counterparts in 
many ongoing investigations. 

- DOJ’s Money Laundering and Asset Recovery Section 
received assistance from international partners to identify 
and seize the proceeds of illegal activity.

- DOJ’s ongoing auto parts industry antitrust investigation 
has included multinational coordinated raids and 
cooperation between DOJ and antitrust/competition 
agencies in other countries within the scope of the 
investigation, including Australia, Canada, the European 
Commission, Japan, Korea, and Mexico.

- DOJ’s largest FCPA resolutions in 2016 and early 2017 
involved substantial cross-border cooperation and, in many 
instances, coordinated resolutions. 

“While international 
cooperation and coordination 
have increased significantly 
in recent years, we still face 
significant challenges from 
laws and practices that can 
impede strong regulation, 

supervision, and enforcement.  
And it is incumbent upon the 
SEC and our international 

counterparts to work through 
these issues in a way that 

provides maximum 
cooperation and coordination 

and avoids regulatory 
arbitrage.” 

- Former SEC Chair White 
Sept. 21, 2016
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- Odebrecht/Braskem:  In December 2016, Brazilian construction conglomerate Odebrecht 
and a petrochemical production affiliate, Braskem, entered into a global resolution with 
authorities in Brazil, Switzerland, and the U.S., settling charges that the companies bribed 
foreign officials in Latin America and Africa.  With combined penalties of at least $3.5 
billion, this resolution is the largest ever global foreign bribery settlement.  

- VimpelCom:  In February 2016, Dutch telecom company VimpelCom and its Uzbek 
subsidiary paid $795 million to the SEC, DOJ, and Dutch prosecutors to settle allegations 
that the companies had made improper payments to an Uzbek government official to 
facilitate market entry and secure preferential treatment in the country – allegedly 
receiving more than $400 million in illegal profits.  The DOJ/SEC component of the 
resolution – $397.6 million – is the ninth largest monetary settlement in the history of the 
FCPA. 

- Rolls-Royce:  In the past few months, U.K.-based manufacturer Rolls-Royce entered into 
deferred prosecution agreements with DOJ and the SFO, as well as a leniency agreement 
with the Brazilian MPF.  The company agreed to pay more than $800 million to resolve 
charges related to improper payments in 12 jurisdictions, including Angola, Azerbaijan, 
Brazil, China, India, Iraq, Kazakhstan, Malaysia, Nigeria, and Thailand. 
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Increased international coordination among 
jurisdictions creates additional complexities for 
companies seeking to cooperate with  enforcement 
authorities.  Companies must consider different 
institutional and legal frameworks, which may 
require them to cooperate in different ways with 
different regulators, or to provide different types of 
information to different agencies. These issues 
include:
 Differential approach to protections around legal 

privilege;
 Restrictions on provision of data due to bank 

secrecy and data privacy laws; 
 Admissions in one jurisdiction may be 

considered admissions in others not bound by the 
resolution terms of original jurisdiction; and

 Different expectations of and benefits for 
cooperation, and different sensitivities to internal 
investigations.

“To have a true coordinated 
resolution, there has to be full 
cooperation from the company.  

You see companies like 
Embraer, VimpelCom, fully 

cooperated with all the 
jurisdictions at the table, which 

allows for a coordinated 
resolution.  When you have 
companies trying to pick off 
one jurisdiction at a time, 

that’s not going to lend itself to 
a coordinated resolution.”

– Daniel Kahn, Head of DOJ’s 
FCPA Unit 

Nov. 30, 2016
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Global regulators and enforcers have been active throughout 2016 in monitoring gatekeepers and 
taking action against them:

 In September 2016, the SEC filed a complaint against a government contractor and its 
general counsel for failing to disclose proper information about the eventual cost of a $61 
million settlement.  

 A private fund administrator paid more than $350,000 to settle SEC charges that it did not 
respond appropriately to red flags and correct faulty accounting by two of its clients.  

 DOJ has brought charges against multiple general counsels including a general counsel 
admitting to conspiring to obstruct justice and a general counsel of an investment advisor 
accused of being involved in an investment scheme.

- The former general counsel of a financial company pleaded guilty in March 2016 to 
obstructing justice during the wire fraud trial of the company owners.  

- In November 2016, DOJ charged the former general counsel of a registered investment 
advisor with investment fraud, which included withholding material information, 
failure to disclose conflicts of interest, and misappropriation.

 In the UK, the FCA recently imposed fines and restrictions on a bank and its former money 
laundering reporting officer for alleged anti-money laundering system failings.
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 In 2016, the SEC also renewed its focus on auditor independence and settled two cases 
with an accounting firm where the SEC identified close personal relationships between 
certain audit partners and employees of the company being audited. 

- A partner of the firm and the CFO of the audited company allegedly traveled 
together with their families on multiple occasions and sent each other personal 
communications. The partner also became friends with the CFO’s son and took 
him to sporting events and provided him other gifts.  

- A partner of the firm serving on an engagement team also allegedly became 
romantically involved with an audit client’s chief accounting officer.  Another 
partner allegedly knew of facts suggesting an inappropriate relationship, but did 
not inquire further or raise any concern.

“[The firm] did not do enough to detect or prevent these partners from getting too close to 
their clients and compromising their roles as independent auditors.”

– Former Director of the SEC’s Division of Enforcement, Sept. 19, 2016
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 Two recent enforcement actions highlight the critical role that gatekeepers, including in-house 
and external counsel, play in shaping the outcome of white collar investigations.  Even early 
missteps can result in consequences for companies facing regulatory scrutiny.

- On January 11, 2017, Volkswagen pleaded guilty to three criminal felony counts and agreed 
to pay a $2.8 billion criminal penalty in connection with its alleged cheating on emissions 
tests mandated by U.S. regulators.  

- In addition to facing charges for its emissions scheme, VW was charged with 
obstruction of justice, in part because a member of VW’s in-house legal team gave 
engineers advance notice of a document hold, leading to the destruction of key 
documents before the hold went into effect.  

- The attorney also falsely instructed his staff that the document hold would be 
delayed by four days, and advised various supervisors and employees to “check” 
their documents before the hold went into effect, resulting in additional 
documents being erased.

- In a December 22 resolution, DOJ stated that it reduced the credit a company received 
because the company raised “vastly overbroad assertions of attorney-client privilege” in the 
early stages of the government’s investigation.
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Key fines by these U.S. 
agencies have increased by 

approximately 133% 
from 2005 to 2016.  

*DOJ and SEC figures are for the fiscal year.
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In the first few weeks of 
2017, the Obama 

Administration reached 
settlements worth around 

$20 billion with companies.
Together with the fines 
issued in FY 2016, this 

represents a 526% 
increase over 2005.   
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Increased SEC and DOJ Authority Since 2005
 The Dodd-Frank Act required the SEC to undertake new rulemaking in many areas, 

including rules regarding credit rating agencies, security-based swaps, and executive 
compensation.
- Since 2010, the SEC has established 5 new offices required under Dodd-Frank, 

including the Office of the Whistleblower and the Office of the Investor Advocate.
 In 2009, DOJ received expanded power to issue civil investigative demands under 

amendments to the False Claims Act.
 During the Obama Administration, DOJ reinvigorated the Financial Institution Reform, 

Recovery, and Enforcement Act (FIRREA), which had been rarely used since the S&L 
crisis.

Changing International Enforcement Authorities
 In 2013, the UK formed the Financial Conduct Authority (FCA).  The FCA assumed 

responsibility for regulating more than 56,000 financial services firms and financial 
markets in the UK, and has issued many rulemaking and guidance instruments.

 Brazil’s anti-competition authority, CADE, was restructured in May 2012 and given 
authority to pre-approve potentially anticompetitive mergers. CADE has become an 
increasingly active antitrust player.
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 Hundreds of foreign companies are subject to U.S. enforcement authority in key 
areas like FCPA, antitrust, market manipulation, tax, and corporate fraud.

 FCPA enforcers frequently investigate and charge non-U.S. companies, accounting 
for 77% of 2016 FCPA corporate enforcement actions (10 out of 13).

15%
77%

Non-U.S. companies make up 15% 
of the NYSE, but accounted for over 
three-quarters of 2016 FCPA 
corporate enforcement actions.

 Non-U.S. companies facing investigation by U.S. 
authorities may struggle to navigate the tension between 
increasingly demanding corporate cooperation 
requirements and home nation laws regarding data 
privacy and employees’ rights. 

Non-U.S. versus U.S. Issuers on 
the NYSE

(as of Nov. 30, 2016)

2016 FCPA Corporate 
Enforcement Actions
(non-U.S. companies 

versus U.S. companies)
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1.  Maeve P. Carey, Congressional Research Service, Counting Regulations: An Overview of Rulemaking, 
Types of Federal Regulations and Pages in the Federal Register (Oct., 4, 2016), available at 
https://fas.org/sgp/crs/misc/R43056.pdf. 
2. James L. Gattuso and Diane Katz, The Heritage Foundation, Red Tape Rising 2016: Obama Regs Top $100 
Billion Annually (May 23, 2016), available at http://www.heritage.org/research/reports/2016/05/red-tape-
rising-2016-obama-regs-top-100-billion-annually. 
3. James E. McCarthy and Claudia Copeland, Congressional Research Service, EPA Regulations: Too Much, 
Too Little, or On Track? (Dec. 30, 2016), available at https://fas.org/sgp/crs/misc/R41561.pdf. 
4. Ayesha Javed, Bloomberg, Six Years On, 30% of Dodd-Frank Rules Yet to be Finalized (July 28, 2016), 
available at https://www.bloomberg.com/enterprise/blog/six-years-30-dodd-frank-rules-yet-finalized/. 

A recent study found 
that regulations 
adopted in 2015 alone 
increased annual costs 
of federal regulation by 
more than $22 billion.  
It also found that 
regulations adopted 
from 2009 through 
2015 increased annual 
costs of federal 
regulation by $108 
billion.2

More than 400 
“significant” rules have 
been sent by agencies 
for review by the 
Office of Information 
and Regulatory Affairs 
in each of 2013, 2014, 
and 2015.1

In its Fall 2016 
Regulatory Agenda, the 
Environmental 
Protection Agency 
identified 130 
regulations that were in 
the pre-rule, proposed 
rule, or final rule 
stage.3

As of July 19, 2016, a 
total of 274 out of 390 
Dodd-Frank required 
rules had been finalized 
and 36 additional rules 
were pending.4

https://fas.org/sgp/crs/misc/R43056.pdf
http://www.heritage.org/research/reports/2016/05/red-tape-rising-2016-obama-regs-top-100-billion-annually
https://fas.org/sgp/crs/misc/R41561.pdf
https://www.bloomberg.com/enterprise/blog/six-years-30-dodd-frank-rules-yet-finalized/
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 On January 20, 2017, as had been done at the start of prior 
administrations, Assistant to the President and Chief of Staff 
Reince Priebus issued a memorandum to all Executive Branch 
departments and agencies instituting a freeze on nearly all 
pending regulations until a department or agency head 
appointed by the new administration has reviewed them.

 Agencies can halt any new regulations that have not been 
finalized.

 Finalized rules can only be changed through legislation or 
new rulemaking.
- Notice and Comment process will take time.

 Litigation has become, in effect, the final phase of policy 
making: 
- Changes (including deregulatory changes) are subject to 

APA challenge.
- Must represent reasoned decision-making with rational 

basis; must be consistent with statute.

“In order to ensure that 
the President’s appointees 

or designees have the 
opportunity to review any 

new or pending 
regulations . . . . send no 
regulation to the Office of 
the Federal Register . . . 
Until a department or 

agency head appointed or 
designated by the 

President after noon on 
January 20, 2017.” 

- Assistant to the President 
and Chief of Staff, Reince 

Priebus, Jan. 20, 2017



Shifting Transnational Alliances
Expect the Unexpected
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Recent disruptions in the political status quo have left pundits and 
citizens alike wondering what’s next, as decades-long alliances 
break down and countries seem poised to shift focus inward.  

 U.S. Election:  The President and members of his administration have voiced a number of positions 
which could create significant changes in world politics and trade if ultimately implemented.  These 
could include: 

- The renegotiation of the North American Free Trade Agreement; 
- The roll back of federal regulation, including various provisions of Dodd-Frank; 
- The imposition of steep tariffs on Chinese imports; 
- The rejection of the 2015 Paris agreement on climate change; and
- The reassessment of U.S. military support of key allies including NATO, Japan, and South Korea.  

 On January 23, 2017, the President signed an executive order withdrawing the U.S. from the Trans-
Pacific Partnership, the 2015 trade deal between 13 countries spanning North America and the Asia-
Pacific.

 It is already clear that President Trump views himself differently than previous Presidents – he will 
likely be an active player in trade and business, seeking not just to renegotiate the rules through trade 
agreements and regulatory reform, but to insert himself in actual deals. 



Shifting Transnational Alliances
“Brexit” in Summary
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 Parliament is likely to approve the Prime Minister’s bill to start the process, but there is room 
for Members to pass amendments or conditions on the approval.  Labor’s leader confirmed as 
much.  This adds further uncertainty regarding both the timing and meaning of “Brexit.”  

 The Prime Minister has indicated that her government will push for Brexit with no trade deal 
from the EU if the only other option offered by Europe is punitive, asserting that “no deal for 
Britain is better than a bad deal for Britain.” 

 Some experts have said that trading with Europe under World Trade Organization rules 
will cost the UK at least  £4.5 billion per year, not taking into account additional costs 
stemming from new uncertainties (e.g., the treatment of regulations in shared markets).

 In June 2016, the UK voted in a referendum to leave the EU by a slim 
margin of 52% to 48%. 

 On January 24, 2017, the UK Supreme Court ruled that parliament must 
vote on whether the UK can start the process of leaving the EU.  This was 
a victory for the “remain” campaign, but it is unlikely to reverse the 
outcome of the referendum.



2017 Expectations:  Mounting Cost of Compliance
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69% of 
compliance 
professionals 
expect to spend 
more on 
compliance in 
2017 than in 
2016.1

 Cross-Border Complexity:  41% of compliance professionals 
report having had to balance data protection requirements of one 
jurisdiction with discovery obligations in another jurisdiction.2

 Expanded Scrutiny of Gatekeepers:  60% of compliance 
professionals expect increased personal liability exposure in 2017.

 Growing Governmental Authority:  97% of corporate counsel 
believe regulators were more interventionist in past 12 months.2
Strong compliance is growing in importance as a way to mitigate or 
avoid criminal liability all together, particularly in FCPA matters. 

 Growing Regulatory Complexity:  69% of compliance 
professionals expect an increase in the publication of regulatory 
information in 2017, and 98% expect to spend the same or more 
time communicating with regulators in 2017 (57% expect to spend 
more time).1

 Shifting Transnational Alliances:  Recent political developments 
coupled with the trend for jurisdictions to seek to implement rules 
with extraterritorial impact (e.g., European Data Protection 
Regulation) create an additional level of complexity.1

FTSE 100 
companies set 
aside £ 31.3 
billion for legal 
costs in 2016, up 
22% from 2015.3

1.    Thomson Reuters, Cost of Compliance Report 2016.
2. 2016 Litigation Trends Annual Survey, Norton Rose Fulbright.
3. Thomson Reuters study, as discussed in the Global Legal Post (Sept. 26, 2016).
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Global Enforcement and Regulatory 
Developments
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 Antitrust

 False Claims and FIRREA

 Bank Secrecy Act/Anti-Money Laundering

 White Collar and Securities Fraud

 Criminal Tax and Cross-Border Concerns

 Sanctions

 Data Privacy and Security

 Governance
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Steep drop in 2016 DOJ fines and recoveries:
 After two consecutive record-setting years, 

FY 2016’s $340 million in fines and 
penalties was the lowest in 10 years.

 The unexpected drop could be attributed to 
the lengthy case development pipeline after 
several major cases concluded in FY 2015.

 Non-fine monetary assessments decreased to 
$8 million. Previous record heights were 
driven by foreign exchange rate 
manipulation investigations.
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 The average prison sentence decreased 
from 16 months in FY 2015 to 13 
months in FY 2016.

 The sentence length was attributable 
to the specific facts of the primarily 
domestic cases which reached the 
sentencing phase in FY 2016.
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 DOJ’s worldwide auto parts investigation accounted for 60% of FY 2016 fines, 
totaling $203.4 million. 

- DOJ secured indictments against two auto parts companies, teeing up the 
possibility of criminal trials against corporate defendants. 

- Eight additional individuals were indicted in 2016, for a total of 45 companies 
and 64 executives charged in the investigation, which has resulted in criminal 
fines of $2.8 billion.

 DOJ also continued its ongoing investigation of the international roll-on, roll-off 
ocean shipping industry. 

- An eighth executive was charged in June 2016.  In July, DOJ announced a 
$98.9 million fine against Norwegian corporation Wallenius Wilhelmsen
Logistics AS, the second largest fine levied in FY 2016. 

 In June 2016, DOJ obtained conspiracy to commit wire fraud and bank fraud 
indictments against two former bank traders in connection with alleged LIBOR 
manipulation.



Antitrust Update
Updates to DOJ Antitrust Division Leniency Program
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On January 17, 2017, DOJ’s Antitrust Division issued the first update to its 2008 publication on the 
Division’s Leniency Program, under which one cooperating conspirator can receive immunity from 
prosecution. Overall, the 2017 update provides stricter standards for leniency:
 An applicant for leniency is now instructed to contact the criminal deputy assistant attorney general, who 

is the only person with the authority to evaluate a request;
 An applicant may no longer remain anonymous from the Division when seeking a “marker” (a 

placeholder status allowing the applicant to investigate potential wrongdoing and retain its place in line 
for leniency without yet admitting fault);

 As before, to qualify for “Type A” leniency (under which cooperating individuals at an applicant 
corporation are automatically eligible for leniency) an applicant must have applied for leniency before the 
Division received information about the activity from “any other source.” The update clarifies that “any 
other source” could include “an anonymous complainant, a private civil action,” or even “a press report”; 

 Under “Type B” leniency, DOJ is no longer committing to cover current employees.  Instead, “the 
Division may exercise its discretion to exclude from the protections offered by a corporate conditional 
leniency letter those current directors, officers, and employees of Type B applicants who are determined 
to be highly culpable;” and

 Former officers, directors, and employees are now eligible for leniency only if they provide “substantial, 
noncumulative cooperation against remaining potential targets” or when their testimony is necessary for 
the leniency applicant to disclose its wrongdoing. 
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China

 China’s National Development and Reform Commission issued draft leniency 
guidelines for horizontal monopolies, and the Anti-Monopoly Commission of the State 
Council released draft guidelines for calculating fines and determining illegal gains.

 These guidelines may provide limited clarification for companies assessing potential 
fine exposure and leniency protection in China.

 The U.S. competition authorities have engaged directly with counterparts in China on 
the transparent application of the law in commercial matters.

Korea

 In June 2016, Korea’s government watchdog agency issued a report criticizing the 
Korea Fair Trade Commission (KFTC) for a lack of consistency in fining decisions. 
The agency penalized the KFTC and took disciplinary action against two KFTC 
employees. 

 KFTC levied its largest-ever fine in December 2016:  $32 million against Audi 
Volkswagen Korea for false advertising related to the VW diesel emissions scandal.
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 The European Commission had a record-
setting year for fines, driven in part by a 
€485 million fine against three banks for 
acting as a cartel to manipulate the Euro 
InterBank Offered Rate (Euribor).

 The EC also fined truck producers €2.93 
billion for coordinating their prices and the 
introduction of new emissions technologies.

United Kingdom
 In January 2016, six individuals charged with conspiracy to defraud in a case related to 

LIBOR rate manipulation were acquitted.  In June, two UK citizens and one U.S. citizen were 
convicted of conspiring to defraud in connection with the manipulation of the U.S. Dollar 
LIBOR.

 The Competition and Markets Authority (CMA) fined a multinational pharmaceutical 
company a record £84.2 million, and a pharmaceutical distributor another £5.2 million, 
alleging that they overcharged in the UK for an anti-epilepsy drug. The CMA also assessed 
£2.6 million in fines in Steel Tanks enforcement. 
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Brazil

 Brazil’s Competition Authority, CADE, continued 
vigorous cartel enforcement, collecting 
approximately $34.7 million in fines, and 
approximately $63.7 million from settling parties 
through cease-and-desist orders.

 CADE adopted formal guidelines for cease and 
desist agreements, requiring entities or individuals 
investigated for economic infringements to 
(i) admit participation; (ii) collaborate with 
investigators; and (iii) pay a fine.

Mexico
 For the first time, the Mexican Federal Economic Competition Commission 

(COFECE) withdrew leniency status from leniency applicants because of a failure 
to cooperate throughout the investigation, fining two companies $1.74 million 
each for collusive activities related to automotive air conditioning systems.



False Claims Act
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2016 was a blockbuster year for FCA enforcement, not 
only in the government’s recoveries – $4.76 billion by the 
federal government in FY 2016, an almost 26% increase 
over recoveries in FY 2015 – but also in substantive legal 
developments.  Significant developments include:

 Following a directive from Congress, DOJ issued a 
regulation effective August 1 that almost doubled the 
FCA’s civil penalty range per violation;

 The Supreme Court’s June decision in United States 
ex rel. Escobar v. Universal Health Services, which 
held that “implied certification” of compliance with 
billing requirements may be a basis for liability, also 
emphasized a more robust materiality standard; and

Annual FCA Recoveries by Industry
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 In his confirmation hearing, Attorney General 
nominee Jeff Sessions expressed support for 
continued enforcement of the FCA, calling qui 
tam cases “a valid and effective method of 
rooting out fraud and abuse.”  Strong FCA 
enforcement has bipartisan support.  $0
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False Claims Act – Annual New Matters: 1987 to 
2016 
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FIRREA
Key Trends & Cases

 The Obama DOJ focused on resolving outstanding investigations before the 
transition, including three major settlements with financial institutions and others 
for their alleged roles in the mortgage-backed securities crisis.  The fines and 
other relief exceeded $13 billion.

 United States ex rel. O’Donnell v. Countrywide Home Loans, Inc. imposed 
limits on FIRREA’s reach:

- The Second Circuit overturned a $1.3 billion verdict against Countrywide. 
The opinion applied common law fraud principles to FIRREA, holding that 
a breach of contract, even an intentional one, is not fraud unless there was 
“contemporaneous fraudulent intent”—i.e., there was an intention, at the 
time of the contract’s execution, not to perform under the contract. 

 2017 Expectations:  It is not clear whether the recent extensive use of FIRREA
will continue in the Sessions Justice Department, but the subpoena authority and 
civil standard make the statute a powerful enforcement tool.



Bank Secrecy Act/Anti-Money Laundering 
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 BSA/AML actions are increasingly complex, requiring engagement with multiple prosecutors 
and different regulatory authorities for BSA/AML, sanctions, and other crimes.  Enforcement 
actions often include increasingly significant penalties against financial institutions and 
individuals by multiple regulators. 

 There is an alphabet soup of criminal authorities and civil regulators with authority to examine 
for AML and BSA compliance and impose significant penalties. Violations can result in 
criminal and civil penalties.

– DOJ and U.S. Attorney’s Offices

– 4 Federal banking regulators (OCC, FRB, FDIC, NCUA)

– SEC and FINRA

– CFTC and NFA

– Treasury Department (FinCEN)

– State criminal authorities and civil regulators, including New York Department of 
Financial Services (NYDFS)

– International criminal authorities and regulators



Bank Secrecy Act/Anti-Money Laundering 
Focus on Enforcement
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 NYDFS has been actively pursuing alleged BSA/AML violations.  In some 
cases, NYDFS has entered into consent orders with foreign banks and their 
New York branches for alleged BSA/AML deficiencies without the Federal 
Reserve imposing simultaneous civil money penalty actions.  For example:

- Agricultural Bank of China:  $215 million CMP.
- Intesa Sanpaolo:  $235 million CMP.
- Mega Bank:  $180 million CMP.

 FINRA imposed BSA/AML fines against many financial institutions and 
individuals in 2016.  FINRA continues to be a significant player in the 
BSA/AML regulatory and enforcement space.  

 FinCEN’s 2016 enforcement actions covered a wide range of BSA-
regulated financial institutions, including banks, credit unions, money 
service businesses, and casinos/card clubs/race and sports books.  FinCEN
continued its historical trend of imposing coordinated penalty actions with 
DOJ.  



Bank Secrecy Act/Anti-Money Laundering 
Tracing and Pursuing Illicit Funds
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 In the face of increasingly concerning statistics about the collateral consequences of money 
laundering and fears of terrorist financing, jurisdictions around the world are stepping up to 
increase regulation, demanding greater transparency and accountability from institutions and 
individuals alike.  Tracing money flows and the use of proceeds has become an anchor in the 
tightening of financial institution regulation and global terrorism enforcement activities. 

 DOJ’s Kleptocracy Asset Recovery 
Initiative, for example, has 
continued its pursuit of monies 
allegedly siphoned from foreign 
governments.  In July 2016, DOJ 
filed civil forfeiture complaints 
seeking the forfeiture of more than 
$1 billion in assets in one case.  This 
case represents the largest single 
U.S. action ever brought under the 
initiative.  Criminal authorities and 
regulators in other jurisdictions have 
brought parallel actions.  

“. . . the Kleptocracy Initiative . . . should serve 
as a sign of our firm commitment to fighting 
international corruption . . . that [DOJ] is 

determined to prevent the American financial 
system from being used as a conduit for 

corruption.  And it should make clear to corrupt 
officials around the world that we will be 

relentless in our efforts to deny them the proceeds 
of their crimes.” 

- Former Attorney General Loretta Lynch 
July 20, 2016



Bank Secrecy Act/Anti-Money Laundering 
Significant Regulatory Developments
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 United States
- OCC proposed to establish a new special purpose bank charter for Fintech firms.
- FinCEN Customer Due Diligence rule requiring collection of beneficial ownership information, 

effective May 2018.
- NYDFS issued AML and OFAC transaction monitoring and Board or senior executive 

certification rule, effective January 2017. 
- Expansion of Geographic Targeting Orders (GTO) imposing data collection and reporting 

requirements on covered title companies to prevent the use of real estate for money laundering.
- Still-pending FinCEN 2015 Notice of Proposed Rulemaking would require certain registered 

investment advisers to implement AML programs under the BSA.
 United Kingdom

- Effective April 2016, requirement that most UK-incorporated companies are required to 
maintain a publicly available register of “people with significant control” over them, with 
criminal penalties for non-compliance.  UK has signed treaties requiring similar action from its 
overseas territories and crown dependencies, many of which – like the British Virgin Islands –
have traditionally been known as “safe havens” for money laundering activity.  

- Criminal Finances Bill currently before Parliament will introduce new powers such as 
“unexplained wealth orders.”



Bank Secrecy Act/Anti-Money Laundering 
Evolving Guidance on Correspondent Banking
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 In August 2016, Treasury released with the FRB, FDIC, NCUA, and OCC a Joint Fact Sheet on 
Foreign Correspondent Banking.  Among other things, the fact sheet:

- Provides information regarding Treasury’s and the agencies’ “supervisory and enforcement 
posture” regarding rules and sanctions for correspondent banking”; and 

- Emphasizes that the enforcement regime is not “zero tolerance” – the vast majority of 
identified deficiencies are corrected without the imposition of an enforcement action.

 In October 2016, the OCC issued renewed guidance to banks on correspondent banking, 
reiterating the importance of incorporating into AML compliance programs periodic risk 
reevaluation of foreign correspondent banking.

 Bank supervisors have emphasized the need for 
balanced regulation of foreign correspondent 
banking relationships – that banks should be 
sensitive to risks posed by these relationships, 
but recognize their centrality to the global 
financial system.

“The global financial system cannot be 
paralyzed by risk. Rather, the system must 
function to serve the needs of the world’s 

consumers, markets, and economies.”

Thomas J. Curry
Comptroller of the Currency 

Sept. 28, 2016



Bank Secrecy Act/Anti-Money Laundering 
2016 FATF Mutual Evaluation
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 The inter-governmental Financial Action Task Force (FATF) continues to 
conduct peer reviews of member countries on an ongoing basis to assess 
levels of implementation of the FATF Recommendations and evaluate 
each country’s ability to prevent criminal abuse of its financial systems.

 FATF evaluated U.S. AML/CFT measures in 2016, which was the first such review since 
2006.  Key findings included:

- Worldwide reliance on the U.S. dollar creates significant exposure to potential 
money-laundering activity and risk of illicit cross-border fund flows;

- The U.S. AML/CFT framework is sophisticated and robust;
- Federal enforcement is strong but the state approach is less consistent.

- The regulatory framework is weakened by key gaps or minimal coverage of sectors 
such as investment advisers, lawyers, accountants, real estate agents, and trust and 
company services providers; and

- Inadequate access to beneficial ownership information is a significant weakness in the 
system.



Bank Secrecy Act/Anti-Money Laundering 
Focus Areas for 2017
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 Implementation of new rules
- Advance planning for implementation and employee training on FinCEN’s 2016 

Customer Due Diligence rule.
- Critical decisions on NYDFS Transaction Monitoring Rule 2017 Certification.

 Risk assessments take center stage
- Effective risk assessments are demanded by regulators’ heightened and evolving 

expectations for financial institutions.
 People are key

- Regulators have demonstrated that they expect detailed and highly developed 
succession plans for key BSA/AML compliance roles.

 Shifting locus of enforcement 
- NYDFS, other state regulators, and FINRA will likely fill any voids created by 

downshifts in federal government BSA/AML enforcement.
 Continued use of Monitors

- Regulators will continue to leverage monitors in BSA/AML enforcement actions, 
including the use of suspicious activity look-backs and longer monitor terms.



White Collar and Securities Fraud
Securities Enforcement 
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 Continuing its “broken windows” approach to securities enforcement, the SEC set an 
enforcement record in FY 2016 with 868 enforcement actions.  Many of these 
actions focused on issuer reporting and disclosures, investment advisors and funds, 
FCPA violations, and gatekeeper accountability. 

 Investment advisor and investment funds cases constituted the largest 
component of new actions in the latter half of 2016. 

 The SEC continued to emphasize its prioritization of public company financial 
reporting fraud, but it brought relatively few new cases and no marquee ones.  
The SEC brought a significant number of cases against auditors.

 The SEC saw a dramatic increase in payouts to whistleblowers in 2016, paying out 
more than $75 million—including seven of the 11 largest awards to date—and 
continuing to pursue companies for perceived whistleblower retaliation.  Thus far in 
2017, the SEC has issued two of the 11 largest awards to date.

 DOJ and the SEC continued to pursue parallel criminal/civil actions in the most 
egregious cases, particularly those involving trading manipulation.  



White Collar and Securities Fraud
White Collar Developments
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 The Supreme Court continues to refine whether and how statutes apply extraterritorially.  In 
its June 2016 decision in RJR Nabisco, Inc. v. European Community, it limited the 
extraterritorial reach of civil RICO private actions.
- The case provides greater clarity to the limits of the extraterritorial application of U.S. 

laws in the civil and criminal enforcement context. 

“The law of extraterritoriality provides 
guidance in determining RICO’s reach to 

events outside the United States. The 
Court applies a canon of statutory 

construction known as the presumption 
against extraterritoriality: Absent clearly 

expressed congressional intent to the 
contrary, federal laws will be construed 

to have only domestic application.” 

- RJR Nabisco, Inc. v. European 
Community, Opinion 

June 20, 2016 

 Years after the LIBOR scandal broke, DOJ 
continues to pursue actions against 
bankers, including a June 2016 indictment 
alleging two traders from an international 
financial institution manipulated U.S. 
Dollar LIBOR. 

 DOJ’s and EPA’s emissions investigations 
saw major developments in 2016 and early 
2017 with the announcement of criminal 
and civil resolutions with Volkswagen for 
$4.3 billion, a plea agreement with a VW 
engineer, and indictments brought against 
six executives in Germany and Detroit.



White Collar and Securities Fraud
FCPA Fines and Penalties
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 DOJ and SEC continued aggressive enforcement of the FCPA, achieving blockbuster fine and 
disgorgement levels, mostly against foreign companies.  DOJ brought 21 FCPA enforcement 
actions in 2016 against companies and individuals, and the SEC brought 32.

 DOJ announced that five companies received declinations associated with the Department’s 
FCPA Pilot Program.  Notably, two of these were declination agreements that required the 
payment of disgorgement. 

Average Total Value of Monetary Resolutions in 
Corporate FCPA Enforcement Actions (2005–present)
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White Collar and Securities Fraud 
FCPA Key Trends
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 DOJ Pilot Program:  DOJ’s Pilot Program, announced in April 2016, seeks to incentivize 
corporate self-disclosure, cooperation, and remediation.  Perhaps most notably, DOJ has begun 
requiring companies receiving declinations under the Pilot Program to disgorge their profits 
from corrupt activity.

 SEC Enforcement:  SEC enforcement is at a record high.  In addition to several large 
enforcement actions brought in tandem with DOJ, the SEC continues the trend of bringing 
standalone FCPA accounting cases, with a particular focus on violations related to China 
operations. 

 International Cooperation

- As the SEC and DOJ cooperate more closely with 
their foreign counterparts, investigations and 
resolutions involving enforcement authorities in 
multiple jurisdictions are becoming more 
commonplace. 

- The recent Embraer, Odebrecht/Braskem, Rolls-
Royce, and VimpelCom resolutions highlight how 
cross-boarder cooperation by law enforcement may 
lead to stronger cases and bigger settlements.

The fines and penalties imposed for FCPA
violations continue to be significant.

56%
44%

409 Total FCPA Enforcement 
Actions:  2005 - 2016

DOJ (227)

SEC (182)



White Collar and Securities Fraud 
FCPA Key Trends
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 As countries increasingly share information, 
companies must be aware of the risks of 
concurrent investigations in the United 
States and other jurisdictions – more 
effective evidence collection by authorities, 
faster investigations, and harder-hitting 
resolutions. 

 After the December 2016 
Odebrecht/Braskem resolution, DOJ 
emphasized yet again the importance that 
close relationships with its counterparts 
abroad played in bringing about the record 
resolution. Brazilian, Swiss, and U.S. 
authorities collaborated to obtain the largest 
ever foreign bribery settlement, with 
combined penalties of at least $3.5 billion.  

“These resolutions are the result 
of an extraordinary multinational 
effort to identify, investigate and 
prosecute a highly complex and 
long-lasting corruption scheme 

that resulted in the payment by the 
defendant companies of close to a 

billion dollars in bribes to 
officials at all levels of 

government in many countries.” 

- U.S. Attorney Robert L. Capers 
of the Eastern District of New 

York, Dec. 21, 2016



United Kingdom Enforcement Update 
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 The SFO is using its DPA authority to 
bring significant matters to 
resolution.  In January 2017, the SFO
announced a £497 million DPA with 
Rolls-Royce, a number that dwarfs 
the penalties imposed in previous 
DPAs.  Rolls-Royce also will pay 
$169 million to DOJ and $25 million 
to Brazil.

 The SFO has highlighted its close 
collaboration with international 
partners.  In December 2016, the SFO 
announced the secondment of a 
prosecutor from DOJ’s Criminal 
Division.

Serious Fraud Office (SFO) Financial Conduct Authority

 In October 2016, the FCA published a 
proposed Mission, which emphasizes 
the agency’s work to protect vulnerable 
consumers, provide financial redress to 
consumers, and ensure the markets 
function competitively.  

 In the wake of the Panama Papers leak, 
the FCA contacted 64 firms to 
determine if they had any links to 
Panamanian law firm Mossack Fonseca.

 Continuing enforcement of market 
abuse and insider trading offences 
against individuals, including the 
longest ever sentence of 4.5 years.



United Kingdom Enforcement Update 
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 A large number of on-going 
investigations in a variety of sectors 
such as retail, pharmaceutical, oil 
and gas, transport and engineering, 
and financial services, and including 
a large number of household names 
such as Airbus, British American 
Tobacco, Rolls-Royce, and Tesco.

 Six individuals convicted under the 
Bribery Act during 2016 by non-
SFO prosecutors – no individuals 
were convicted under the law by the 
SFO.

Serious Fraud Office (SFO) Financial Conduct Authority

 Continuing enforcement of system 
and controls failures leadings to 
fines against Sonali Bank regarding 
money laundering (£3.2 million) 
and W.H. Ireland Limited (£1.2 
million) regarding market abuse. 

 Combined sentences of over 30 
years imposed in an FCA
prosecution of 6 defendants for 
operating a fraudulent investment 
scheme.

The UK is currently considering whether to revamp its corporate criminal liability 
standards to make it easier to hold companies to account for economic crimes. 



EU Enforcement Update 
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 The EU’s Market Abuse Regulation, 
EU/596/2014, took effect in July 2016, 
replacing the Market Abuse Directive.  
Among other things, it expands the scope of 
markets covered, expands the definition of 
“inside information,” and requires national 
regulators to have enhanced supervisory, 
investigative, and civil enforcement powers. 

 On September 20, 2016, the European 
Securities and Markets Authority published a 
discussion paper seeking comments on draft 
regulatory technical standards for its OTC 
derivatives trading obligation.  The paper 
acknowledges the need to develop more 
tailored standards for the trading of package 
transactions, which contain derivatives 
subject to the trading obligation. 

MAR harmonizes and extends the 
reach of the EU regulatory regime 
on market abuse to capture a wider 
array of markets, instruments, and 
specific provisions to address the 
proliferation of technology-driven 

trading practices across the 
European economic area (EEA). 
MAR both increases the scope of 

existing market abuse offenses and 
introduces new offenses such as 
“attempted” insider dealing and 
manipulation of benchmarks and 

commodities.

- “Your Guide to Understanding the 
Market Abuse Regulation,” Factset

May 2016



Criminal Tax/Cross-Border Concerns 
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 In March, two Cayman 
Island financial 
institutions pled guilty to 
conspiring to hide over 
$130 million, DOJ’s first 
conviction of non-Swiss 
financial institutions for 
tax evasion conspiracy. 

Cross-Border Tax Enforcement

 On January 27, 2016, DOJ announced it had entered into its final non-prosecution 
agreement with a Category 2 Swiss bank.

 With the end of the Swiss Bank Program in January 2016, DOJ has indicated its 
focus will now turn to other jurisdictions, including Belize, the British Virgin 
Islands, Cayman Islands, the Cook Islands, India, Israel, Liechtenstein, 
Luxemburg, the Marshall Islands, and Panama.

2016 Offshore Tax Evasion 
Financial Institution Enforcement Actions

33%
One-third of 

enforcement actions 
were against non-

Swiss offshore banks.



Criminal Tax/Cross-Border Concerns 
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“Those who attempt to use secret foreign 
financial accounts are running out of 

places to hide and running out of time to 
come into voluntary compliance.” 

- Principal Deputy Assistant Attorney 
General, Sept. 5, 2016

Domestic Tax Enforcement

 DOJ’s Tax Division continues to pursue aggressively civil and criminal employment tax 
cases, securing two significant criminal convictions in October and December of 2016.

 DOJ’s Tax Division was dealt a string of rare acquittals in criminal tax cases in late 2015 and 
2016:
- In December 2015, a former professional football player was acquitted of conspiring to 

file fraudulent tax returns. 
- In January 2016, a tax return preparer was found not guilty of helping taxpayers 

fraudulently claim a first-time homebuyer credit.  
- In April 2016, a jury acquitted Washington state’s elected auditor of lying to the IRS; a 

retrial on 14 counts is scheduled for March 2017.

Cross-Border Tax Enforcement

 DOJ continued to bring cases against 
individuals using Swiss accounts to hide 
assets.  Additionally, DOJ brought cases 
against individual taxpayers for concealing 
income using accounts in the Bahamas, 
Costa Rica, Israel, Panama, and the UK.
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 Although 2016 was a busy year for 
sanctions-related policy, 2016 was an 
exceptionally light year for enforcement 
actions, with under $22 million in 
enforcement penalties/enforcements.

 Cases take considerable time to be 
concluded and history suggests there is a 
pipeline of matters that could be concluded 
in 2017.  There have already been three 
cases announced in January 2017.

Notable Enforcement Actions

 $7.6 million settlement against Alcon for 
alleged sale of medical equipment to 
distributors in Iran and Sudan. Aggravating 
factors included a lack of any OFAC 
compliance program and knowledge of the 
violation by senior managers.
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“We assume industry reads our enforcement 
actions…[they are] our way to teach 

lessons….[OFAC’s] primary focus is teaching 
compliance with sanctions.” 

- OFAC Assistant Director for Enforcement, 
Michael Dondarski, Mar. 9, 2016
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Highly Active Moderately Active Less Active

1. Iran Gov’t Blocking/ITSR/IFCA
2. Iran CISADA/IFSR
3. Ukraine/Russia
4. Transnational Criminal Organizations
5. North Korea
6. Syria
7. Counternarcotics/Kingpin
8. Counterterrorism
9. WMD
10. Foreign Sanctions Evaders (E.O. 

13608)
11. Human Rights Violators via 

Information Technology (GHRAVITY: 
E.O. 13606)

12. Cuba
13. South Sudan

14. Democratic Republic of the Congo
15. Central African Republic 
16. Zimbabwe
17. Somalia
18. ISA
19. Russia Human Rights (Magnitsky)
20. Malicious Cyber-Enabled Activities
21. FTO

22. Yemen
23. Belarus
24. Libya
25. Lebanon
26. Iraq 
27. HEU Assets Control
28. Western Balkans
29. Rough Diamonds
30. Iran Assets Control (Hostages)
31. WMD Trade Control
32. Terrorism Sanctions 31 CFR 596
33. Terrorism List Gov’ts 31 CFR 596
34. Burundi
35. Cote d’Ivoire*  
36. Sudan*
37. Myanmar*

Sanctions
Current U.S. Sanctions Programs 

* Effectively discontinued in 2016.



Iran Sanctions Program
Key Developments
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 Lifting of Certain Sanctions: On January 16, 2016, OFAC lifted nuclear-related secondary 
sanctions against non-U.S. persons.  On the same date, OFAC issued General License H allowing 
foreign subsidiaries of U.S. firms to undertake business with Iran while committing to specifically 
license the sale of commercial aircraft to Iran. 

- Many companies have taken advantage of this new opening – Airbus has delivered its first 
aircraft and foreign subsidiaries of U.S. companies (primarily in the finance and 
manufacturing sectors) are taking advantage of the General License.

 Significant Restrictions Remain: U.S. persons and U.S. financial institutions remain broadly 
prohibited from engaging in Iran-related dealings and there are significant sanctions and non-
sanctions related risks with engaging with entities in Iran due to opaque beneficial ownership and 
troubling behavior by many government actors. 

 Under President Trump:  The President is skeptical of the deal but is unlikely to “rip it up” as he 
suggested while campaigning. He will closely scrutinize Iranian compliance and increase sanctions 
pressure on entities for non-nuclear reasons (such as those involved in financing missile development 
and terrorism finance)—which could impact nuclear-related sanctions relief depending upon which 
entities are listed.

 Moving Forward: Critical to keep an eye on the White House; a potential strategy we have seen 
with clients includes developing robust business firewalls between parents and foreign subsidiaries 
and focusing on economic sectors in line with U.S. policy interests (e.g., health, education, support 
for civil aviation). 



Cuba Sanctions Program
Key Developments
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 Lifting of Certain Sanctions: U.S.-Cuba relations continued to develop in 2016. The embargo 
remains in place, but the U.S. has issued several new exceptions (general licenses) to increasingly 
normalize trade.

 Of note, there are a dozen categories of permitted travelers to Cuba, a much more limited list of 
Cuban actors with whom U.S. persons are prohibited from dealing, and entire commercial sectors 
(such as consumer products and infrastructure projects) that can now be provided into Cuba.

 The policy is structured around supporting the Cuban people – the challenge remains that the 
Cuban government continues to control most means of production and distribution on the 
island. Consequently, some of the general exemptions to the sanctions – such as allowing the 
provision of consumer products to Cubans – often requires Cuban government intermediaries and 
consequently the general license does not apply (and an OFAC license, much as before the 
sanctions relief, is required).

 Under President Trump: The steady stream of continued sanctions relief President Obama 
issued over the past 18 months will stop; it is unclear if any of the relief will be rolled back, 
though it seems more likely that the status quo shall remain.

 The way ahead for many companies is through leveraging the general licenses as much as possible 
– by finding non-governmental intermediaries, and building on approved activities (such as 
commercial flights to the island) with additional, related requests for licenses from OFAC.



Russia Sanctions Programs
Key Developments
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 Intensifying Sanctions:  Tensions in the U.S.-Russian relationship intensified in 2016, as did the 
sanctions imposed by the U.S. against Russia. 

- As part of the Obama Administration’s continued sanctions program retaliating against 
Russian involvement in Crimea, OFAC continued to target the Russian energy sector, 
adding several significant energy entities to its Sectoral Sanctions Identifications (SSI) list 
in 2016.

- Several Russian individuals and entities were added to the SDN-list in retaliation for the 
alleged Russian hacking of Democratic officials during the 2016 presidential election.

 Russia Sanctions under the New Administration:  The current administration has expressed an 
interest in creating a closer working relationship with Russia and a willingness to examine 
whether Crimea should be recognized as Russian territory.  Trump has expressed skepticism at 
reports that Russia was involved in cyber hackings targeting the 2016 election. These positions 
suggest it is possible that the current administration could reexamine U.S. sanctions imposed on 
Russia.

 Potential Legislative Action: GOP Senators John McCain and Lindsey Graham have introduced 
the “Countering Russian Hostilities Act of 2017” that would codify the Obama-era sanctions and 
add additional sanctions against Russia. If implemented and enforced, these measures would be as 
serious as some of the sanctions in place against Iran. 



Sanctions Programs
Key Developments
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 End of Burma Sanctions Program:  In a rare move, the Burma sanctions program 
ended on October 7, 2016. OFAC has issued guidance clarifying that it will 
continue to investigate violations that occurred prior to the end of the program and 
may pursue enforcement actions for those violations. Despite the lifting of these 
measures, the Section 311 finding – which found that Burma is a jurisdiction of 
primary money laundering concern – remains in force though banks are permitted 
to maintain correspondent accounts for Burmese institutions under certain 
conditions.

 Sudan Sanctions Largely Removed: Effective January 17, 2017, pursuant to an 
executive order, most of the sanctions blocking transactions with individuals and 
entities in Sudan have been lifted. Sanctions under the Darfur sanctions program 
were unaffected by the change.

 Secondary Sanctions Imposed Against Hizbollah: In April 2016, OFAC issued 
“secondary sanctions” on non-U.S. persons and entities that provide financing to 
Hizbollah (U.S. persons and entities were already so prohibited).

 DOJ Guidance on Self-Disclosure: In October, DOJ issued guidance designed to 
encourage self-disclosure of trade-sanctions violations. This guidance is similar to the 
Pilot Program for FCPA violations. 



Sanctions – EU and UK Developments
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Key developments for 2016:

 Uncertain impact of BREXIT on EU sanctions policy.

 Iran nuclear deal saw the lifting of the vast majority of EU 
sanctions against Iran.

 UK introducing new sanctions enforcement powers due to 
go live in April 2017 with new powers to impose civil 
penalties for sanctions breaches with a minimum fine of £1 
million or 50% of the value of the breaches, whichever is
greater.  There will be the same level of fines for 
individuals as for companies.

From April 2017, the Treasury’s 
Office of Financial Sanctions 

Implementation (OFSI) will be able 
to impose penalties for serious 

breaches of up to £1 million or 50% 
of the value of the breach, whichever 
is higher.  The legislation is part of a 
raft of wider measures to toughen the 
government’s response to sanctions 
breaches in the Policing and Crime 

Bill, currently going through 
Parliament.  Today (1 December 

2016) the Treasury has launched a 
consultation on its proposed 

approach to imposing these cash 
penalties.”

- “New Million Pound Penalties For 
Breaching Financial Sanctions,” HM 

Treasury, Office of Financial 
Sanctions Implementation and Simon 

Kirby MP, Dec. 1, 2016

“The best kind of enforcement is 100% 
compliance…[and] we won’t accept actions that may 

contravene financial sanctions and that, if these 
continue, they could lead to criminal prosecution.” 

- Rena Lalgie, the Head of the Office of Financial 
Sanctions Implementation, Jan. 17, 2017



Data Privacy and Security 
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 Malicious cyber attacks – the top cause of data breach in 2016 – put companies in 
the situation of being both victims and potential defendants.
- Data breaches involving employees’ personal information, payment card 

data, user logins, and healthcare information all led to lawsuits in 2016.
 Litigation trends in data breach incidents include significant increases in the 

number of consumer class actions filed following breaches, and decreased time 
between publicity and lawsuits.
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 In one highly publicized breach 
announced in 2016, four federal class 
actions were filed within 24 hours of 
the disclosure.

 Companies, directors, and officers 
have all been targets of data breach 
cases.

 Data breach cases are more 
frequently surviving motions to 
dismiss.
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U.S. Enforcement Agencies Focus on Cybersecurity

 FinCEN issued guidance to US financial institutions on the importance of integrating 
cyber security and BSA/AML compliance programs and filing Suspicious Activity 
Reports (SARs) on cyber events.  FinCEN stressed the importance of sharing cyber-
related information to build a comprehensive picture of cybercrime related to money 
laundering or terrorism.

 The Federal Reserve Board, the Office of the Comptroller of the Currency (OCC), and 
the FDIC issued an advanced notice of proposed rulemaking for enhanced cyber risk 
management standards. The proposal includes a requirement for firms to develop a 
board-approved cyber risk management strategy, and would apply more stringent 
standards for entities that are “critical” to the financial sector.

 Agencies also took an aggressive enforcement posture.  The SEC levied one of its 
largest data security fines ever in 2016: $1 million for improper data security practices.  
The CFPB exercised its data security enforcement authority for the first time, ordering 
an online payment platform to pay $100,000, stop misrepresenting its data security, and 
fix security flaws.
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 The Trump Administration cabinet nominees have 
emphasized cybersecurity as a priority.

 New York became the first state to propose regulations 
requiring banks and insurers to create cybersecurity 
programs.  The regulations, if implemented, would 
require banks and insurers to designate a chief 
information security officer (which can be a third-
party provider), create programs to ensure customer 
data privacy, detect cyber breaches, and report any 
material cyber breaches to a state regulator within 72 
hours of the event. 

 DOJ increasingly is focusing on cybercrime. 
- In December 2016, the former Assistant Attorney General delivered a speech 

highlighting the Department’s efforts, including cooperation with law enforcement 
around the world.

- DOJ urged companies to work cooperatively with DOJ to guard against cyber threats, 
emphasizing that “business decisions made by for-profit companies have had 
enormous effects on our public safety[.]”
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New EU Data Protection Rules Will Increase 
Data Breach Penalties

 The EU General Data Protection Regulation 
(GDPR) was published in May 2016 and is in 
a two-year transition period.  In May 2018, it 
will immediately apply to any organization 
that operates in the EU market or processes 
EU individuals’ personal data.

 The new regulation includes enhanced rights 
for EU individuals to request information 
about how their data is used, and more 
stringent disclosure requirements mandating 
that organizations report data breaches to 
regulators within 72 hours.

 The GDPR also dramatically increases the 
penalties associated with data breaches by 
introducing fines of up to €20 million for 
failing to comply with security obligations.

“Today's agreement is a major step 
towards a Digital Single Market. . . .We 

should not see privacy and data 
protection as holding back economic 

activities. They are, in fact, an essential 
competitive advantage. . . .Our next step 

is now to remove unjustified barriers 
which limit cross-border data flow: 

local practice and sometimes national 
law, limiting storage and processing of 
certain data outside national territory.”

- Andrus Ansip, Vice-President for the 
Digital Single Market, Dec. 15, 2015 
(date the European Parliament, the 

Council, and the Commission reached 
agreement on the new data protection 

rules)
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 Experts recommend several steps for addressing cybersecurity risks.
 Assess exposure: identify key data and know where it is stored.
 Enterprise Risk Management (ERM): ensure risk management plans cover data 

security, business continuity, and disaster recovery. Institute a formal plan for 
cybersecurity incident response.

Sources: Verizon 2016 Data Breach Investigations Report; 2016 Vormetric Data Threat Report. Chart 
adapted from 2016 Cost of Data Breach Study: Global Analysis, Ponemon Institute.

 Corporate governance: board-
level involvement decreases 
data breach costs. 
Recommended steps include a 
C-suite level executive for 
cybersecurity and a 
cybersecurity-focused board 
committee.

 Technical best practices: 
encryption, asset management, 
and access control including 
two-factor authorization.-10% -5% 0% 5% 10% 15%
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 Increase in proxy access shareholder proposals:
- 217 shareholder proposals submitted for 2016, up 84% from 2015.
- Typically request 3% ownership for 3 years and nomination of up to 25% of board; 

some ask to permit unlimited number of shareholders to aggregate shares.
- These proposals receive high votes typically, in 2016 these proposals that went to a 

vote averaged 50.8%* support; ISS and Glass Lewis generally support them.
- Many companies with proxy access have received “fix proxy access” proposals for 

their 2017 annual meetings requesting that companies revise existing terms.
 Companies are adopting proxy access:

- More than 350 companies have adopted proxy access since January 2013, more than 
60% adopted in 2016.

- Approximately 50% of the S&P 500 have adopted proxy access.
 In November, GAMCO Asset Management Inc. used the proxy access bylaws of Natural 

Fuel Gas Co. to nominate a director, becoming the first to attempt to use a company’s 
proxy access provision.  The proxy access nomination was rejected because GAMCO, 
due to its prior activism, could not comply with the bylaw requirement to have acquired 
shares without the intention “to change or influence control” of the company. 

Source:  Gibson, Dunn & Crutcher; ISS; and Alliance Advisors..
* Based on “for” votes as a percentage of “for” and “against” votes.



Non-GAAP Guidance
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 In May 2016, the SEC’s Division of Corporation Finance issued new Compliance and 
Disclosure Interpretations (C&DIs) regarding the use of non-GAAP financial measures 
and revised existing C&DIs on the same topic. 

 The new guidance addresses two primary issues: the “equal or greater prominence” 
requirement for certain non-GAAP presentations and presentations of non-GAAP
financial measures that the Division staff views as improper. 

- The new C&DIs read “equal” prominence to mean that the GAAP measure 
generally must precede any non-GAAP measure, and make clear that the staff reads 
“prominence” to refer not simply to the location or ordering of GAAP and non-
GAAP numbers, but also to apply to the manner in which GAAP and non-GAAP
numbers are discussed and characterized.

- Four of the new interpretations address practices that, in the staff’s view, can result 
in a non-GAAP financial measure that is misleading.  

 The new and revised interpretations significantly impact companies’ use of non-GAAP
financial measures and have required many companies to revise their approach to 
earnings release presentations. 
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 There has been growing concern among stakeholders and companies that long-term 
board service may impact director independence and engagement and hinder 
greater board diversity.

 Under the UK Governance Code, there is a presumption that a director who has 
served on a board for more than nine years is not independent.

 Recent U.S. developments:

- ISS will scrutinize boards where the average tenure of all directors exceeds 15 
years for independence from management;

- State Street may withhold votes from directors when overall average board 
tenure is excessive and/or when individual director tenure is excessive, and the 
Council of Institutional Investors indicates that director tenure is relevant to the 
evaluation of independence; and

- Boards are taking a more proactive approach to board composition issues and 
engaging in regular succession planning at the board level.  



Developments on Board Composition
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 With respect to board diversity specifically, advocates argue that diverse backgrounds lead to an 
inclusive and collaborative environment that is essential to good governance, better financial 
performance, increased innovation and opportunities for women and minorities.

 While the U.S. has not implemented any quotas relating to board diversity, several organizations 
and shareholder activists have been proactive in seeking to increase the number of women on 
boards.  Advocacy groups, such as The Thirty Percent Coalition and 2020 Women on Boards, are 
calling for greater gender diversity in the boardroom.

- In France, a 2011 law requires that CAC 40 boards have at least 40% women members.  
Norway introduced a 40% requirement for listed companies in 2006.  Other countries with 
quotas include Malaysia and Brazil, with requirements under consideration in other 
jurisdictions.

- Various studies estimate that women hold approximately 14%-15% of board seats, globally.  
 Boards and senior leadership that are prepared for this changing environment will consider:  

(1) whether to enhance their disclosures about director qualifications, composition, and 
assessment; 
(2) how diversity, expertise, and tenure factor into board succession planning; and
(3) the degree to which board composition may influence investor voting on company matters in 
the future. 



Governance Legislative Developments
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Legislation that has been proposed, but has not been passed into law, may be reassessed given 
the new administration: 

 Financial CHOICE Act of 2016

- Would repeal various disclosure-related provisions of Dodd-Frank, including on 
conflict minerals, extractive industries, and CEO pay ratio.

- Would require say-on-pay votes only when there has been a material change in 
executive compensation.

 Other proposed corporate-governance-related legislation

- Corporate Governance Reform and Transparency Act of 2016 – Would require proxy 
advisory firms like ISS and Glass Lewis to register with the SEC, disclose potential 
conflicts of interest, and publicize the methods used to develop their recommendations.

- Brokaw Act – Would reduce the deadline from 10 to two days for reporting the 
acquisition of over 5% of a company’s stock and would provide greater transparency 
regarding short positions and “wolf packs.”

 Initiatives to reform shareholder proposals begin to gain momentum

- House Committee on Financial Services held hearings in September 2016 discussing 
ways to reform Rule 14a-8 and shareholder proposals process.
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U.S. Agencies:  Priorities, Policies and Penalties 
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Top Fines and Penalties in 2016 for Anti-Corruption, 
Antitrust, and FCA Offenses

Amount Industry/Company Area Date

$2.6 billion A U.S. financial services corporation FIRREA Feb. 2016
$2.4 billion A U.S. financial institution FIRREA April 2016
$1.2 billion A U.S. bank FCA April 2016

$957 million A Brazilian petrochemical corporation FCPA (DOJ, SEC, and 
foreign authorities) Dec. 2016

$800 million Rolls-Royce DOJ and SFO (sealed in 2016)

$795 million A Dutch telecom corporation FCPA (DOJ, SEC, and 
foreign authorities) Feb. 2016

$785 million A U.S. pharmaceutical corporation FCA April 2016
$519 million An Israeli pharmaceutical corporation FCPA (DOJ and SEC) Dec. 2016
$490 million A Panamanian investment firm CFTC Jan. 2016
$425 million A U.S.-based bank CFTC May 2016
$415 million A U.S.-based financial advisory firm SEC June 2016
$390 million A Swiss pharmaceutical company FCA June 2016
$264 million A U.S.-based financial institution FCPA (DOJ and the Fed) Nov. 2016

$130 million A Japanese automotive parts 
manufacturer DOJ Antitrust July 2016

$100 million A U.S. bank CFPB Sept. 2016
$99 million A roll-on, roll-off shipping company DOJ Antitrust July 2016



DOJ Enforcement: Individual Accountability
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 In 2016, DOJ emphasized implementation of the Yates Memorandum, which
focused on individual corporate wrongdoing.  The Yates Memo stresses:

- Investigation of individuals from the beginning of all cases;

- Companies must cooperate fully (including by disclosing facts concerning
individual officers and employees) to receive any cooperation credit at all;

- Coordination and cooperation between parallel civil and criminal
investigations; and

- Individual civil enforcement not tied to ability to pay.

 DOJ included individuals in several major corporate cases near the end of the
Obama Administration.

 Yates Memo procedures have been institutionalized – may prolong investigations
as case teams satisfy requirements to justify treatment of individuals.



The New Administration:  DOJ and State-Level 
Expectations 
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 Based on statements made by members of the current
administration, we can likely expect:

- Continued attention on individual prosecutions,
albeit with some changes to the approaches
outlined in the Yates Memorandum;

- Less aggressive penalty theories against
companies; and

- A reluctance to expand governmental enforcement
beyond core cases such as fraud and corruption, or
to use enforcement to achieve regulatory goals.

 However, there have already been signs that state
regulators are willing to “step into the breach” (e.g.,
AGs of New York, California, and Illinois).

 In addition, it is possible that companies will see more
shareholders seeking to engage in an effort to mitigate
the current administration’s perceived approach.

“[S]ometimes it seems to 
me . . . that the corporate 

officers who caused a 
problem should be 

subjected to more severe 
punishment than 

stockholders of the 
company who didn’t know 

anything about it.”

- Senator Sessions,
Attorney General

Confirmation Hearing, 
January 10, 2017
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Office of the Attorney General (OAG)
David Rybicki: Counselor in the Office of Attorney General
Rachael Tucker: Counselor in the Office of Attorney General
Mary Blanche Hankey: White House Liaison
Lauren Goldschmidt: Utility

Office of the Deputy Attorney General (ODAG)
James Crowell: Principal Associate Deputy Attorney General (Detail – USA MD)
William A. Hall: Associate Deputy Attorney General (Detail – CRM)
Zach Terwilliger: Associate Deputy Attorney General (Detail – USA EDVA)
Chad Mizelle: Counsel to the Deputy Attorney General
Gary Barnett: Counsel to the Deputy Attorney General
Matthew Sheehan: Counsel to the Deputy Attorney General
Michael Murray: Counsel to the Deputy Attorney General

Office of the Associate Attorney General (OASG)
Rachael Parker: Chief of Staff and Counsel to the Associate Attorney General

Office of the Solicitor General (OSG)
Noel Francisco: Principal Deputy Solicitor General
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Office of Legal Counsel (OLC)
Curtis Gannon: Principal Deputy Assistant Attorney General
Scott Stewart: Counsel, OLC

Office of Legal Policy (OLP)
Ryan Newman: Principal Deputy Assistant Attorney General
Brett Talley: Deputy Assistant Attorney General
Jonathan Berry: Counsel, OLP
Jennifer Bandy: Counsel, OLP

Civil Division (CIV)
Chad Readler: Principal Deputy Assistant Attorney General

Civil Rights Division (CRT)
John Gore: Deputy Assistant Attorney General
Tom Wheeler: Deputy Assistant Attorney General

Criminal Division (CRM)
Trevor McFadden: Deputy Assistant Attorney General

Environment and Natural Resources Division (ENRD)
Jeff Wood: Principal Deputy Assistant Attorney General



Details on SEC Enforcement in 2016
Key 2016 Developments
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 The SEC filed 868 enforcement actions in FY 2016, the most ever by the agency, 
including a record 21 FCPA actions. 

 The agency obtained settlements, judgments, and orders totaling $4 billion in 
disgorgement and penalties.  

 On January 4, 2017, the President Trump announced that he had selected New York 
lawyer Jay Clayton to lead the SEC.

“By every measure the enforcement 
program continues to be a resounding 
success holding executives, companies 
and market participants accountable 

for their illegal actions.” 

- Former SEC Chair White, 
Oct. 11, 2016
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Details on SEC Enforcement in 2016
Key 2016 Developments
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 After announcing renewed scrutiny of companies’ use of non-GAAP measures in May, the SEC 
has pursued related actions related to the guidance.  

- In September 2016, the SEC charged two former accounting executives with overstating 
financial performance by intentionally inflating a non-GAAP measure in company 
disclosures.  

- In January 2017, the SEC announced a settlement with a company, in part related to its use 
and inconsistent calculation of non-GAAP measures.

 The SEC continued to pursue its policy of seeking admissions of wrongdoing. 

 The SEC brought an action against a private equity advisor for acting as an unregistered broker.  

- Among other alleged violations, the SEC claimed that Blackstreet Capital Management 
and its Managing Partner performed in-house brokerage services to handle the acquisition 
and sale of portfolio companies for funds they managed in exchange for fees without first 
registering as a broker-dealer.  

- This is the first enforcement action in which the SEC has said that the receipt of portfolio 
transaction fees requires registering as a broker-dealer, calling into question a practice 
previously believed to be fairly common in the industry.



Whistleblower Update
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 During FY 2016, the SEC’s whistleblower 
program paid out more than $57 million, more 
than the program had paid out in the 
approximately four previous years of its existence 
combined. In FY 2017 nearly $40 million has 
been paid out thus far. 

 According to the SEC, 80% of award recipients 
who were current or former employees of the 
entity on which they reported either raised their 
concerns internally or understood that the 
violations were already known to superiors or 
company compliance professionals before 
reporting to the SEC.

 The SEC has been aggressively promoting its program by bringing actions against companies 
for retaliating against whistleblowers, including contract provisions aimed to prohibit 
employees from becoming whistleblowers, and seeking to take away employees’ financial 
incentive for whistleblowing.

 The SEC’s Office of Market Intelligence (OMI) has continued to be active collecting tips, 
complaints, and referrals on non-compliance, and identifying problematic practices emerging in 
the market.  
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 Several large Rule 21F-17(a) enforcement actions in 2016 against companies that 
included confidentiality language in severance agreements that allegedly impeded 
whistleblower reports:
- SandRidge Energy, Inc. (Dec. 20, 2016) – $1.4M penalty (included retaliation 

allegation)
- NeuStar Inc. (Dec. 19, 2016) – $180K penalty
- Anheuser-Busch InBev SA/NV (Sept. 28, 2016) – $3M penalty (included FCPA

allegation) 
- Health Net, Inc. (Aug. 16, 2016) – $340K penalty
- BlueLinx Holdings Inc. (Aug. 10, 2016) – $265K penalty
- BlackRock, Inc. (Jan. 17, 2017) – $340K penalty

 In addition to financial penalties, respondents agreed (except MLPFS) to make changes 
to separation agreements and contact employees who signed prior version of 
agreements.

“I understand and acknowledge that notwithstanding any other provisions in this Agreement, I am 
not prohibited or in any way restricted from reporting possible violations of law to a governmental 

agency or entity, and I am not required to inform the Company if I make such reports.” 

- Separation agreement language approved of by SEC in cease-and-desist order. In the Matter of 
Anheuser-Busch InBev SA/NV, Sept. 28, 2016



Whistleblower Update
Top Ten Awards
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“The SEC’s whistleblower program has 
proven to be a game changer for the 

agency in its short time of existence….” 

- Former SEC Chair White
Aug. 30, 2016

 Sept. 2014 - $30 million – Whistleblower provided information 
about ongoing fraud that would have been difficult to detect 
otherwise.  

 Aug. 2016 - $22 million – Whistleblower provided “tip and 
extensive assistance [that] helped the agency halt a well-hidden 
fraud at the company where the whistleblower worked.”

 Nov. 2016 - $20 million – Whistleblower helped the SEC bring enforcement action before money could be 
“squander[ed]” by wrongdoers. 

 June 2016 - $17 million – Whistleblower was “a former company employee whose detailed tip substantially 
advanced the agency’s investigation and ultimate enforcement action.” 

 Sept. 2013 - $14 million – Whistleblower provided information that helped the SEC recover substantial investor 
funds. 

 Jan. 2017 - $7 million – Split among three whistleblowers who helped the SEC uncover an investment scheme.
 May 2016 - $5 to $6 million – Former company insider whistleblower provided information about securities 

violations that would have been “nearly impossible to detect but for whistleblower’s information.” 
 Jan 2017 - $5.5 million – Whistleblower was a former employee of entity where the individual helped uncover an 

ongoing scheme. 
 Sept. 2016 - $4 million – Whistleblower information uncovered fraud.
 (tie) Dec. 2016 - $3.5 million – Whistleblower provided information that resulted in enforcement action. 
 (tie) May 2016 - $3.5 million – Whistleblower was a company employee who provided information that 

strengthened SEC’s case in an ongoing investigation. 



Administrative Proceedings Update
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 In the August 2016 Lucia v. SEC decision, the D.C. Circuit held that the 
appointment of the SEC’s administrative law judges does not violate the 
Appointments Clause because the judges do not have the authority to 
make final decisions.  A request for en banc reconsideration is pending.  

 In December 2016, however, the Tenth Circuit held in Bandimere v. SEC 
that the SEC’s appointment procedure violates the Appointments Clause 
because the SEC’s administrative law judges “exercise[e] significant 
authority pursuant to the laws of the United States,” creating a circuit split 
that may lead to Supreme Court review.

Administrative Proceedings Court Cases

960

274

 The SEC continues to rely on internal 
administrative proceedings rather than 
federal court actions, but this practice 
has come under increasing scrutiny.



The New Administration: SEC & Governance 
Expectations
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 We can expect the direction of the SEC to change, but it will likely be some time 
before that direction takes shape.

 Once the SEC is more fully operational, following the appointment and 
confirmation of three new Commissioners (it is unclear when this will occur), we 
expect to see a focus on increased deregulation and more self-regulation initiatives.

 Uncertainties, and potentially volatile stock and bond markets, could impact deal 
making in the near term, particularly if borrowing costs increase or market windows 
become unpredictable.  For example, the volatility could lead companies to seek to 
position themselves to more quickly access the market and take advantage of 
market windows.  

 With respect to enforcement, we can expect greater prioritization of straightforward 
fraud and misappropriation investigations and less emphasis on expanding the 
boundaries of the federal securities laws through novel enforcement actions. 



CFTC Key Statistics and Trends
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 Major enforcement actions in 2016:

- $10 million whistleblower payment—the 
largest whistleblower payment in CFTC
history. 

- $490 million verdict against a financial 
services company for misleading investors 
about the firm’s massive losses from 
investments in the Bernie Madoff Ponzi 
Scheme. 

- $425 million recovery against a large 
financial institution, for attempted 
manipulation and false reporting related to 
LIBOR and ISDAfix interest rate 
benchmarks.

 Enforcement Statistics: 

- $1.29 billion in restitution, disgorgement, 
and penalties in 2016 across 68 
enforcement actions.

“The Whistleblower Program is 
working. My hope is that this 
multimillion dollar award will 

encourage others to come forward with 
information that will assist the 

Commission in protecting our markets.” 

- Christopher Ehrman, Director, CFTC
Whistleblower Office, April 4, 2016



CFTC Key Statistics and Trends
2016 Enforcement Actions by Category
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http://www.cftc.gov/PressRoom/PressReleases/pr7488-16
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 The CFPB’s enforcement actions in 2016 accounted for $149 million in
fines and an additional $117.6 million in financial relief.

 Future focus areas, according to the CFPB Director, include consumer complaints, 
mortgage redlining, and applying the Real Estate Settlement Procedures Act to 
marketing services agreements.

 Major settlements in 2016 included the US’s two largest debt buyers paying $18 
million in penalties and refunding $61 million for alleged unfair lending practices.  

In October 2016, the DC Circuit 
found the CFPB’s structure 
unconstitutional because the 
enabling portion of Dodd-Frank 
limited the President’s ability to 
remove the CFPB Director.  
The court severed this 
provision, making the Director 
removable at will by the 
President.
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 The PCAOB proposed a rule to strengthen the role and increase the oversight 
responsibilities of auditors when they lead an audit that may include additional 
auditors.  Auditors are often in a position to supervise other auditors in audits 
of large multinational companies with offices in countries where the lead 
auditor may not otherwise operate.

 Board member Jay Hanson resigned in December, leaving the PCAOB with 
four members. Board members are selected by the SEC, which currently has 
only two of its five members, so it is unclear when a replacement will be 
selected.

“In today’s complex economy, and 
particularly in light of lessons learned 

after the financial crisis, investors want 
a better understanding of the judgments 

that go into an audit opinion.” 

- PCAOB Chairman, James R. Doty

 The PCAOB reproposed a rule to revise 
the auditor’s report to provide 
additional information about auditor 
independence, auditor tenure, and 
communication of critical audit matters 
with the intention of increasing investor 
insight into auditor considerations.



Expectations Regarding Quality/Safety Regulations
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 Consumer Product Safety Commission (CPSC) Chair Elliot Kaye’s push for increased civil 
penalties came to fruition in 2016, a record year for CPSC enforcement.  The $33 million in 
total civil penalties far exceeded the 2015 total (and previous record) of $21.4 million.

 The CPSC also obtained its largest-ever civil penalty, a $15.45 million settlement with 
China-based Gree Electric Appliances, Inc. and two affiliates after a defect caused the 
company’s dehumidifiers to overheat and catch fire.

 The CPSC has recently required compliance program enhancements as a part of settlements:   
- In 2016, the CPSC announced settlements with both Best Buy and PetSmart that 

include an agreement by the company to maintain an enhanced compliance program.
 The Republican appointees to the CPSC have been critical of recent settlements, calling for 

increased transparency regarding the settlements.
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Building and Overseeing Effective Compliance



Moving from “Good” to “Great” Compliance1
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A recent study identified five key differentiators in assessing “good” versus “great” 
compliance programs.  

1: Deloitte Center for Financial Services, Compliance to Power Performance, 2016 Insurance Ethics and Compliance Survey.

Culture and values

A culture of 
integrity and values 
tends to be one of 
the single biggest 
determinants of 

behavior

Chief 
Compliance 

Officer

An influential and 
experienced chief 
compliance officer 

can create a 
competitive 

edge

Tone at the top

Accountability with 
balanced 

performance metrics 
considered in the 

performance 
measurement of 

senior management
Testing and 
monitoring

Appropriate 
controls coupled 

with dynamic 
testing

Robust risk 
assessments

Strong risk 
awareness with a 

deep understanding 
of the risks that an 
organization faces



Compliance Expertise as a Board Service Qualification
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 While U.S. public boards of directors are generally required to have at least one 
member with financial/audit experience and a majority of independent directors, 
compliance expertise is not specifically required.

 In 2015, the HHS’s OIG called for boards to hone greater compliance expertise. 

 The OIG said that a Board can raise its level of substantive expertise with respect 
to regulatory and compliance matters by adding a compliance member to the 
Board. 

- The presence of a such a compliance professional with subject matter 
expertise on the Board may “send[] a strong message about the organization’s 
commitment to compliance.”

 DOJ’s Compliance Counsel has talked about the need for companies to 
operationalize their compliance programs, encouraging businesses to work to burn 
compliance into the fabric and DNA of their organization.

Source: Why Every Board Should Have a Compliance Expert; Thomas Fox 
(December 22, 2016).



Risk Oversight 
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 Risk is the area of board oversight that currently is receiving the most public attention. Risk 
does not stand alone: It should be a significant part of the board’s evaluation of strategy, its 
consideration of significant transactions, its evaluation of management effectiveness, and its 
oversight of crisis preparedness. 

 Boards increasingly are working with management to understand “risk maps,” which make 
clear who in senior management has ownership of the key areas of risk, and which committees 
of the board, or the board as a whole, has first-line oversight responsibility for those areas.

Who is responsible for oversight of each of the major areas of risk identified below?

Brand Risk
Operational Risk Internal Controls Risk

Ethics & Compliance Risk
Political Risk

Environmental Risk Regulatory Risk

Competitive Risk

Project Safety Risk

Personnel Risk

Suspension/Debarment Risk

Design/Construction/Service Quality Risk

Cyber and Data Risk

Reputational Risk

Strategic and Financial Risk



Critical Key Board Oversight Questions Regarding 
Risk
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In light of the board’s fiduciary 
duties, including its duty of 
oversight, regulatory 
initiatives, recent litigation, 
and industry standards. . . 

What oversight questions should the Board be asking regarding risk

 What are the top risks we face today and how have they evolved?  

 How have we chosen our processes for identifying, assessing, and mitigating our top 
risks?  Do we think these processes are the best for our company and why?

 What is the threshold for notifying executive leadership and the board of risk-related 
incidents?  When an incident is resolved, is the board briefed on lessons learned?

 To what degree are we confident that the current structure and resource allotment of 
our risk assessment and mitigation processes are appropriate for our company?

“More concretely, the fiduciary relationship between the 
Board and [the company]'s stockholders required that the 

directors act prudently, loyally, and in good faith to 
maximize [the company]’s value over the long-term for the 

benefit of its stockholders.” 

- In re Rural Metro Corp., Opinion, Mar. 7, 2014



Effective Risk Assessments, Effective Compliance1
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 Communicating with 
employees regularly on 
matters regarding 
compliance is also an 
opportunity to gather 
information on key 
strengths, weaknesses, and 
opportunities in each 
business unit.

 When conducting a 
compliance risk assessment, 
including a “bottom-up” 
approach in addition to the 
traditional “top-down” 
approach can provide a 
company with unique 
insights and a fuller risk 
assessment.

1:  PwC State of Compliance Study 2016.

Identify executive and senior 
stakeholders

Understand enterprise 
strategic initiatives

Evaluate risk impact

Evaluate risk impact

Conduct interviews with key 
stakeholders

Identify middle management and 
employee stakeholders

More fulsome 
risk assessment 

results



Compliance Authority and Reporting
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36%

21%

5%

4%

To the chief executive officer

To the board or board committee

To the chief risk officer

To the chief financial officer

21% To the general counsel

11% Other

2% Do not know

 According to recent surveys and data, the role of CCO is increasingly a stand-alone 
position, suggesting that companies are deciding that the scale and scope of 
compliance duties may require a full-time commitment.

59%
15%

9%

7%
13% Stand-alone

Also GC

Also CRO

Also chief
audit

Other

At your organization, the designated CCO is…?To whom does the CCO directly report?



Evolving Perspectives of Compliance Professionals
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According to a 2016 study based on the views of more than 600 compliance officers 
globally, a majority of respondents stated that they do not report directly to their 
company’s chief executive and their company is undergoing a “crisis of compliance.”

Source:  Law360, Judy Godoy (December 8, 2016); Hogan Lovells, Steering the 
Course:  Navigating Bribery and Corruption Risk (January 2016).

More than half  (58%) of  
CCOs say that their advice 

gets filtered before getting to 
the CEO.58%

More than half  (57%) of  CCOs
say that sales pressure and 

incentives are two of  the biggest 
challenges when trying to reduce 

the risk of  bribery and 
corruption.

57%

Two-thirds (66%) of  CCOs say 
that their company is better at 

developing guidelines than 
enforcing them.66%

More than two-thirds (69%) of  
CCOs say there is increasing 

regulatory pressure for greater 
transparency.

69%



The Downside of Culture:  The Importance of 
Dissent1
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Corporate culture is both critical 
and unavoidable.

Corporate culture drives 
behavior.

Employees may create their own 
culture.

Corporate culture is difficult to 
change.

Ethics/compliance policies 
cannot trump culture.

1:  “The Disadvantages of Corporate Culture,” Sophie Johnson (available at 
http://smallbusiness.chron.com/disadvantages-corporate-culture-67042.html) .

 A culture grows in every corporation, whether 
intentionally or not.  

 Culture will institutionalize behavioral norms, 
whether positively or negatively, and will discourage 
individual evaluation.

 In the absence of a strong tone from the top, 
employees are likely to create their own culture.

 Employees may find changes to corporate culture 
threatening, or fear, resent, or resist changes.

 Compliance and ethics documents cannot inspire 
behavior that is contrary to what the corporate culture 
demands.

A company with an effective culture of compliance will listen to the corporate gadfly, 
who may help identify potential weaknesses in the corporate culture.  

http://smallbusiness.chron.com/disadvantages-corporate-culture-67042.html


Communicating on Compliance1
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 In response to a recent survey of more than 800 executives globally,1 approximately 82% 
of respondents indicated that their senior leadership formally communicates with 
employees regarding compliance and ethics topics.

 Finding ways to incorporate compliance and ethics messaging into broad 
communications to employees and in day-to-day interactions with employees can help 
push the “tone at the top” into the broader compliance culture.

1:  PwC State of Compliance Study 2016.

82%

How?

How 
often?

Email 
communications

82%
Video messages 

38%
Training 

6%

Monthly 
19%

Annually 
22%

Town hall 
meetings

59%
All hands 

calls/meetings 
28%

Intranet 
2%

Quarterly 
33%

Every other year 
1%

Business unit 
meetings

46%
Audio messages 

11%

Semi-annual 
21%

Don’t know 
4%



Evolving Compliance Program Expectations
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 An historic emphasis in corporate compliance on policies 
and procedures – the “paper” compliance program – has 
given way, with expanded expectations from regulators, to a 
focus on ensuring the effectiveness of the program in 
practice.  

- Adequate policies and procedures have become the 
baseline presumption.

- Regulators are increasingly demonstrating interest in 
how a company animates the letter of its compliance 
program to ensure that potential violations are detected 
and prevented.  

- This in turn leads to emphasis on testing and 
monitoring both within the program 
(e.g., through the use of sophisticated data 
analytics) and without (e.g., via internal audit).

Increasingly, regulators will probe and insist that companies show corporate compliance 
programs to be more than paper tigers – to have real bite. 

“We are . . . interested in 
how a firm measures 

compliance with its cultural 
values; what metrics, if any, 
it uses; and how it monitors 

for implementation and 
consistent application of 

those values throughout its 
organization.” 

- Former FINRA Chairman 
and CEO

May 23, 2016



Creating an Effective and Independent Compliance 
Function1
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Own the risk process

Focus on the cracks

Tie compliance to 
operational risk concerns

Monitor and measure 
progress from the top 

down

 The effective and independent compliance function will 
have direct input into the risk assessment and 
management processes and will have the ability to 
report directly to the board.  

 The effective and independent compliance function will 
be able to assess regulatory requirements and identify 
potential areas of concern, independent of the 
company’s risk assessment processes. 

 The effective and independent compliance function will 
be able to assess compliance and operational risks 
together with the company’s strategic plans.

 The effective and independent compliance function will 
be able to assess management’s tone at the top and 
report directly to the board. 

1:  “Compliance in 2016: More Than Just Following Rules,” Piotr Kaminski and Kate 
Robu; McKinsey (July 2016).
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Upcoming Gibson Dunn Webcasts &
Today’s Panelists



Upcoming Gibson Dunn Webcasts
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 February 8, 2017, 11:00 pm – 12:30 pm EST

- Tectonic Shifts in the Landscape of Economic Sanctions: Will the Pace of Change in 
2016 Continue?

- Panelists: Patrick Doris, Jose Fernandez, Judith Lee, Adam Smith, Mark Handley, 
Kamola Kobildjanova, Taylor Spragens, David Wolber

 February 28, 2017, 12:30 pm – 1:30 pm EST

- IPO/Cybersecurity

- Panelists: Andrew Fabens, Stewart McDowell, Alexander Southwell, Peter Wardle
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F. Joseph Warin is chair of the Washington, D.C. Office’s Litigation Department, which consists of over 175 attorneys.  Mr. Warin also serves as co-chair of the firm’s White 
Collar Defense and Investigations Practice Group.  He served as Assistant United States Attorney in Washington, D.C. from 1976-83.  In that capacity, Mr. Warin was 
awarded a Special Achievement award by the Attorney General.  As a prosecutor, he tried more than 50 jury trials. Mr. Warin acted as Independent Monitor for Statoil and 
Alliance One, and was appointed U.S. Counsel to the German Monitor for Siemens.

Mr. Warin's areas of expertise include white collar crime and securities litigation and enforcement – including Foreign Corrupt Practices Act investigations, False Claims Act 
cases, special committee representations, compliance counseling and complex class action civil litigation.  Mr. Warin has handled cases in more than 35 states.  His clients 
have included corporations, officers, directors and professionals in regulatory, investigative and trial matters.  These representations have involved federal regulatory inquiries, 
criminal investigations and Congressional hearings.  Recently, Mr. Warin argued the motion to dismiss in one of the largest data breach cases in history.

For many years, Mr. Warin has been hired by audit committees or special committees of public companies to conduct investigations into allegations of wrongdoing.  These 
investigations have been in a wide variety of industries including energy, financial services, technology, oil services, health care, and telecommunications.  In addition, he 
routinely counsels counsels boards of directors and company management of their obligations and the latest developments in company governance.

Mr. Warin has conducted FCPA investigations relating to business in 55 countries, including, Argentina, Austria, Bangladesh, Brazil, China, Croatia, Dubai/UAE, France, 
Germany, Great Britain, India, Iran, Iraq, Italy, Jordan, Kazakhstan, Korea, Lebanon, Libya, Mexico, Nigeria, Norway, Panama, Peru, Philippines, Poland, Qatar, Russia, 
Saudi Arabia, South Africa, and Yemen.  In connection with these investigations, Mr. Warin has provided advice to general counsels and senior management regarding 
company practices, enhancements to compliance programs, disciplinary action for company employees and remedial measures for improving compliance.  Some investigations 
have also prompted voluntary disclosures to the SEC and DOJ, and Mr. Warin handled the DOJ and SEC investigations. 

Mr. Warin is one of only ten lawyers in the United States with Chambers rankings in five categories. Chambers Latin America 2017 ranked him in tier one in Latin-America 
wide: Fraud and Corporate Investigations.   He received the Chambers USA Award for Excellence in 2014 in the category of Litigation: White Collar Crime & Government 
Investigations.  The Excellence awards are given to those who “have excelled above all others in the U.S. legal market over the period 2013-14.” Mr. Warin was honored by 
Who’s Who Legal for a second year in a row as its 2015 Investigative Lawyer of the Year. Winners are the “most widely recognized for their achievements by the global legal 
market” as determined by private practitioners and in-house counsel.  In 2016, Who’s Who Legal and Global Investigations Review also named Mr. Warin to their list of 
World’s Ten-Most Highly Regarded Investigations Lawyers. He has been listed in The Best Lawyers in America® every year from 2006 – 2017 for White Collar Criminal 
Defense. Best Lawyers® also named Mr. Warin 2016 Lawyer of the Year for White Collar Criminal Defense in the District of Columbia.  In 2016, he was named among the 
Lawdragon 500 Leading Lawyers in America. From 2015-2017, he has been selected by Chambers and Partners Latin America as a top tier lawyer, Latin America-wide, in 
Fraud & Corporate Investigations. Chambers Global 2016 ranked Mr. Warin as a top attorney for USA – FCPA. In 2016 Chambers USA: America's Leading Lawyers for 
Business selected Mr. Warin as a Leading Lawyer in the areas of Securities Regulation Enforcement, Securities, and Litigation: FCPA in the nation. He was also ranked as a 
Leading Lawyer in the areas of Securities Litigation and White Collar Crime and Government Investigations in the District of Columbia. He was selected as a 2015 Top 
Lawyer for Criminal Defense by Washingtonian magazine. U.S. Legal 500 named Mr. Warin a 2016 Leading Lawyer for White Collar Criminal Defense Litigation. 
Benchmark Litigation has recognized him a U.S. White Collar Crime Litigator Star for five consecutive years (2013-2017).   The National Law Journal named F. Joseph 
Warin among its 2015 White Collar Trailblazers December 14, 2015. In 2013, Mr. Warin was awarded the Best FCPA Client Service Award by Main Justice.  He was also 
named to the publication’s FCPA Masters list.  In 2011, Mr. Warin was named a white collar law MVP by Law360.  Mr. Warin was named a Special Prosecutor by the District 
of Columbia Superior Court in 1988.

F. Joseph Warin
1050 Connecticut Avenue, N.W. 
Washington, D.C. 20036-5306, USA 
Tel: +1 202.887.3609 
FWarin@gibsondunn.com 
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Stuart F. Delery
1050 Connecticut Avenue, N.W. 
Washington, D.C. 20036-5306, USA 
Tel: +1 202.887.3650
SDelery@gibsondunn.com 

Stuart F. Delery is a litigation partner in the Washington, D.C. office of Gibson, Dunn & Crutcher. Before joining the firm, he was the Acting 
Associate Attorney General of the United States, the third-ranking position at the U.S. Department of Justice. Mr. Delery's practice focuses on 
representing corporations and individuals in high-stakes litigation and investigations that involve the federal government across the spectrum of 
regulatory litigation and enforcement.

As the Acting Associate Attorney General from 2014-2016, Mr. Delery oversaw the civil and criminal work of five of DOJ's litigating divisions --
Antitrust, Civil, Civil Rights, Environment and Natural Resources, and Tax -- as well as components supporting state and local law enforcement, 
among others. As a member of DOJ's senior management team, he assisted the Attorney General and Deputy Attorney General in formulating and 
implementing DOJ policies. He routinely advised on the most significant legal questions facing the United States, including questions concerning 
the scope of authority of the federal government. Mr. Delery also served as Vice Chair of the Steering Committee of the President's Financial 
Fraud Enforcement Task Force and oversaw the Residential Mortgage-Backed Securities (RMBS) working group.

Previously, Mr. Delery was the Assistant Attorney General for the Civil Division, the Department's largest litigating component, a position to 
which he was confirmed by the Senate by unanimous consent. As head of the Civil Division from 2012-2014, he supervised nearly 1,000 lawyers 
representing the United States, the President and Cabinet officers, and other federal officials. The Civil Division's docket covers the full range of 
government activities, including legal challenges to Congressional statutes, Administration policies and federal agency actions. He also 
supervised the DOJ's enforcement efforts under the False Claims Act, FIRREA and the Food, Drug and Cosmetic Act.

While in the Civil Division, Mr. Delery personally argued some of the government's most significant cases, including high-profile appeals 
involving the unconstitutionality of the Defense of Marriage Act and interpretation of the Affordable Care Act. 

Earlier in his seven-year tenure at DOJ, Mr. Delery served in a number of senior positions, beginning as Chief of Staff and Counselor to the 
Deputy Attorney General in January 2009. His positions included Senior Counselor to the Attorney General, in which he advised on national 
security litigation and policy and matters arising from the Office of the Solicitor General, the Civil Division and the Office of Legal Counsel.

Prior to his government service, Mr. Delery practiced with an international law firm from 1995 to 2009, where he had a diverse litigation and 
securities practice.  Mr. Delery clerked for U.S. Supreme Court Justices Sandra Day O'Connor and Byron White and for Judge Gerald Bard Tjoflat
of the U.S. Court of Appeals for the Eleventh Circuit. He received his law degree in 1993 from Yale Law School.
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Stephanie L. Brooker, former Director of the Enforcement Division at the U.S. Department of Treasury’s Financial Crimes Enforcement Network (FinCEN) 
and a former federal prosecutor, is a partner in the Washington, D.C. office of Gibson, Dunn & Crutcher.  She is Co-Chair of the Financial Institutions 
Practice Group and a member of the White Collar Defense and Investigations Practice Group.  As a prosecutor, Ms. Brooker served as the Chief of the Asset 
Forfeiture and Money Laundering Section in the U.S. Attorney’s Office for the District of Columbia, tried 32 criminal trials, and briefed and argued criminal 
appeals.

Ms. Brooker’s practice focuses on compliance counseling, internal investigations, regulatory enforcement, and white-collar criminal defense, including 
representing financial institutions in connection with regulatory, civil and criminal enforcement actions and in responding to regulatory examinations 
involving compliance with anti-money laundering (AML) laws and regulations.  Ms. Brooker’s practice also includes handling criminal money laundering 
matters involving a wide range of financial institutions and multi-national businesses and significant criminal and civil asset forfeiture matters.  

Before joining Gibson Dunn in April 2016, Ms. Brooker served as the first Director of FinCEN’s Enforcement Division, which is the lead federal regulator 
with responsibility for enforcing the U.S. AML laws and regulations.  In this role, she oversaw all of FinCEN’s domestic and foreign enforcement and 
compliance under the BSA, such as civil money penalty actions and injunctions against a wide range of financial institutions, including banks, credit unions, 
broker-dealers, money services businesses, virtual currency entities, casinos, futures, insurance, and dealers in precious metals, stones and jewels.  She also 
oversaw rulemaking actions under Section 311 of the PATRIOT Act against foreign institutions and jurisdictions and Geographic Targeting Orders. 

As Enforcement Director, Ms. Brooker also oversaw for the agency litigation of contested enforcement actions, including several cases of first impression in 
federal court handled by the Department of Justice (DOJ) on behalf of the agency.  She also oversaw examinations of regulated financial institutions and 
development of compliance strategies.  Ms. Brooker worked closely with a wide range of state and federal partners, including DOJ/Asset Forfeiture and 
Money Laundering Section, U.S. Attorneys’ offices, State Department, Securities and Exchange Commission, Federal Reserve Board, Office of the 
Comptroller of the Currency, Federal Deposit Insurance Corporation, Consumer Financial Protection Bureau, Financial Industry Regulatory Authority, and 
the Conference of State Bank Supervisors.

Prior to serving as Enforcement Director, Ms. Brooker served as Chief of Staff and Senior Advisor to the Director of FinCEN.  In this role, she worked on 
BSA enforcement, rulemakings, guidance, advisories, and regulatory priorities.  During her tenure at FinCEN, Ms. Brooker worked on a range of substantive 
issues, including cyber-related threats to financial institutions, terrorist financing, and compliance with FATF standards. 

Ms. Brooker clerked for Judge Diana Gribbon Motz of the U.S. Court of Appeals for the Fourth Circuit and for Judge James Robertson of the U.S. District 
Court for the District of Columbia.  She also worked in private practice as an appellate litigation associate at an international law firm.  She graduated magna 
cum laude in 2001 from Georgetown University Law Center, where she served as Managing Editor of Georgetown Law Journal and was elected to the Order 
of the Coif.  She graduated with highest distinction from Northwestern University with a B.S. in Journalism in 1996. She was also selected as a Harry S. 
Truman Scholar.  Ms. Brooker serves as Treasurer of the Board of Directors of the Robert A. Shuker Scholarship Fund.  Ms. Brooker is admitted to practice 
in the District of Columbia.

Stephanie L. Brooker
1050 Connecticut Avenue, N.W. 
Washington, D.C. 20036-5306, USA 
Tel: +1 202.887.3502
SBrooker@gibsondunn.com 
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Patrick Stokes is a litigation partner in Gibson, Dunn & Crutcher's Washington, D.C. office. He is a member of the firm's White Collar Defense and 
Investigations, Securities Enforcement, and Litigation Practice Groups. 

Mr. Stokes' practice focuses on internal corporate investigations, compliance reviews, government investigations, and enforcement actions regarding 
corruption, securities fraud, and financial institutions fraud. He has tried more than 30 federal jury trials as first chair, including high-profile white-collar 
cases, and handled 16 appeals before the U.S. Court of Appeals for the Fourth Circuit. Mr. Stokes is equally comfortable leading confidential internal 
investigations, negotiating with government enforcement authorities, or advocating in court proceedings.

Prior to joining Gibson Dunn, Mr. Stokes spent nearly 18 years with the U.S. Department of Justice (DOJ). From 2014 to 2016 he headed the FCPA Unit, 
managing the DOJ's FCPA enforcement program and all criminal FCPA matters throughout the United States, covering every significant business sector, and 
including investigations, trials, and the assessment of corporate anti-corruption compliance programs.

From 2010 to 2014, he served as Co-Chief of the DOJ's Securities and Financial Fraud Unit. In this role, he oversaw investigations and prosecutions of 
financial fraud schemes involving accounting fraud, benchmark interest rate manipulations, insider trading, market manipulation, Troubled Asset Relief 
Program (TARP) fraud, government procurement fraud, and large-scale mortgage fraud, among others. 

From 2002 to 2008, Mr. Stokes served as an Assistant United States Attorney in the Eastern District of Virginia, where he prosecuted a wide variety of 
financial fraud, immigration, and violent crime cases. From 1998 to 2002, he served in the DOJ's Tax Division as a trial attorney in the Western Criminal 
Enforcement Section.

Mr. Stokes received various awards while at the DOJ, including the Attorney General's Distinguished Service Award in 2013 and 2014 and the Assistant 
Attorney General's Exceptional Service Award (Criminal Division) in 2011 and 2014.

Mr. Stokes received his bachelor's degree and Juris Doctor from the University of Virginia, where he was an editorial board member of the Virginia Journal 
of Social Policy and the Law.

Mr. Stokes is admitted to practice in the Eastern District of Virginia, the Western District of Washington, and the Fourth Circuit. He is a member of 
the Maryland State Bar and is not yet admitted to the District of Columbia Bar. He currently practices under the supervision of Principals of the Firm.

Patrick F. Stokes
1050 Connecticut Avenue, N.W. 
Washington, D.C. 20036-5306, USA 
Tel: +1 202.955.8504
PStokes@gibsondunn.com 
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200 Park Avenue 
New York, NY 10166-0193, USA
Tel: +1 212.351.2309
LZyskowski@gibsondunn.com

Lori I. Zyskowski

Lori Zyskowski is a partner in Gibson Dunn’s New York office. She is a member of the Securities Regulation and Corporate 
Governance Practice Group. Ms. Zyskowski advises clients on securities disclosure and compliance issues, corporate governance 
and executive compensation best practices, and shareholder engagement and activism matters.

Prior to joining Gibson Dunn, she was an in-house corporate lawyer at General Electric. As Executive Counsel, Corporate, 
Securities & Finance, Ms. Zyskowski advised GE’s board of directors and senior management on corporate governance, 
compliance and securities law issues. She was responsible for outreach to institutional investors on governance and executive 
compensation issues and overseeing the company’s response to shareholder proposals. She oversaw the company’s periodic 
reporting, insider trading and fair disclosure training, registered offerings, proxy statement and other SEC and NYSE 
filings. Ms. Zyskowski also advised on mergers, acquisitions, dispositions and financial services regulatory matters.

Before that, Ms. Zyskowski was Corporate and Securities Counsel and Assistant Secretary at Pitney Bowes from 2006 to 2009. In 
that capacity, she served as the Secretary of the Audit Committee and Counsel to the Executive Compensation Committee of Pitney 
Bowes’ board of directors. She also managed the securities governance department, which oversaw director and officer ownership 
reporting and subsidiary management.

From 2002 to 2005, she served as the Assistant General Counsel, Securities, at MeadWestvaco. Following the adoption of the 
Sarbanes-Oxley Act, she was responsible for designing and implementing the new corporate governance processes under the 
NYSE corporate governance listing standards for MeadWestvaco.

Ms. Zyskowski is a frequent speaker on governance, proxy and securities disclosure panels and is very active in the corporate
governance community. She is a member of the board of directors of the Society for Corporate Governance and served as 
Secretary to the board from 2011 to 2013.

She graduated from Columbia University School of Law in 1996 and was a Harlan Fiske Stone Scholar.  Ms. Zyskowski received 
her undergraduate degree from Harvard University.
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Adam M. Smith is a partner in the Washington, D.C. office of Gibson, Dunn & Crutcher. He is an experienced international 
lawyer with a focus on international trade compliance and white collar investigations, including with respect to federal and state 
economic sanctions enforcement, the Foreign Corrupt Practices Act, embargoes, and export controls.

From 2010-2015 Mr. Smith served in the Obama Administration as the Senior Advisor to the Director of the U.S. Treasury 
Department's Office of Foreign Assets Control (OFAC) and as the Director for Multilateral Affairs on the National Security 
Council. At OFAC he played a primary role in all aspects of the agency's work, including briefing Congressional and private 
sector leadership on sanctions matters, shaping new Executive Orders, regulations, and policy guidance for both strengthening
sanctions (Russia and Syria) and easing measures (Burma and Cuba), and advising on enforcement actions following sanctions 
violations.

Mr. Smith travelled extensively in Europe, the Middle East, Asia, Africa, and the Americas conducting outreach with governments 
and private sector actors on sanctions, risk, and compliance. This outreach included meetings with senior leadership in several
sectors including finance, logistics, insurance and reinsurance, energy, mining, technology, and private equity.

Mr. Smith frequently chaired the Treasury delegation to EU/G7 consultations regarding Russia sanctions and negotiated with EU 
institutions and member states to implement coordinated measures. Additionally, Mr. Smith managed the development and 
implementation of the U.S. government's international outreach program on Congressionally-mandated Iran sanctions and helped 
develop proposed sanctions relief strategies as a part of the Iranian nuclear negotiations.

During Mr. Smith's tenure on the White House's National Security Council he advised the President on his multilateral agenda 
including with respect to international sanctions, coordinated inter-agency efforts to relieve U.S. economic restrictions on Burma, 
and developed strategies to counter corruption and illicit flows and to promote stolen asset recovery.

Mr. Smith frequently advises compliance officers of Fortune 500 companies regarding deal compliance, regulatory interpretation, 
licensure requests from relevant agencies, building compliance programs, and defending in both federal and state fora allegations 
of noncompliance.

Adam M. Smith
1050 Connecticut Avenue, N.W.
Washington, DC 20036-5306, USA
Tel: 202.887.3547
ASmith@gibsondunn.com
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Sarah Fortt is an associate in the Washington, D.C. office of Gibson, Dunn & Crutcher, 
practicing in the Securities Regulation and Corporate Governance and Executive Compensation 
and Employee Benefits Practice groups. Ms. Fortt has advised clients, including public 
companies and their boards of directors, on a wide array of matters, including corporate 
governance best practices, executive compensation-related matters, Securities and Exchange 
Commission reporting and exchange requirements and issues and shareholder proposal 
matters. Ms. Fortt also advises non-profit organizations on corporate governance issues.

Ms. Fortt received her J.D. from Yale Law School in 2010 and graduated summa cum laude from 
Gordon College in 2004. Prior to joining Gibson Dunn, Ms. Fortt practiced in the executive 
compensation and benefits department at Cravath, Swaine & Moore LLP.

Ms. Fortt is admitted to practice in the State of New York and the District of Columbia.

Sarah E. Fortt
1050 Connecticut Avenue, N.W. 
Washington, D.C. 20036-5306, USA
Tel:  202.887.3501
SFortt@gibsondunn.com
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