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Cybersecurity Dominated Recent Headlines

* Numerous significant data breaches at major retailers
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* Cyberattacks increasingly sophisticated and beyond retail
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Cybersecurity Incidents Worldwide

o
o
i
Annualized growth
rate of 61%
%
C
Qo
=10
=
o

2009 2010 2011 2012 2013 2014 2015

Source: PWC Global State of Information Security Survey 2015, Figure 2 & PWC Global State of Information
Security Survey 2016, Appendix A




Categories of Cybersecurity Incidents and Sources of

Risks

Incidents by Attacker
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Data Breach Costs Continue to Increase

* Average number of records breached per breach in the United States in
2016:29,611.

« Average per capita costof a data breach in the United States in FY 2016:
$221,compared to $217in FY 2015 and $201 in FY 2014.

* Average total organizational cost of data breach in the United States in
2016: $7.01M comparedto $6.53Min 2015 and $5.85Min 2014.
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Major Concerns of GCs and Boards

GCs and directors reporting a need for better r
information and processes regarding IT strategy and risk FIGURE 1 \
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Source: Corporate Board Member — Law in the Boardroom Source: Corporate Board Member — Law in
Study (2015), Figure 3 the Boardroom Study (2015), Figure 1



Risks From a Cyberattack

- Damage to Business
* Lost Customers/Revenue
- Damage to Reputation/Brand
- Diverted Management and Board Focus
+ Direct Response Costs

 Litigation/Regulatory Risks
- Law Enforcement Investigations (e.g., FBI, Secret Service)
* Regulatory investigations (e.g., FTC, state AGs, FCC, SEC)
« Consumer Class Actions
 Derivative Actions
« Shareholder Actions

* Impact to Public Company/Stock Price
* Loss of Investor Confidence
* Negative Financial Impact
- Failure to Meet Guidance



Key IPO Considerations

 Disclosure
* Registration statement/prospectus must appropriately disclose material risks
of cybersecurity
« Underwriters due diligence
« Underwriters seeking to establish due diligence defense by conducting
reasonable diligence
* Public attention

» Publicity around IPO/being a public company may attract higher level of
attack/scrutiny




Scrutiny Turns Internal

While law enforcement focuses on prosecution of hackers, regulators, investors and
plaintiffs analyze behavior of victim companies.

« Scrutiny on:
- Did company adequately plan/prepare for possible breach?

* How quickly and efficiently did company discover the intrusion?

* How did company respond, including securing the breach, remediation
efforts, notice to consumers, etc.?

* Were the company’s disclosures adequate?

- Standards for what is deemed “reasonable” in the cybersecurity arena
continue to evolve
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Securities Fraud and Derivative Litigation: New Areas

of Potential Exposure

* New area of focus for plaintiffs’ attorneys

» Possibility of Section 11, Section 12 and Rule 10b-5 lawsuits if significant stock drop
» Focus on misrepresentations or omissions concerning safeguards, disclosures
of breaches, response to cyberattacks
+ Derivative lawsuits against Directors and Officers

+ Alleging breaches of fiduciary duties, mismanagement, abuse of control, and
corporate waste relating to oversight of Company’s policies and procedures
concerning cybersecurity, disclosures, and response to cyberattacks

« At least 6 lawsuits filed since 2009, with two lawsuits filed in 2014 and one
each in 2015, 2016, and 2017
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Assessing Exposure

- Data identification and prioritization
* What types of data do we store? Where? What is most sensitive?

+ Enterprise Risk Management (ERM)

* Does an ERM framework exist? Does it cover data security? Business
continuity? Disaster recovery?

* Formal cybersecurity Incident Response Plan (IRP)?

- Corporate governance issues
« C-suite level executive responsible for cybersecurity
« Board committee focused on cybersecurity
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Assessing Exposure

Consider the sector
* Is the company’s market attractive to hackers?

» Are there regulatory rules or guidance from self-regulatory bodies regarding
cybersecurity?

Consider prior data security incidents

« Has the company been breached before? If so, how did the company
respond?

Review the company’s IT infrastructure and vendors
« What functions does the target outsource?
- Do vendors have adequate security protocols?

Review the company’s policies, procedures, and corporate governance
* Do they demonstrate that the company takes cybersecurity seriously?
* Are they commensurate with the risk?




Responding to the Risks: Preparedness

* Incident Response Plan (IRP)
* Critical elements

* Pre-selected, multidisciplinary Incident d
Response Team (IRT)
* Clear delegation of authority r

» Clear escalation procedures
* Incident severity classification system

+ Key outside contacts identified —
computer security, forensics,
outside counsel, public/media relations,

law enforcement A

* Post-incident feedback loop to improve
response capabilities
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Responding to the Risks: Preparedness

Regular employee training

Formal policies

Asset management

Technical best practices
* Encryption
» Access control / ID management

« Secure destruction
 Intrusion detection systems
- Data loss prevention software
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Responding to the Risks: Testing Preparedness

* Penetration testing
* Hire “white hat” hackers to find vulnerabilities

+ Stress testing
* Learn your IT system’s breaking points
« Understand vulnerabilities to denial-of-service attacks

« Social engineering assessments
* E.g., Internal phishing campaigns

« “Tabletop” exercises
- Simulated cybersecurity emergency
« Test/improve response processes
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Responding to the Risks: Board Oversight

*  What should Directors be asking?

*  What are our data “crown jewels”? Encrypted?
What would happen if hackers got to them?

« Who are our likely adversaries?
* What are the most likely attack vectors?
« Are our own Board communications secure?
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* Have we been breached before? How many times?
What happened? What did we learn? How have we
improved?

* Do we conduct external security audits?
What have they shown?

* Is oversight structured in compliance with applicable
regulation and guidance?
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Responding to the Risks: Board Oversight

* What should Directors be asking?
Do we have an IRP? Do we follow it? Test it?
* Does our IRP take into account the

NIST Cybersecurity Framework? $' | -F ”

- Should we seek any certifications (e.g., ISO 27001)?
* Who's on our IRT? Are they qualified?
- How else are we protecting ourselves?

- What else can we do that we are not doing? What are
the costs/benefits?
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« How should oversight be structured?
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Responding to the Risks: Communicating About

Preparedness

* For employees
« Communicating about cybersecurity, computer use,
social media policies
* For the Board

* Regular meetings with committee focused on
cybersecurity

* Regular agenda items and presentations regarding
cybersecurity for full Board
* For the public/investors
* Privacy policies
« Disclosures to the SEC, other regulators, and investors
* Representations in advertising and marketing materials
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Responding to the Risks: Evaluating Cyber Insurance

+ Market expanding

- Common types of coverage

General liability and D&O policies usually not adequate
Significant variations in terms and coverage

May mitigate disclosure obligations by reducing financial risk
of cyber incident

Crisis management expenses
Notification costs

Credit monitoring costs

Business interruption

Litigation / regulatory response costs

Network security
Privacy liability
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Next Steps — Analysis of Cybersecurity and Data

Privacy for Pre-IPO Client

* As part of the IPO preparation, Gibson Dunn analyzes client’s policies, procedures
and practices

*  Scope of review includes
— Review of relevant policies
— Calls with and questions posed to client personnel
«  Provides client with analysis and recommendations that can include, e.g.

— Recommendations to build out business continuity plan by considering
responses to specific types of threats, clarifying roles and responsibilities and
clarifying customer notification procedures

— Recommendations to augment data security policy with more detail regarding
access controls, authentication and authorization

— Recommendations to augment “Bring your Own Device,” email and password
policies for employees

— Recommendations to augment board oversight of cybersecurity matters
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