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International Data Privacy Day was on January 28, 2022, and practitioners and enforcers
alike took the opportunity to recognize developments over the past year, and look forward
to what’s next.[1]  California Attorney General Rob Bonta’s Office was no exception. 
Attorney General Bonta’s Office published Friday a press release announcing “an
investigative sweep of a number of businesses operating loyalty programs in California”
and that the Attorney General sent notices alleging noncompliance with the California
Consumer Privacy Act (CCPA).

The CCPA passed in 2018, took effect January 1, 2020, and following multiple
amendments and various versions of regulations, enforcement by the California Attorney
General started July 1, 2020.  Since that time, Attorney General Bonta’s Office’s
enforcement priorities had appeared to focus on transparency (e.g., in privacy notices),
sale requirements (e.g., ensuring sufficient opt-outs), verification, and CCPA right request
forms.  Indeed, in July 2021, the Attorney General’s Office published examples of its
CCPA enforcement cases, only one of which related to transparency in the context of a
loyalty program. In this release, the Office also launched a consumer reporting link, which
allowed consumers to report potential violations to the Attorney General’s Office.

Now, it seems the Attorney General’s Office is adding fuel to the focus on loyalty
programs in its list of enforcement priorities.  As a reminder, the CCPA has various
provisions and regulations relating to loyalty programs.  Under CCPA’s Section 1798.125:

“a business shall not discriminate against a consumer because the consumer
exercised any of the consumer’s rights under this title, including, but not limited to,
by:  (B)  Charging higher prices or rates for goods or services, including through
the use of discounts or other benefits,” except that businesses can provide a
different price, rate, level or quality, if the offering is:

“in connection with a consumer’s voluntary participation in a loyalty, rewards,
premium features, discount, or club card program”;

“reasonably related to the value provided by the consumer’s data”;

“for a specific good or service whose functionality is reasonably related to the
collection, use, or sale of the consumer’s data.”

The CCPA Regulations provide further clarity on these provisions, stating among other
requirements, that if “a business is unable to calculate a good-faith estimate of the value
of the consumer’s data or cannot show that the financial incentive . . . is reasonably
related to the value of the consumer’s data, that business shall not offer the financial
incentive or price or service difference” (Section 999.336, emphasis added), and that an
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explicit notice of financial incentive is required, which should include (1) a summary of
the program, (2) material terms, (3) how to opt in and how to withdraw from the program,
and (4) how the incentive is reasonably related to the value of the consumer’s data,
including a good-faith estimate of the value, and the description of the method the
business used to calculate it (Section 999.307).

Section 999.337 offers more detail regarding how to calculate the value of consumer data,
including providing eight factors for consideration, such as the average value to the
business, the revenue generated by the business from the processing of the consumers’
information, and the expenses relating to the processing.

Attorney General Bonta’s announcement serves as a helpful reminder that businesses
offering financial incentives (including potentially discount coupons for submitting an email
address), or loyalty programs (such as usage perks or membership discounts), should
consider their CCPA compliance, and in particular review their disclosures regarding such
programs.  It is also a reminder more generally that the Attorney General’s Office remains
active in enforcing the CCPA, at least until July 2023, when enforcement of the CPRA will
begin.

We remain available to discuss your particular compliance needs, including regarding
loyalty programs, to which businesses may have devoted less attention in their CCPA
compliance efforts, in light of the late finalization of the regulations in August 2020.

______________________

[1] See, for example, Gibson Dunn’s International Cybersecurity and Data Privacy Outlook
and Review – 2022, Jan. 31, 2022, available at https://www.gibsondunn.com/international-
cybersecurity-and-data-privacy-outlook-and-review-2022/.
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