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The Federal Trade Commission recently doubled down on its efforts to combat perceived
deception and privacy violations in the education sector, and in particular, perceived Brendan Krimsky
violations by education technology providers and for-profit educational institutions.

On May 19, 2022, the FTC commissioners unanimously[1] voted to adopt a new Policy
Statement on educational technology and the Children’s Online Privacy Protection Act
(COPPA). In the Policy Statement, the agency promised to “scrutinize compliance with the
full breadth of the substantive provisions of the COPPA rule and statutory language,” with
a particular focus on protecting children who are required to use certain technology to
complete schoolwork.[2] The Policy Statement is one in a series of signals that the FTC
will aggressively enforce COPPA, specifically in the context of technology used for
school—a scenario in which “children are a captive audience,” according to the FTC.[3]

FTC Chair Lina Khan reinforced these sentiments at the FTC’s May 19 open meeting,
stating that COPPA is not merely a notice and consent framework, but places clear
restrictions on the data that companies may collect from children. She expressed
particular concerns over children “surrender[ing their data] to commercial surveillance
practices,” in order to access educational resources online. She also expressed concerns
over “targeting” and “profiling” of children, across various platforms.[4]

With the Policy Statement, the FTC sends a reminder that covered businesses bear “the
responsibility for COPPA compliance . . . not schools or parents.” Specifically, the agency
will prioritize enforcement against:

(1) mandatory collection of information as a condition of participation, or collection
of data beyond what is reasonably necessary;

(2) use of children’s data outside of the authorized limited purpose;
(3) the retention of information for longer than is reasonably necessary; and,

(4) the failure to maintain the confidentiality, security, and integrity of children’s
personal information.

The FTC further made clear that it will take the position that a company is in violation of
COPPA'’s security provisions if the company fails to take reasonable security precautions,
regardless of whether an actual breach occurs.[5]

President Joe Biden commended the FTC “for unanimously taking a big step” toward
answering his call to strengthen privacy protections for children with the Policy Statement,
and reiterated his stated intention to strengthen privacy protections and ban targeted
advertising to children delivered in his State of the Union address.[6]
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The FTC has been grappling with the perceived “proliferation of technologies that
monetize the collection of personal information,” especially as it relates to children for over
a decade. The FTC has been charged with enforcing COPPA since it took effect in 2000,
and the agency amended COPPA in 2013 to broaden its scope to include previously
unregulated information, such as “persistent identifiers,” as well as photographs and voice
recordings, and to encompass third parties that have actual knowledge that they’re
collecting personal information from children.[7] With the proliferation of online learning,
the FTC wants to ensure that “ed tech doesn’t become a pretext for companies to collect
personal information in the classroom and in the home.”[8] Indeed, the FTC opened a
review of the COPPA Rule in 2019, ahead of the regulatory review schedule, to explore
whether amendments are needed in light of rapid technological advancements, and asking
specific questions concerning the EdTech industry, including whether to change
requirements concerning the deletion of children’s information and parental consent. The
FTC received 170,000 public comments in this review, setting the record for any
proceeding.[9]

The FTC issued the May 19 Policy Statement even though the agency’s COPPA review is
still pending. FTC Commissioner Christine Wilson asked the agency to prioritize the
conclusion of this review, given that it has been pending for three years.

The May 19 Policy Statement is not the only recent development related to COPPA. In
March 2022, the FTC settled a matter over allegations that a company collected data from
children without proper parental consent.[10] As part of the settlement, the company paid
a $1.5 million penalty, was required to delete all personal information that was collected in
a manner that violated COPPA, and had to destroy all models or algorithms developed in
whole or in part using improperly collected personal information. More than a mere interest
in enforcing COPPA generally, this case signals the Commission’s focus on the use of
children’s data to create advanced algorithms, and therefore, the destruction of such
algorithms as a remedy for COPPA violations.

The FTC also signaled its interest in how children interpret advertising, both in the context
of COPPA and its Guides on Endorsements and Testimonials. The same day the FTC
issued the Policy Statement, the agency announced an October workshop focusing on
“stealth advertising” to children—a phenomenon where the line between paid
advertisements and unsponsored influencer content has become blurred—particularly with
respect to the rise of the child influencer.[11] The workshop will feature legal experts as
well as scientists to discuss the development of children’s brains and the impact of stealth
advertising on impressionable children, in order to develop strategies to best protect kids.
The FTC is currently seeking research papers and written comments on topics including
children’s capacity at different ages and developmental stages to recognize and
distinguish advertising content, the “harms to children” caused by a failure to recognize
advertising, and what measures should be taken to protect children.[12]

EdTech is not the FTC'’s only educational sector interest area. The agency recently
issued Warning Letters in the for-profit education space, as well. Specifically, the FTC put
70 for-profit educational institutions on notice that the agency will seek to impose civil
penalties on any institution that commits acts that have been previously found to be unfair
or deceptive under Section 5,[13] using its Penalty Offense Authority.[14] The Commission
cautioned these companies against deceptive advertising, making false promises of jobs
or other favorable employment outcomes, and driving students into debt. Educational
institutions found to be in violation of these rules could face “steep penalties"—including
fines of more than $46,000 per violation.

Companies and other entities engaged in the education sector should be particularly
mindful of the FTC’s activities in this space, especially if they collect any information from
children, and ensure their practices do not run afoul of COPPA, the FTC Act, or related
requirements.

We are closely monitoring FTC developments, and are available to discuss these issues
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as applied to your particular situation.

[1] While every Commissioner ultimately voted to adopt the Policy Statement, 4
Commissioners (out of 5) issued their own, individual statements on the issue, noting a
spectrum of opinions. In fact, Commissioner Wilson only “reluctantly vot[ed] yes” on the
Policy Statement; and even so, only because the Statement “neither expands the universe
of entities covered by the COPPA Rule nor the circumstances under which the
Commission will initiate enforcement.” Oral Remarks of Commissioner Wilson at the
Open Commission Meeting (May 19, 2022),
https://www.ftc.gov/system/files/ftc_gov/pdf/P155401WilsonRemarks 0.pdf. Notably, the
May 19 open meeting was the first for newly installed Commissioner Alvaro Bedoya. He
stated that the Policy Statement reinforced original intent of Congress to go beyond the
notice and consent framework. Oral Remarks of Commissioner Bedoya at the Open
Commission Meeting, 13 (May 19, 2022),
https://www.ftc.gov/system/files/ftc_gov/pdf/Transcript-Open-Commission-Meeting-
May-19-2022.pdf. He also expressed the view that children have different online
experiences based on family circumstances. “Kids from working-class families ... [are]
more likely to use free apps, which track much more data than paid apps, and for a variety
of reasons, they end up giving up much more sensitive information about themselves.” Id.
at 14. Hence, Commissioner Bedoya was encouraged by Chair Khan’s call for “systemic
responses to problems.” While some tracking is benign, “I want to push back on the idea
that we need all this tracking . . . to make better apps for kids.” Id.

[2] Federal Trade Commission, Policy Statement of the Federal Trade Commission on
Education Technology and the Children’s Online Privacy Protection Act (2022).

[3] Id.
[4] Oral Remarks of Commission Chair Lina Khan at the Open Commission Meeting

(May 19, 2022), https://www.ftc.gov/system/files/ftc_gov/pdf/Transcript-Open-Commission-
Meeting-May-19-2022.pdf.

(5] Id.

[6] The White House, Statement from President Biden on FTC Vote to Protect
Children’s Privacy (May 19, 2022), https://www.whitehouse.gov/briefing-room/statements-
releases/2022/05/19/statement-from-president-biden-on-ftc-vote-to-protect-childrens-
privacy.

(7]
See, https://www.ftc.gov/business-guidance/blog/2022/05/ftc-ed-tech-protecting-kids-
privacy-your-responsibility.

18] Id.

[9] See, FTC, Student Privacy and Ed Tech (December 2017),
https://www.ftc.gov/news-events/events/2017/12/student-privacy-ed-tech.

[10] FTC, FTC Takes Action Against Company Formerly Known as Weight Watchers for
lllegally Collecting Kids’ Sensitive Health
Data,
https://www.ftc.gov/news-events/news/press-releases/2022/03/ftc-takes-action-against-
company-formerly-known-weight-watchers-illegally-collecting-kids-sensitive.

[11]
https://www.ftc.gov/news-events/news/press-releases/2022/05/ftc-hold-virtual-event-
protecting-kids-stealth-advertising-digital-media.
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[12] Id. The FTC will continue to accept comments and papers until July 18, 2022.

[13]
https://www.ftc.gov/news-events/news/press-releases/2021/10/ftc-targets-false-claims-
profit-colleges.

[14] FTC, Notices of Penalty Offenses, https://www.ftc.gov/enforcement/penalty-
offenses. See also, Gibson Dunn, The FTC at Full Strength: What to Expect Next (May 16,
2022), https://www.gibsondunn.com/the-ftc-at-full-strength-what-to-expect-next/.
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