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Connecticut has joined California, Virginia, Colorado, and Utah in enacting comprehensive
data privacy legislation, with a signature from Governor Lamont this week on the
Connecticut Data Privacy Act (“CTDPA”). Meanwhile, the text of Virginia’s privacy law
was amended and finalized, and the California Privacy Protection Agency (“CPPA”) held
pre-rulemaking stakeholder sessions about topics related to automated decision-making,
consumers’ rights, business’ concerns, and cybersecurity, among others. Companies
should account for these changes as they develop and refine their privacy compliance
programs.

Connecticut Data Privacy Act

The CTDPA draws heavily upon its predecessor statutes in Virginia and Colorado, with
very few departures of significance.[1] Indeed, while the specific combination of features in
the CTDPA may be unique, the combination is largely made of elements seen in at least
one of its preceding laws. The CTDPA will become effective by its terms in a little over a
year, on July 1, 2023[2] – six months after the California Privacy Rights Act (“CPRA”) and
Virginia Consumer Data Protection Act (“VCDPA”), simultaneously with the Colorado
Privacy Act (“CPA”), and six months before the Utah Consumer Privacy Act (“UCPA”).

Potentially one of the most significant differences between the CTDPA and other states’
laws may be within the threshold requirements. The CTDPA applies to persons that
conduct business in Connecticut or produce products or services that are targeted to
residents of the state, and that control or process the personal data of a particular number
of residents, namely either:

1. 100,000 or more Connecticut residents, excluding residents whose personal data
is controlled or processed solely for the purpose of completing a payment
transaction; or

2. 25,000 or more Connecticut residents, where the business derives more than 25%
of its gross revenue from the sale of personal data.[3]

Connecticut is the first state law to explicitly carve out payment transaction data from its
applicability threshold; this provision was added to alleviate concerns of restaurants, small
convenience stores, and similar businesses that process the personal information of many
customers for the sole purpose of completing a transaction.

Like existing state data privacy laws, the CTDPA grants consumers—defined as
Connecticut residents who are not acting in a commercial or employment context—various
rights, including: (1) to confirm whether an entity acting as a data controller is processing
their personal data, and to access such data; (2) to obtain a copy of their personal data in
a portable and readily usable format; (3) to correct inaccuracies therein; and (4) to delete
personal data provided by, or obtained about, them. It also requires data controllers to
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practice data minimization and purpose limitation, implement technical safeguards, and
conduct data protection assessments.[4] The CTDPA adopts language similar to that of
Virginia’s recent amendment, described more fully below, relating to compliance with a
consumer’s request to delete by opting the consumer out of the processing of such
personal data, where such information was obtained from a source other than the
consumer.

Like the Virginia and Colorado laws, the CTDPA allows consumers to opt out of the
processing of their personal data for purposes of (a) targeted advertising, (b) the sale of
personal data, and (c) profiling in furtherance of solely automated decisions that produce
similarly significant effects.[5] Like the California and Colorado laws, the CTDPA permits
consumers to designate an authorized agent to act on their behalf and opt out of the
processing of their data.[6] By January 1, 2025, data controllers must allow consumers to
exercise their opt-out right through an opt-out preference signal.[7] Unlike California, which
expects its CPPA to opine on what an opt-out signal might be, and how it might work, this
provision is largely undefined, encouraging the market to create signals, bringing with it
the potential for confusion as to what signals must be followed. The CTDPA, like other
state laws, also prohibits processing a consumer’s sensitive data without consent, and
requires data controllers to provide a mechanism for revoking consent that is “at least as
easy as” the mechanism by which the consumer provided consent.[8]

Like Virginia, Colorado, and Utah, and unlike California, Connecticut does not include a
private right of action in its law – the CTDPA limits enforcement to the states’ attorney
general.[9] Until December 31, 2024, enforcement actions will be subject to 60-day cure
period; thereafter, the attorney general may, but is not required to, provide an opportunity
to correct an alleged violation.[10] A violation of the CTDPA will constitute an unfair trade
practice,[11] which carries civil penalties of up to $5,000 per violation for willful
offenses.[12]

Finally, the CTDPA, similar to Virginia, requires the joint standing committee of the
General Assembly convene a task force to study various topics concerning data privacy.
The task force must submit a report of its findings and recommendations to the joint
standing committee by January 1, 2023.

Developments in Other States

Virginia

In April, Virginia Governor Youngkin signed into law three amendments to the VCDPA,
which finalizes the VCDPA’s text ahead of its January 1, 2023 effective date. The first
amendment concerns consumers’ right to delete their personal information. The VCDPA
grants consumers the right to delete “personal data provided by or obtained about” them.
The amendment provides that data controllers that have obtained personal data from a
source other than the consumer will be deemed to be in compliance with a consumer’s
request to delete if they opt the consumer out of the processing of such personal data,
allowing businesses to avoid potentially technically infeasible requirements to delete data,
so long as they no longer use it for any purpose.[13] The second amendment changes the
definition of “nonprofit organization” to include political organizations, thus exempting
them from the VCDPA.[14] The third and final amendment provides that all civil penalties,
expenses, and attorney fees will be paid into the state treasury and credited toward the
Regulatory, Consumer Advocacy, Litigation, and Enforcement Revolving Trust Fund,
rather than a separate Consumer Privacy Fund.[15] Unlike California’s and Colorado’s
laws, the VCDPA does not include rulemaking authority. Therefore, businesses subject to
the VCDPA can develop their compliance programs ahead of January 1, 2023 without
concern of significant changes resulting from the adoption of regulations.

California

As explained in more detail in a prior update, the CPPA is responsible for implementing
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and enforcing the CPRA and California Consumer Privacy Act (“CCPA”), a role which
includes updating existing regulations and adopting new regulations. The CPPA is
currently engaging in preliminary information-gathering activities to help inform its
rulemaking. The CPPA accepted written comments in Fall 2021, provided informational
sessions in March 2022, and, recently, held stakeholder sessions on May 4, 5, and 6,
2022, to provide an opportunity for stakeholders to speak on topics relevant to the
upcoming rulemaking.

The topics discussed during the stakeholder sessions included automated decision-
making, data minimization and purpose limitations, dark patterns, consumers’ rights,
business’ concerns, and cybersecurity, among others. Between two and ten stakeholders
spoke on each topic, and the speakers ranged from individuals to representatives of
private organizations, non-profits, government, and industry groups.

Below are highlights from some of the sessions:

Automated Decision-Making. Stakeholders articulated divergent views on the
definition of Automated Decision-Making (“ADM”). Industry stakeholders proposed
a narrower definition to exclude processes related to safety, such as automobile
lane-keeping features. Consumers and NGOs conversely asked for a broad
definition that would sweep in processes that are not fully automated but that
would have a substantial impact on individuals.

Business Concerns. Businesses expressed a number of concerns over their
responsibilities related to disclosure and consumers’ rights, including the difficulty
of harmonizing compliance across numerous regimes, including other states’ laws
and GDPR; the vagueness of certain definitions, including “contractor,” “service
provider,” and “sale,” among others; the cost of implementation; and harm to data-
driven businesses through strict interpretation of the “purpose limitation.”

Consumer Concerns. Consumers were concerned with the difficulty of navigating
click-through options to exercise their rights, noting that in some cases, they had to
hand over PII in connection with the verification process before they could ask for
correction or deletion of their information. Single-click and global, browser-level opt-
outs were the most commonly cited suggestion for making the consumer
experience of exercising rights more effective and easier, and discussion about
how those should be implemented based on the language of the statute were also
brought up.

Dark Patterns. Stakeholders requested more clarity on the definition of “dark
patterns,” and suggested that unfair and deceptive practice laws and regulations
could already be used to address dark patterns that harm consumers.

Cybersecurity and Risk Assessments. Speakers suggested looking to the GDPR
for guidance around risk assessment requirements and implementation, and
emphasized the benefits of harmonizing the requirements across jurisdictions.

The CPPA did not comment on any suggestions, and noted that they were in “listening
mode.” The CPPA has not commenced formal rulemaking activities, and continues to
gather information. Updates on the CPPA’s activities related to rulemaking are
available here.

Separately, there has been no further movement on the proposals floated by the California
legislature to extend the business-to-business and employment-related exemptions in the
CCPA, leaving businesses to continue to consider how to comply with the CPRA with
respect to those individuals’ information.

Other States

Proposed data privacy legislation currently remains in committee in Alaska, Louisiana,
Massachusetts, Michigan, North Carolina, New Jersey, New York, Ohio, Pennsylvania,
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Rhode Island, and Vermont. Numerous other states also are actively considering such
laws, with drafting and negotiations at various phases.

We will continue to monitor developments in this area, and are available to discuss these
issues as applied to your particular business.

__________________________
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