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Chapter 1

Gibson, Dunn & Crutcher LLP

Stephanie Brooker

Joel M. Cohen

Overview of Recent AML 
Gatekeeper International 
and U.S. Developments

of the privileges for confidential communications known to the 
common law”.7    
The debate in the United States is far from over.  As other countries 
successfully adopt the Gatekeeper Initiative, as the global threats 
of drug trafficking, human trafficking, terrorism, and nuclear 
proliferation intensify, and as long as the United States continues to 
be an attractive venue for money launderers, it will face pressure to 
regulate gatekeepers, including attorneys.  Because the United States 
views itself as a leader in eradicating money laundering and terrorist 
financing, the U.S. legal community may be forced to accept some 
of the compromises that other jurisdictions have found workable 
in order to implement the full extent of FATF’s recommendations.  
This article provides an historical overview of the Gatekeeper 
issue and discusses recent  developments, which are significant, 
and potential next steps in 2018 and beyond.  First, this article 
will discuss the history of FATF and the Gatekeeper Initiative.  It 
will also address attorney resistance to the Gatekeeper Initiative, 
focusing especially on criticism of it in the United States.  Second, 
this article will discuss the approaches that major jurisdictions 
have taken toward gatekeeper regulation in the European Union, 
the United Kingdom, Hong Kong, Australia, Canada, and the 
United States.  Finally, this article will describe the current climate 
surrounding gatekeeper regulation, particularly in the United States, 
including the recently renewed U.S. Congressional interest in 
enacting gatekeeper legislation and the legal community’s response.  
This article does not take a position on the appropriate course of 
action in the United States.  

II The Financial Action Task Force & the 
Gatekeeper Initiative

A The Financial Action Task Force

FATF is an international body “that develops and promotes policies 
to protect the global financial system against money laundering, 
terrorist financing and the financing of proliferation of weapons 
of mass destruction”.8  The G-7 countries established FATF at the 
1989 Economic Summit Group in Paris.9  Since then, FATF has 
spearheaded international anti-money laundering (“AML”) efforts.  
“Its current objectives include 1) revising and clarifying the global 
standards for combating money laundering and terrorism financing; 
2) promoting global implementation of its standards; 3) identifying 
and responding to new money laundering and terrorist financing 
threats; and 4) engaging with stakeholders and partners throughout 
the world”.10

I Introduction

Money laundering is the process by which a person or entity conceals 
the existence, nature or source of the proceeds of illegal activity and 
disguises them to appear legitimate and avoid government detection.  
Money laundering sustains criminal activity that generates proceeds, 
facilitating terrorist financing, sanctions violations, and tax evasion, 
among other illicit activities.  Experts disagree on the amount of 
funds that are laundered annually or even if the scope can be reliably 
measured.1  All agree that, despite a recent dramatic increase in 
international cooperation and law enforcement efforts, the global 
money laundering problem is one of staggering proportions and 
continues to threaten stability, including by funding terrorism and 
nuclear proliferation.  The problem persists, in part, because of 
the cleverness of the wrongdoers and the skill of the professional 
gatekeepers who are willing to assist them. 
The United States and countries around the world have imposed anti-
money laundering compliance measures on financial institutions 
and other businesses to prevent and detect money laundering.  The 
main organisation behind the harmonisation of money laundering 
countermeasures is the Financial Action Task Force (“FATF”).  
FATF was established in 1989 as an international body dedicated 
to “set[ting] standard and promot[ing] effective implementation 
of legal, regulatory and operational measures for combating 
money laundering, terrorist financing and other related threats to 
the integrity of the international financial system”.2  Following 
the Moscow 1999 Ministerial Conference of the G-8 Countries 
on Combating Transnational Crime, which recognised the role of 
“gatekeepers”,3 FATF similarly sharpened its focus on gatekeepers, 
including lawyers, in facilitating money laundering schemes.4  
Specifically, FATF recognised that “perfectly legitimate functions 
may . . . be sought out by organised crime groups or the individual 
criminal” both with the “desire to profit from the expertise of such 
professionals in setting up schemes that will help to launder criminal 
proceeds” and in order to cloak themselves with “the veneer of 
legitimacy”.5  FATF proposed what is known as the “Gatekeeper 
Initiative” – extending certain anti-money laundering regulations 
to gatekeeper professionals.  This proposal “enlists the support of 
gatekeepers to combat money laundering and terrorist financing”, 
similar to the way financial institutions have been engaged for many 
years.6

The Gatekeeper Initiative has been met with considerable resistance 
from the legal community, including in the United States.  Lawyers 
around the globe have emphatically argued that certain anti-money 
laundering obligations, particularly a mandate that lawyers report 
suspicious activity relating to their clients, would undermine the 
relationship of trust and the attorney-client privilege, “the oldest 
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Lawyers are seen as especially attractive targets for AML regulation 
because of their relationship to clients as advisors and confidants.28  
Lawyers’ relationships with clients may involve a gatekeeping role 
in influencing client behavior; for example, lawyers typically advise 
clients on proper conduct or revise clients’ arguments to comply 
with the duty of candor.29  Of course, lawyers cannot engage in or 
perpetuate the client’s unlawful conduct and may break attorney-
client confidences where necessary (for example, the crime-fraud 
exception).30  
Lawyers can, wittingly or unwittingly, play a role in money 
laundering activity.  For example, attorneys can use complex 
corporate structures, entities, and trusts to mask the source of 
monies, whether legitimate or criminal.31  Lawyers’ services and 
their accounts can also be misused in order to “layer[] and conceal[] 
funds, exploiting the secrecy offered by the legal privilege, and 
obtaining a veneer of respectability”.32  The Gatekeeper Initiative 
focuses particularly on unwitting lawyer facilitation of money 
laundering activities, as intentional facilitation is covered in most 
countries by criminal statutes.  
FATF issued an updated set of Recommendations on June 20, 
2003, adopting the Gatekeeper Initiative proposals made in 
the 2002 Consultation Paper.33  The revised Recommendations 
expanded CDD, recordkeeping, and suspicious activity reporting 
requirements so that they applied to DNFBPs, including lawyers, 
for financial transactions related to: (1) buying and selling of real 
estate; (2) managing of client money, securities or other assets; (3) 
management of bank, savings or securities accounts; (4) organisation 
of contributions for the creation, operation or management of 
companies; and (5) creation, operation or management of legal 
persons or arrangements, and buying and selling of business 
entities.34  
The Recommendations stated that the SAR/STR requirement does 
not apply if the “relevant information was obtained in circumstances 
where they are subject to professional secrecy or legal professional 
privilege. . . . [i]t is for each country to determine the matters 
that would fall under legal professional privilege or professional 
secrecy”.35  However, national legislation incorporating the 
exception typically has compounded the considerable “uncertainty 
about the proper scope and application” of the Recommendations’ 
gatekeeper obligations.36  Although the Recommendations included 
attorney-client privilege exceptions from suspicious transaction 
reporting requirements and the no tipping-off rule37, these exceptions 
have not forestalled attorney resistance to the Gatekeeper Initiative, 
as discussed below.  
In 2008, FATF published the Risk-Based Approach Guidance 
for Legal Professionals, similar to a guide that it had previously 
provided to financial institutions.38  According to FATF, the purpose 
of this guidance was to “[s]upport the development of a common 
understanding of what the risk-based approach involves”, “[o]
utline the high-level principles involved in applying the risk-
based approach”, and “[i]ndicate good practice in the design and 
implementation of the risk-based approach”.39  The guidance 
acknowledged that this approach is not mandatory but is instead an 
option to assist lawyers with the efficient allocation of resources, 
“so that the greatest risks receive the highest attention”.40  FATF 
also suggested that individual countries “should aim to establish 
an active dialogue” with attorneys in order to arrive at an effective 
AML programme.41    

C Criticism of the Gatekeeper Initiative

The Gatekeeper Initiative has been criticised by many lawyers 
around the globe.  Some have expressed concerns that “FATF 
incorporated lawyers into its regime of covered parties, but without 

Most major global financial centers are represented at FATF.  It has 
grown from its G-7 roots to include 35 member jurisdictions (as well 
as two “Observers”).11  FATF’s Forty Recommendations (the “FATF 
Recommendations” or the “Recommendations”), first adopted in 
1990, most recently updated in 2012, and now backed by over 180 
countries, embody the framework of FATF’s effort to combat money 
laundering.12  The Recommendations represent a “comprehensive 
and consistent framework” to be implemented by each member 
nation to combat money laundering and terrorist financing.13  The 
Forty Recommendations are considered to be the “international 
standard”.14  Over the years, the initial Recommendations have been 
refined and expanded to address the changing money laundering 
landscape, as they were in 2003 to address counter-terrorist 
financing in the wake of the September 11, 2001 terrorist attacks in 
the United States.15

FATF lacks legal authority with respect to its members.  The 
Recommendations have the effect of “soft law”16, which are 
“nonbinding transnational governance standards” promulgated by 
“substate actors meet[ing] with their peers from other jurisdictions 
to exchange information, coordinate enforcement, and harmonize 
the regulatory rules applied at home”.17  Implementation depends 
on the political will of FATF members, which has been consistently 
strong in the case of the United States in spite of changing political 
administrations.  FATF seeks enforcement by exerting political 
pressure on its members, which it does by critiquing them through a 
mutual evaluation process.18  Through this evaluation process, FATF 
“conducts peer reviews of each member on an ongoing basis to assess 
levels of implementation of the FATF Recommendations, providing 
an in-depth description and analysis of each country’s system for 
preventing criminal abuse of the financial system”.19  FATF is 
currently conducting its fourth round of mutual evaluations.20  

B The Gatekeeper Initiative 

Interest in regulating gatekeepers first appeared in the 1996 revisions 
to the Recommendations.  Changes to the original Recommendations 
included “extending the preventive duties beyond the financial 
sector”.21  Specifically, the 1996 version suggested that authorities 
“should consider applying [customer due diligence (“CDD”), 
recordkeeping, and reporting requirements] to the conduct of 
financial activities . . . by businesses or professions which are 
not financial institutions”.22  The list of what was covered by this 
provision, however, focused on activities (e.g., “money changing”), 
rather than specific professions.23  Similarly, the Communique 
coming out of the Moscow 1999 Ministerial Conference of the G-8 
Countries on Combating Transnational Crime recognised the role 
of gatekeepers.24   
In 2002, FATF issued a Consultation Paper proposing the expansion 
of AML regulations to cover non-financial professions that could 
act as access points or “gatekeepers” to the financial markets 
for money laundering schemes, whether by serving as financial 
intermediaries or by providing financial advice.25  “Gatekeepers” 
include lawyers, notaries, trust and company service providers, 
real estate agents, accountants, auditors, as well as other designated 
non-financial businesses and professions (“DNFBPs”) “who assist 
with transactions involving the movement of money in domestic 
and international financial systems”.26  The FATF Consultation 
Paper proposed that certain AML initiatives be extended to these 
professionals, including CDD, internal compliance training, 
recordkeeping, filing reports of suspicious activity (“SARs” or 
“STRs,” collectively referred to herein as SAR/STR), and the 
prohibition against tipping-off, or alerting customers that a SAR/
STR involving them is being or has been filed.27  

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments
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was a fear that confidences may be broken.58  Additionally, the ABA 
raises constitutional concerns related to the Sixth Amendment of 
the U.S. Constitution’s guarantee of effective counsel in criminal 
proceedings and the Tenth Amendment’s reservation of regulatory 
authority over lawyers to the states.59  Also, the ABA argues that 
regulation creates an inherent conflict of interest, raising questions 
about withdrawal and malpractice risks after reporting a client.60  
Next, the ABA asserts that the vagueness of the term “suspicion” 
and the complexity of AML regulatory schemes may cause counsel 
to either over-report or decline representation.61  Furthermore, the 
ABA points out that the costs of compliance will likely raise the 
cost of legal services, and that there is a lack of evidence supporting 
the benefits of AML legislation applying to attorneys.62  Finally, the 
ABA maintains that lawyers are already “subject to extensive ethical 
requirements and enforcement” and are “obligated under existing 
ethical rules to counsel their clients to abide by the law”.63

The ABA’s opposition has been consistent with its vigorous defence 
of the legal professional’s adherence to privilege and confidentiality.  
Skeptics have questioned whether this view has also been partly 
driven by a commercial motive to maintain the United States as an 
attractive jurisdiction for investment, incorporation, and the free 
flow of foreign capital.64  This investment and incorporation activity, 
and the attractiveness of businesses being subject to U.S. jurisdiction 
and wealth being protected by U.S. political and economic stability, 
is a significant source of legal revenue.  As discussed below, the 
fact that segments in the U.S. legal community appear to have been 
willing to work with clients with questionable sources of funds may 
cause pressure to mount to place AML requirements on lawyers.  

III Approach in Many Jurisdictions

A Most Countries Have Implemented Gatekeeper 
Regulations

The majority of FATF member jurisdictions have complied with 
the FATF Recommendations and imposed gatekeeper regulations 
on attorneys.  As of this writing, the International Bar Association 
reports that 113 jurisdictions have enacted national legislation that 
is directly applicable to lawyers.65  

1 The European Union
The current obligation in the EU’s Member States for lawyers to file 
SARs/STRs arises in relation to transactional work with protections 
to exempt reporting based on privileged advice or where the facts 
arise in the conduct of civil or criminal litigation.  Enforcement 
actions against lawyers who have failed to file SARs/STRs or who 
have breached the no-tipping-off laws are rare but do exist.  This 
regime has come about through the European Union’s rigorous 
implementation of FATF Recommendations, adopting legislative 
directives to the extent of the Recommendation soon after the 
issuance of each set of Recommendations and often going beyond 
FATF standards.66  Directives are binding on Member States as 
European Union policy, and each Member State then implements 
the directive into its national law.67  The European Union has 
introduced four directives addressing money laundering and 
terrorist financing.68  
In 1991, the European Community adopted the first money 
laundering directive based on the original FATF Recommendations.69  
The First Directive included obligations only for financial entities.70  
Further revisions to bring the European Union in line with FATF’s 
1996 revised Recommendations prompted a second AML directive 
(“Second Directive”).71  The Second Directive was met with 
considerable resistance from the European legal community,72 as it 

meaningful dialogue with the private sector as to causation or 
appropriate, tailored, and targeted solutions”.42  Others have argued 
that the costs of applying the Recommendations to lawyers outweigh 
the benefits.43  Many have also argued that there is no clear benefit 
to the Gatekeeper Initiative without stronger evidence that lawyers 
have been unknowingly facilitating money laundering (particularly 
considering that intentional participants already fall under the ambit 
of the law).44  According to this argument, lawyers who intentionally 
conspire with their clients to launder money would not be deterred 
by new regulation.  Those in opposition have stressed that there are 
significant costs to upsetting the sanctity of client confidentiality, 
the independence of the bar, and an attorney’s duty of loyalty.45  
Moreover, some have noted that there are substantial monetary 
costs, particularly for small and solo practices, linked with increased 
monitoring and tracking.46  
Despite professional responsibility regimes that differ by country, 
bar associations around the world have taken up a common cause 
regarding the effect of the Recommendations.47  For example, in 
2003, bar associations from the United States, Canada, the European 
Union, Japan, and Switzerland executed the “Joint Statement by the 
International Legal Profession to the FATF” (“Joint Statement”).48  
The Joint Statement highlighted the signatory bar associations’ 
concerns about the consequences of the Recommendations for the 
principles of the profession.49  The Joint Statement listed several 
threatened “core attributes”, including client confidentiality, “the 
independence of the bar from the government,” and the duty of 
loyalty, all of which are “recognised in all [the] legal systems, 
despite their many differences”.50

Some in the United States organised legal community opposed the 
Gatekeeper Initiative.  Despite the United States’ historic FATF 
leadership role, FATF’s 2006 Third Mutual Evaluation determined 
that the United States was “non-compliant” with respect to certain 
Recommendations in part because of the failure to act with respect 
to gatekeepers.51  As discussed below, this criticism was repeated in 
the Fourth Mutual Evaluation of the United States in 2016.52  The 
United States has not passed any legislation authorising the direct 
application of recordkeeping, reporting, and AML compliance 
programme requirements to attorneys, in contrast to many of its 
FATF peers.
The American Bar Association (“ABA”) has opposed the Gatekeeper 
Initiative for many years.  In February 2002, the ABA organised 
a Task Force on Gatekeeper Regulation and the Profession (“Task 
Force”) to review FATF and U.S. government proposals and develop 
positions on the application of anti-money laundering regulations to 
lawyers.53  The ABA’s policy on the Gatekeeper Initiative, as crafted 
by the Task Force, remains unchanged today:  
 The ABA supports reasonable and necessary domestic and 

international measures designed to combat money laundering 
and terrorist financing.  However, the Association opposes 
legislation and regulations that would impose burdensome 
and intrusive gatekeeper requirements on lawyers, including 
bills that would subject the legal profession to key anti-money 
laundering compliance provisions of the Bank Secrecy Act.54 

The ABA’s opposition to AML legislation regulating attorneys 
is based on a series of arguments.  First, the ABA argues that 
a mandatory reporting scheme for lawyers will interfere with 
the important separation between the legal profession and the 
government.55  The ABA is also opposed to regulations that would 
affect the “relationship of trust” between attorneys and clients, which 
it describes as a “bedrock of the U.S. administration of justice and rule 
of law”.56  According to the ABA, such regulations would undercut 
an attorney’s obligation of confidentiality and duty of loyalty to 
a client.57  Even with exceptions for attorney-client privilege, the 
ABA asserts that clients might decline to seek legal advice if there 

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments
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the suspicion does not have to be “clear” or “firmly grounded and 
targeted on specific facts”, but there must be a “possibility, which is 
more than fanciful, that the relevant facts exist.  A vague feeling of 
unease would not suffice”.89 
In the United Kingdom, a lawyer must file an “internal” SAR/
STR with his or her firm’s Money Laundering Reporting Officer 
(“MLRO”).  Failure to so report is a criminal offence by that 
lawyer.90  Once the MLRO has received that SAR/STR, and if the 
MLRO also takes the view that there is sufficient reason to have 
knowledge or suspicion that a third party is money laundering, then 
(subject only to a limited number of exceptions) the MLRO commits 
a criminal offence if he or she does not in turn file a SAR/STR 
with the UK’s National Crime Agency (“NCA”).91  To provide for 
this possibility, law firms will often have wording about the SAR/
STR obligation in their engagement letters.  Moreover, section 337 
states, in accordance with the EU Second Directive, that the filing 
of a SAR/STR will not be a breach of a restriction on disclosure, 
and section 338(4A) provides for immunity from civil liability for 
SARs/STRs filed in good faith.  
POCA contains three key protections for lawyers and clients.  
First, a lawyer performing other kinds of work for a client – most 
notably the conduct of litigation – is outside the regime imposing 
a positive reporting obligation.  This was clarified and reinforced 
by the English Court of Appeal in Bowman v. Fels.92  The second 
key protection is that POCA has a statutory privilege regime.  
Under section 330(6) a lawyer does not have to file a SAR/STR if 
the information forming the basis of any knowledge or suspicion 
comes to such lawyer in “privileged circumstances”.  Privileged 
circumstances include when information is communicated: (i) 
by a client (or client representative) in connection with obtaining 
legal advice; (ii) by a person seeking legal advice (e.g., a 
prospective client); or (iii) by a person in connection with actual 
or contemplated legal proceedings (e.g., a witness who may not 
be a client).93  As with privilege at common law, there is a “crime/
fraud exception” so that if the advice is sought “with the intention 
of furthering a criminal purpose”, the protection then falls away 
regardless of whether the lawyer knowingly participated in pursuit 
of the criminal purpose.94  The final key protection for lawyers is 
that, in determining whether a lawyer has committed an offence, a 
court must take into consideration the extent to which that lawyer 
has complied with approved guidance from the England and Wales 
Law Society and other similar organisations in other parts of the 
United Kingdom.95 A lawyer mistakenly committing an offence 
while following a regulator’s guidance is unlikely to be prosecuted. 
The United Kingdom’s money laundering laws derive from the 
European Union directives discussed above.96  POCA gave effect to 
the Second Directive, while the Third Directive was implemented in 
the United Kingdom through regulations in 2007,97 and the Fourth 
Directive was mainly implemented through new regulations in 
2017.98  
The extent to which UK and EU policy and legislation continue to 
be aligned after BREXIT remains to be seen, but it is likely that the 
key tenets of UK anti-money laundering laws will remain broadly 
similar to those in place in Europe, at least for the foreseeable future.

3 Hong Kong
Like the EU and the United Kingdom, Hong Kong has enacted AML 
legislation directly applicable to attorneys.  Hong Kong law requires 
lawyers to report suspicious transactions.  Sections 25A(1) of the 
Drug Trafficking (Recovery of Proceeds) Ordinance (“DTRPO”) 
and the Organized and Serious Crimes Ordinance (“OSCO”) 
impose a duty on a person, who knows or suspects that any property 
represents proceeds of, was used in connection with, or is intended 
to be used in connection with “drug trafficking” or of an “indictable 

applied  to specific DNFBP professions, including lawyers, rather 
than only certain financial activities as had been the 1996 FATF 
Recommendations.73  This was a sticking point in negotiations 
between the European Council and the European Parliament, 
which lasted over two years.74  The delay was primarily due to the 
European Parliament’s concerns regarding the potential impact of 
the proposed obligations on the right to a fair trial and lawyer-client 
confidentiality.75  In the wake of the September 11, 2001 terrorist 
attacks on the United States, however, a compromise was reached 
by allowing exemptions from SAR/STR and the no tipping-off rules 
for attorneys in certain circumstances.76  The Second Directive was 
adopted in December 2001.77  
Another AML directive (“Third Directive”) was published in 
2005 to implement the 2003 FATF Recommendations.78  Changes 
affecting attorneys included the removal of exemptions from the no 
tipping-off rule and a new requirement that SAR/STR reports filed 
with bar associations, which was how France, amongst others, had 
implemented the SAR/STR requirement, be forwarded to financial 
intelligence units.79  
While Member States began to implement the Directives, the 
Second Directive’s reporting obligation for attorneys was challenged 
in Belgian and French courts on the basis that the regulations 
“contravene rights conferred by the European Convention on 
Human Rights”.80  As to whether it violated the right to a fair trial, 
the European Court of Justice ruled in 2007 that it did not because, 
lawyers only had reporting obligations in relation to a specified 
class of transactional work, and that as soon as a lawyer engaged in 
such transactional work was called upon to defend “the client or in 
representing him before the courts, or for advice as to the manner of 
instituting or avoiding judicial proceedings”, that lawyer would be 
exempted from the reporting obligation.81

On June 25, 2015, the most recent directive (“Fourth Directive”) was 
adopted.82  The Fourth Directive continues to apply AML regulations 
to lawyers participating in specified financial transactions.83  Like 
the Second and Third Directives, the Fourth Directive recognised an 
attorney’s duty to the client:
 However, where independent members of professions 

providing legal advice which are legally recognised and 
controlled, such as lawyers, are ascertaining the legal position 
of a client or representing a client in legal proceedings, it 
would not be appropriate under the Directive to put these 
legal professionals in respect of these activities under an 
obligation to report suspicions of money laundering.  There 
must be exemptions from any obligation to report information 
obtained either before, during or after judicial proceedings, or 
in the course of ascertaining the legal position for a client.  
Thus, legal advice remains subject to the obligation of 
professional secrecy unless the legal counsellor is taking part 
in money laundering activities, the legal advice is provided 
for money laundering purposes, or the lawyer knows that 
the client is seeking legal advice for money laundering 
purposes.84

European Union Member States were advised to transpose measures 
of the Fourth Directive by June 26, 2017.85  To date, all but five 
Member States have implemented the Fourth Directive.86

2 The United Kingdom
Under the Proceeds of Crime Act 2002 (as amended) (“POCA”), 
lawyers in the United Kingdom who are carrying out transactional, 
corporate formation, trustee, asset management, and other similar 
work have a positive reporting obligation if, in the course of that 
work, they come to know or suspect, or have reasonable grounds 
to suspect, that another person is involved in money laundering.87  
Lawyers who fail to report under POCA face possible criminal 
prosecution.88  The Court of Appeal in R v. Da Silva clarified that 
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elusive”.116  The Council also reiterated that that there remains a 
dearth of evidence that lawyers are so involved in facilitating money 
laundering that further regulation is warranted.117      
Some are skeptical of this argument.  Commentators have noted 
that “a blanket opposition to a reporting obligation based on a 
perceived lack of evidence that Australian lawyers are involved in 
money laundering is, at the least, curious”.118  They suggested that 
the motivation might have been to attract more business – even if it 
came from money launderers, who can take advantage of Australia’s 
less severe AML regulations paired with its sophisticated financial 
market.119 

2 Canada
In 2000, the Canadian Parliament enacted the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act (the “PCMLTFA”), 
the basis of Canada’s AML/CFT regime.  Any person or entity 
subject to the PCMLTFA is required to conduct client identification 
and verification, maintain records of financial transactions, report 
proscribed transactions to the government, and establish internal 
AML/CFT programmes.120  The PCMLTFA applies to lawyers and 
law firms when they engage in certain conduct on behalf of a client, 
including: “receiving or paying funds, other than those received 
or paid in respect of professional fees, disbursements, expenses 
or bail” or when “giving instructions in respect to” any of the 
aforementioned conduct.121  
Canadian lawyers challenged this legislation after it was enacted.122  
In 2015, after nearly a decade of litigation, the Canadian Supreme 
Court deemed that certain provisions of the PCMLTFA were a 
threat to “fundamental justice” by impinging on the attorney-client 
privilege and a lawyer’s duty of commitment to the client.123  The 
Canadian Supreme Court thus struck down as unconstitutional the 
portions of Canada’s PCMLTFA that allowed warrantless searches 
and seizures at lawyers’ offices and required lawyers to monitor and 
report their clients’ financial activities to the government.124  
Former ABA president William C. Hubbard suggested that this 
opinion has “resonance” for the United States, serving as an 
important reminder to lawmakers that “regulation of the legal 
profession has limits”.125  Others were critical of the ruling, noting 
the gap left in the country’s money laundering defenses by “Canada’s 
lawyer loophole”.126  Adam Ross, author of a recent Transparency 
International report, stated in an interview that, “[t]he law societies 
claim to have rules in place to prevent money laundering but they 
are weak, non-transparent and almost never enforced”.127  FATF 
agreed that these rules are inadequate.  Canada’s 2016 Mutual 
Evaluation noted:  
 Representatives of the Federation of Law Societies . . . 

did not demonstrate a proper understanding of [the money 
laundering/terrorist financing] risks of the legal profession.  In 
particular, they appeared overly confident that the mitigation 
measures adopted by provincial and territorial law societies 
(i.e., the prohibition of conducting large cash transactions and 
the identification and recordkeeping requirements for certain 
financial transactions performed on behalf of the clients) 
mitigate the risks.128 

In a February 2018 report, Canada’s Department of Finance 
recognised lawyers as gatekeepers and referenced a 2015 National 
Inherent Risk Assessment that found the legal sector to pose a high 
AML risk.129  Acknowledging that Canada’s Supreme Court struck 
down the PCMLTFA’s application to lawyers, the paper cited to 
FATF’s evaluation, stating that the “lack of inclusion of the legal 
profession in Canada’s AML/ATF framework is a major deficiency 
that negatively affects Canada’s global reputation”.130  Although the 
paper offered no concrete solutions as to gatekeepers, it affirmatively 
stated the willingness “to engage Canada’s law societies and bar 

offense,” to disclose that knowledge or suspicion to an “authorized 
officer”.99  Failure to disclose is a criminal offence with a penalty of 
up to three months’ imprisonment and a 50,000 HKD fine.100

Hong Kong law provides an exception to SAR/STR obligations 
for legal professional privilege, but it does not provide any for 
the duty of confidentiality.101  Section 2(14) of the DTRPO and 
section 2(18) of the OSCO exempt information subject to the legal 
professional privilege.102  While the obligation to report does not 
override the duty of the legal professional privilege, the Hong 
Kong courts have held that the legal professional privilege does not 
protect communications made in order to obtain advice to further 
a criminal purpose or communications unconnected to the legal 
advice given or sought; therefore, the obligation to report exists in 
such circumstances.103

FATF’s Third Mutual Evaluation Report of Hong Kong, released 
on July 11, 2008, noted the relative lack of suspicious transaction 
reporting by DNFBPs.104  It stated, “[t]here is a very low level of 
reporting by some [categories of] DNFBPs and complete lack of 
reporting from others.  With the limited exception of the estate 
agency profession, there are no formal structures in place to monitor 
[anti-money laundering and combating the financing of terrorism 
(“AML/CFT”)] compliance within the DNFBP sectors”, suggesting 
that the reporting system lacks effectiveness.105

There have been recent changes to Hong Kong’s AML legislation.  
Prompted in part by adverse ratings in the last mutual evaluation 
and the upcoming 2018 evaluation, the Hong Kong legislature 
recently passed the Anti-Money Laundering and Counter-Terrorist 
Financing (Financial Institutions) (Amendment) Ordinance 2018.106  
This amendment, which came into effect on March 1, 2018, extends 
CDD recordkeeping requirements to solicitors when preparing for 
or carrying out certain transactions for clients.107  

B Some Countries Have Been Unable to Implement 
Gatekeeper Regulations

Many FATF member jurisdictions have not imposed gatekeeper 
regulations on attorneys.  As of this writing, the International Bar 
Association reports that 35 jurisdictions have enacted legislation 
that is indirectly applicable to lawyers and seven jurisdictions have 
yet to enact any national legislation directly or indirectly applicable 
to lawyers.108

1 Australia 
Australia considered AML legislation applicable to lawyers around 
2007 but did not implement any due to industry opposition.109  
The Law Council of Australia (the “Council”) made many of the 
same arguments as the ABA against such legislation, including 
that it would threaten “the operation of the doctrine of client legal 
privilege”.110  
In late 2016, the Australian government proposed a plan to 
strengthen its AML framework.111  Specifically, it sought to 
develop options for applying the SAR/STR regime to lawyers.112  
The proposal was likely a response to FATF’s 2015 criticism of 
Australia for failing to expand AML obligations to DNFBPs.113  The 
Council opposed it.  In its 2016 updates to its AML guidance for 
legal practitioners, the Council made clear that a reporting regime 
remains “fundamentally incompatible” with the role of lawyers 
and the concept of privilege.114  In a February 2017 response to the 
government’s proposal, the Council also questioned the efficacy 
of FATF regulations, particularly considering the “deleterious 
and unintended consequences” arising out of “further regulation 
of legal practitioners”.115  It argued that “to date the reduction of 
financial crime because of a FATF-based response appears to remain 
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bound by the ABA Model Rules of Professional Conduct, which 
have been adopted by most jurisdictions.145  Several Model Rules, the 
ABA argued, serve similar functions as FATF’s Recommendations 
in detecting and preventing money laundering.  For example, “the 
confluence of the mandates in Rules 1.1, 1.2(d), and 8.4 should 
result in the lawyer obtaining substantial client information and 
underscoring his duty to refrain from facilitating any illegal conduct 
the client may wish to carry out”.146  
Furthermore, the ABA reasoned, the most effective way to combat 
unwitting attorney facilitation of money laundering is to educate 
lawyers.147  The ABA proposed that lawyers would be more aware 
if they better understood the ways in which their services might be 
taken advantage of by criminals.148  To this end, in 2010, the ABA 
implemented the Voluntary Good Practices Guidance for Lawyers 
to Detect and Combat Money Laundering and Terrorist Financing 
(“Good Practices Guidance”) to “serve as a resource that lawyers 
can use in developing their own voluntary risk-based approaches” 
to CDD and monitoring procedures to detect potentially suspicious 
transactions.149  The ABA’s intention was that the Good Practices 
Guidance would encourage vigilance and prove legislation of 
attorneys to be unnecessary.150  Critics have argued that the Good 
Practices Guidance is not sufficient.  Legal counsel for Global 
Financial Integrity noted that, “[i]f you went out and asked lawyers, 
‘Have you ever heard of these voluntary guidelines?’ 99 percent will 
say they have never heard of them”.151  One attorney in Washington, 
D.C. said that “[t]he ABA voluntary guidance is a joke because there 
are no consequences, unless you’re prosecuted, and that happens 
once every five years”.152  

B Current State of Play

In December 2016, FATF issued its first Mutual Evaluation Report 
of the United States in a decade.153  Although the United States 
was deemed largely compliant, the 2016 Report noted that the 
U.S. regulatory framework had significant gaps.  Areas of non-
compliance included the absence of federal beneficial ownership 
reporting requirements for all domestic companies and a lack of 
AML/CFT requirements for most DNFBPs, including lawyers.154  
According to one prominent practitioner commenting at the time, 
“[t]he noncompliant rating issued by FATF for the legal profession 
will undoubtedly stir increased federal legislative and regulatory 
action seeking to impose AML/CFT obligations on U.S. lawyers”.155 
In addition to the release of the Mutual Evaluation Report, recent 
high-profile events have suggested that lawyers can be facilitators 
of money laundering and that there may be holes in the U.S. AML 
regime with respect to gatekeepers generally.  In 2015, Global 
Witness, an international non-governmental organisation, whose 
mission is to fight global corruption, conducted a sting operation 
on New York lawyers.156  The investigation eventually aired on 
CBS’s 60 Minutes (a prominent U.S. television news programme) 
in February 2016.  As part of the exposé, an undercover investigator 
approached 13 lawyers, posing as an advisor to an African minister 
and claiming the minister had accumulated millions of dollars 
helping companies receive mining concessions in his country.157  He 
sought advice on moving the funds in ways that may have aroused 
suspicions – suggesting that the minister wanted to purchase a 
townhouse, a jet, or a yacht through corporate structures that did not 
connect his name to the purchases.158  According to Global Witness, 
all but one of the 13 lawyers approached appeared to provide at 
least preliminary advice on moving suspect funds into the United 
States.159  
Less than a year later, two prominent incidents generated substantial 
global interest in gatekeeper regulation and exposed the potential 

associations to work with the Government to find solutions” and 
“to develop constitutionally compliant legislative and regulatory 
provisions that would subject legal counsel and law firms to the 
PCMLTFA”.131

Despite FATF’s and the Department of Finance’s positions, the 
law societies in Canada still supported self-regulation.  On March 
20, 2018, the Federation of Law Societies of Canada submitted 
comments to the House of Commons Standing Committee on 
Finance’s review of the PCMLTFA.132  The comments argued that 
FATF and the Department of Finance “ignore the serious regulatory 
initiatives of Canada’s law societies in this area and the ongoing 
monitoring of members of the legal profession that law societies 
engage in including both periodic and risk-based audits”.133  
Specifically, the Canadian law societies have also implemented 
rules prohibiting attorneys from accepting more than $7,500 in 
cash and requiring client identification and verification.134  The law 
societies emphasised their continued efforts, including a “special 
working group . . . on draft amendments to . . . clarify some of the 
provisions and add additional obligations,” as well as the preparation 
of “guidance on best practices” and “educational materials for the 
legal profession” to understand and address risks.135 

IV The United States History and 2018 
Developments

Attempts in the United States to enact AML legislation applicable to 
attorneys have not succeeded so far.  Although proposed legislation 
has not been enacted, in 2017 and to date in 2018 there has been 
substantial U.S. legislative activity that might change the outcome.

A Historical Background

Following the 1999 G-8 meetings that resulted in FATF’s focus 
on gatekeepers, the Department of Justice chaired an Interagency 
Working Group to “examine the responsibilities of professionals, 
such as lawyers and accountants, with regard to money laundering”.136  
Congressional hearings in 2000 outlined a “national strategy to 
combat money laundering” including “studies on the appropriate 
role of ‘gatekeepers’ in the international financial system, such as 
lawyers and accountants”.137  Testimony by administration officials 
around the same time highlighted that the executive branch was 
“aggressively pursuing programs aimed at the lawyers, accountants 
and auditors who function as ‘gatekeepers’ to the financial system”.138  
The Treasury Deputy Secretary testified to the House Committee on 
Banking and Financial Services that “[w]hile legal rules properly 
insulate professional consultations . . . those rules should not create a 
cover for criminal conduct”.139  
Bills were later introduced that would have covered lawyers 
engaged in company formation.  Beginning in 2007, Senator Carl 
Levin sponsored a succession of bills requiring the establishment 
of a reliable corporate registry of beneficial ownership.140  The 
proposed legislation would have also made formation agents, 
which appeared to cover some lawyers, liable for providing false 
information about beneficial ownership.141  The legislation also 
sought to expand the definition of “financial institution” under the 
Bank Secrecy Act (“BSA”)142 to include “any person involved in 
forming a corporation, limited liability company, partnership, trust, 
or other legal entity”.143   
In response to these efforts, the ABA argued that oversight of 
the state supreme courts, the threat of prosecution, and voluntary 
guidance are sufficient to detect and prevent unwitting facilitation 
of money laundering.144  The ABA pointed out that lawyers are also 
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with beneficial ownership information, even drafting their own 
version of the legislation; notably, it  did not include a gatekeeper 
provision.176

It remains to be seen whether the Congressional momentum will 
continue on this issue and whether the Trump administration 
will encourage or support gatekeeper legislation.  Congressional 
hearings in late 2017 and early 2018 indicate that the issue remains 
important for lawmakers and stakeholders alike.  At a November 29, 
2017 hearing before the House Financial Services Subcommittee on 
Financial Institutions and Consumer Credit and Terrorism and Illicit 
Finance, Stefanie Ostfeld of Global Witness testified that “while 
banks serve as the frontline of defense . . . . [t]hose seeking to move 
suspect funds utilize the services of a wide range of professional 
gatekeepers,” including lawyers.177  Ostfeld further testified that, in 
compliance with international standards and FATF’s assessment, the 
United States should subject formation agents to AML obligations, 
including customer due diligence and recordkeeping requirements.178  
On January 9 and January 17, 2018, the Senate Committee on 
Banking, Housing, and Urban Affairs held hearings on BSA reforms 
and enforcement.  Also citing to FATF’s findings and the Panama 
Papers incident, Heather Lowe of Global Financial Integrity, 
testified before the Committee that “[a]lthough banks serve as an 
immediate gateway . . . [o]ther actors handle large sums of money, 
such as . . . lawyers [and] must also take responsibility for knowing 
with whom they are doing business and guard against their services 
being used to launder dirty money”.179  
At a February 6, 2018 hearing before the Senate Judiciary Committee, 
Senator Grassley, citing to the Panama Papers incident, again 
pushed for an improvement in beneficial ownership transparency.180  
Referencing the Global Witness investigation, he stated that “[t]
he lawyers who help set up these companies are complicit,” 
concluding that “[a]lmost all of the lawyers happily agreed [to set 
up companies to hide assets], eager to generate fees”.181  Senator 
Grassley chastised the ABA for “defend[ing] these practices”.182  
Gary Kalman, Executive Director of the Financial Accountability 
and Transparency Coalition, testified at the hearing about the 
problem of individuals using “front people,” including attorneys, to 
file paperwork under the attorney’s name, “even though the attorney 
has no control or economic stake in the company”.183  Kalman 
also rebuffed the ABA’s complaints, arguing that the TITLE Act’s 
“intentionality standard is narrower—with greater protections for 
those who might make a mistake—than the standard in the American 
Bar Association’s guidelines to lawyers for handling potential anti-
money laundering situations”.184  And, at the same hearing, Chip 
Poncy, President of the Financial Integrity Network, testified that 
attorney-client privilege concerns by law firms “should not be used 
to shield company formation agents—including law firms that wish 
to engage in such activity—from implementing AML/CFT program 
requirements”.185  He continued that these procedures have the 
added benefit of protecting “the integrity of company formation 
agents, including law firms . . . . Any such legitimate firm . . . should 
agree”.186  Significantly, however, none of this proposed legislation 
has been referred out of committee.  
The ABA has continued to oppose the lawmakers’ efforts.187  In a 
May 24, 2016 letter, then-ABA President Paulette Brown reiterated 
that these efforts would “undermine the attorney-client privilege, the 
confidential lawyer-client relationship, and the state court regulation 
of the legal profession”.188  There is some movement, however, 
within the ABA to adopt a model rule that would obligate attorneys 
to perform risk-based due diligence on prospective clients or matters; 
significantly, such a rule would subject non-compliant attorneys to 
discipline by the state bar rather than by the government.189  On 
November 27, 2017, the ABA also submitted a letter to the House 
Committee on Financial Services, opposing legislation “that 

role of segments of the legal profession in money laundering.  First 
were the leaks of the Panama Papers in April 2016 and the Paradise 
Papers in 2017, both of which illustrated the extent to which law 
firms may have been involved in concealing criminal proceeds and 
fostering tax evasion.160  Just a few months later, the United States 
Department of Justice filed a civil asset forfeiture case involving 
stolen funds from the Malaysian sovereign wealth fund, allegedly 
moved through a trust account at a major U.S. law firm.161  
These events reinvigorated some lawmakers to hold hearings 
and reintroduce legislation mandating the collection of beneficial 
ownership information and extending BSA requirements to 
attorneys engaged in business formation activities.162  For example, 
on February 3, 2016, Senators Sheldon Whitehouse and Dianne 
Feinstein and Representatives Carolyn Maloney and Peter King 
reintroduced the Incorporation Transparency and Law Enforcement 
Assistance Act163, a redux of earlier proposed prior beneficial 
ownership bills, referencing the Global Witness investigation in 
supporting press releases.164  
Over a year later, on June 28, 2017, Senator Whitehouse (along 
with Senators Feinstein and Charles Grassley) introduced a 
very similar bill, the True Incorporation Transparency for Law 
Enforcement (“TITLE”) Act.165  Citing recent events, Senator 
Whitehouse explained that the proposed legislation “would address 
corporate transparency loopholes exposed by the Panama Papers” 
by “extend[ing] money laundering due diligence requirements that 
currently apply to banks to professionals that help form business 
entities”.166  The same day, Representatives Maloney and King 
introduced the similar Corporate Transparency Act of 2017167, 
also citing to the Panama Papers incident.168  Senators Ron Wyden 
and Marco Rubio introduced a Senate version of the Corporate 
Transparency Act of 2017 on August 2, 2017.169 
Similar to prior proposed legislation, these bills seek to apply the 
duty of collecting, maintaining, and reporting beneficial ownership 
information to law firms, lawyers, and other “formation agents” 
who assist clients in forming corporate entities.170  These five recent 
bills cite FATF’s criticism of the United States for failing to meet 
standards for the collection of beneficial ownership information 
and the need to “level the playing field” of states’ formation and 
incorporation rules.171  Significantly, all the bills provide civil and 
criminal penalties – including imprisonment – which would be 
applicable to formation agents for “knowingly failing to obtain 
or maintain credible, legible, and updated beneficial ownership 
information”.172  
Notably, the bills, along with legislation introduced on April 5, 2017 
by Senator Whitehouse and Representative Lloyd Doggett173, would 
also bring attorneys who act as formation agents (persons engaged in 
the business of forming corporations and limited liability companies) 
under BSA anti-money laundering requirements.  Specifically, the 
bills would amend 31 U.S.C. § 5312(a)(2) to include formation agents 
in the definition of “financial institution” under the BSA and would 
instruct the Secretary of the Treasury to publish BSA regulations 
requiring formation agents “to establish anti-money laundering 
programs” under 31 U.S.C. § 5318(h) (including, at a minimum, the 
development of policies, the designation of a compliance officer, 
ongoing employee training, and independent audit functions).174  
Once designated as a financial institution under the BSA regulations, 
the Department of the Treasury could exercise its authority under 
the BSA to impose additional BSA requirements on formation 
agents, including the requirement to report suspicious activity.  It is 
noteworthy that these provisions do not cover all the activities of 
lawyers that are the subject of the FATF Gatekeeper Initiative.175   
In 2016, the Obama administration, also citing the Panama Papers 
leaks, supported these efforts to build a reliable corporate registry 
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would impose burdensome and intrusive regulations on millions of 
small businesses and their lawyers” by requiring them “to submit 
extensive information about the companies’ ‘beneficial owners’ to 
the Treasury Department’s Financial Crimes Enforcement Network 
(FinCEN)”.190

Most recently, the ABA submitted a letter in connection with 
the Senate Judiciary Committee’s February 6, 2018 hearing on 
“Beneficial Ownership: Fighting Illicit International Financial 
Networks Through Transparency”.  The ABA maintained its 
position that this (and similar) legislation “would undermine the 
attorney-client privilege and impose burdensome and intrusive 
regulations on millions of small businesses, their agents, and the 
states”.191  Specifically, ABA President Hilarie Bass argued that the 
legislation’s reporting requirements “would compel lawyers to report 
certain privileged or confidential client information to government 
authorities,” which is “plainly inconsistent with their ethical duties 
and obligations”.192  Consistent with the ABA’s historical position, 
Bass wrote that these reporting requirements are also unnecessary 
because “the federal government, financial institutions, and the 
legal profession have developed other tools and taken other steps,” 
including the ABA’s Good Practices Guidance, which “are much 
more effective and practical”.193  
The force of FATF soft law cannot be underestimated even though 
the next Mutual Evaluation is not until 2026.  The United States has 
enacted legislation and promulgated BSA regulations responsive 
to the FATF recommendations for over 20 years.  Criticism from 
the first Mutual Evaluation eventually led to the imposition of anti-
money laundering requirements on the insurance industry, after 
many years of consideration.  Similarly, FATF criticism arguably 
inspired the BSA customer due diligence regulations that will come 
into force on May 11, 2018.  External events can also drive action, 
just as the tragedies of September 11, 2011 led to the PATRIOT 
Act, which enacted many BSA provisions that had been pending in 
Congress for several years.  The continued pressure in the United 
States to enact anti-money laundering requirements on gatekeepers 
and fulfill its commitment to FATF may eventually override the 
opposing arguments and concerns.

Acknowledgment
The authors would like to acknowledge the assistance of their 
colleagues Linda Noonan, Laura Plack, and Ian Sprague in the 
preparation of this chapter. 

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments

Endnotes

1. See U.N. Office on Drugs & Crime, Estimating Illicit 
Financial Flows Resulting From Drug Trafficking and Other 
Transnational Organized Crimes: Research Report 15 (Oct. 
2011). 

2. Who We Are, Fin. Action Task Force,  http://www.fatf-gafi.
org/about/ (last visited Mar. 21, 2018) [hereinafter Who We 
Are].

3. Ministerial Conference of the G-8 Countries on Combating 
Transnational Organized Crime, Moscow, Russ., Oct. 19–20, 
1999, Communiqué ¶ 32, https://www.justice.gov/sites/
default/files/ag/legacy/2004/06/09/99MoscowCommunique.
pdf [hereinafter Communiqué].

4. See Kevin L. Shepherd, Guardians at the Gate: The Gatekeeper 
Initiative and the Risk-Based Approach for Transactional 
Lawyers, 43 Real Prop. Tr. & Est. L.J. 607, 610–11 (2009).

5. Fin. Action Task Force [FATF], Report on Money Laundering 
Typologies 24 (2003–2004), http://www.fatf-gafi.org/media/
fatf/documents/reports/2003_2004_ML_Typologies_ENG.pdf.

6. Shepherd, supra note 4, at 611.
7. Upjohn Co. v. United States, 449 U.S. 383, 389 (1981).
8. FATF, FATF Guidance: Anti-Money Laundering and Terrorist 

Financing Measures and Financial Inclusion at intro. (Feb. 
2013), http://www.fatf-gafi.org/media/fatf/documents/reports/
AML_CFT_Measures_and_Financial_Inclusion_2013.pdf. 

9. History of the FATF, Fin. Action Task Force, http://www.
fatf-gafi.org/about/historyofthefatf/ (last visited Mar. 21, 2018) 
[hereinafter History of the FATF].

10. Laurel S. Terry, An Introduction to the Financial Action Task 
Force and Its 2008 Lawyer Guidance, 2010 J. Prof. Law. 3, 
6 (2010). 

11. FATF Members and Observers, Fin. Action Task Force, 
http://www.fatf-gafi.org/about/membersandobservers/#d.
en.3147 (last visited Mar. 21, 2018).

12. History of the FATF, supra note 9; FATF, International 
Standards on Combating Money Laundering and the Financing 
of Terrorism & Proliferation: The FATF Recommendations 12 
(Feb. 2018), http://www.fatf-gafi.org/media/fatf/documents/
recommendations/pdfs/FATF%20Recommendations%20
2012.pdf [hereinafter 2012 Recommendations].

13. 2012 Recommendations, supra note 12, at 6.
14. Id.
15. Id.
16. Terry, supra note 10, at 9.
17. Jean Galbraith & David Zaring, Soft Law as Foreign Relations 

Law, 99 Cornell L. Rev. 735, 745 (2014).
18. See Topic: Mutual Evaluations, Fin. Action Task Force, 

http://www.fatf-gafi.org/publications/mutualevaluations/?hf=
10&b=0&s=desc(fatf_releasedate) (last visited Mar. 21, 2018).

19. Id.
20. See FATF, Procedures for the FATF Fourth Round of AML/

CFT Mutual Evaluations 3 (Nov. 2017), http://www.fatf-gafi.
org/media/fatf/documents/methodology/FATF-4th-Round-
Procedures.pdf.

21. Valsamis Mitsilegas & Bill Gilmore, The EU Legislative 
Framework Against Money Laundering and Terrorist Finance: 
A Critical Analysis in Light of Evolving Global Standards, 56 
Int’l & Comp. L.Q. 119, 122 (2007).

22. FATF, The Forty Recommendations ¶ 9 (1996), http://www.
fatf-gafi.org/media/fatf/documents/recommendations/pdfs/
FATF%20Recommendations%201996.pdf [hereinafter 1996 
Recommendations].  

23. Id. ¶ 8.
24. Communiqué, supra note 3, ¶ 32.
25. See Danielle Jasmin Kirby, Note, The European Union’s 

Gatekeeper Initiative: The European Union Enlists Lawyers in 
the Fight Against Money Laundering and Terrorist Financing, 
37 Hofstra L. Rev. 261, 272–73 (2008).

26. Am. Bar Ass’n, Voluntary Good Practices Guidance for 
Lawyers to Detect and Combat Money Laundering and 
Terrorist Financing 1 (2010), https://www.americanbar.
org/content/dam/aba/publishing/criminal_justice_section_
newsletter/crimjust_taskforce_gtfgoodpracticesguidance.
authcheckdam.pdf [hereinafter Good Practices Guidance].

27. Kirby, supra note 25, at 273.
28. Jack P. Sahl, Lawyer Ethics and the Financial Action Task 

Force: A Call to Action, 59 N.Y. L. Sch. L. Rev. 457, 473 
(2014–15).

29. See, e.g., Model Rules of Prof’l Conduct R. 3.3.  See 
generally Fred Zacharias, Lawyers as Gatekeepers, 41 San 
Diego L. Rev. 1387, 1390 (2004).

30. See Model Rules of Prof’l Conduct R. 1.6.
31. Patricia Shaughnessy, The New EU Money Laundering 

Directive: Lawyers as Gatekeepers and Whistle-Blowers, 34 
L. & Pol’y Int’l Bus. 25, 30 (2002).



ICLG TO: ANTI-MONEY LAUNDERING 2018 9WWW.ICLG.COM
© Published and reproduced with kind permission by Global Legal Group Ltd, London

55. Report to the House of Delegates, supra note 44, at 7–9.
56. Id. at 7, 9.
57. Id. at 9–10.
58. Id. at 10.
59. Id. at 11.
60. Id. at 12.
61. Id.
62. Id. at 7, 13.
63. Id. at 8.
64. This brings into question the U.S. non-compliance with another 

FATF recommendation to build a corporate registry that 
authorities can access and use to evaluate beneficial ownership.  
See U.S. Fourth Mutual Evaluation, supra note 52 (finding the 
United States non-compliant with FATF’s recommendation 
regarding the maintenance of beneficial ownership information 
because of “unsatisfactory measures for ensuring that there is 
adequate, accurate and updated information” on beneficial 
owners available to the authorities).  According to a World 
Bank survey, the United States is the most sought-after 
destination for corrupt government officials to incorporate a 
company.  Emile Van Der Does De Willebois, et al., The 
World Bank, The Puppet Masters: How the Corrupt Use 
Legal Structures to Hide Stolen Assets And What to 
Do About It 121 (2011), https://star.worldbank.org/star/sites/
star/files/puppetmastersv1.pdf.  A 2012 study found that the 
United States is the second easiest place (after Kenya) to create 
anonymously owned companies.  Kevin Wack, Why Big Banks 
Want a Ban on Anonymous Shell Companies, Am. Banker 
(Mar. 6, 2017), https://www.americanbanker.com/news/why-
big-banks-want-a-ban-on-anonymous-shell-companies; see 
also Ben Judah, Hudson Institute, The Kleptocracy 
Curse: Rethinking Containment 23 (2016) (acknowledging 
that “American bankers, accountants, and lawyers are also 
operating as enablers”); Casey Michel, The U.S. Is a Good Place 
for Bad People to Stash Their Money, The Atlantic (July 13, 
2017), https://www.theatlantic.com/business/archive/2017/07/
us-anonymous-shell-companies/531996/ (describing the ease 
with which one can establish an anonymous shell company in 
the United States).

65. Int’l Bar Ass’n, Global Chart, Anti-Money Laundering 
Forum, https://www.anti-moneylaundering.org/globalchart.
aspx (last visited Mar. 22, 2018).

66. Colin Tyre, Anti-Money Laundering Legislation: 
Implementation of the FATF Forty Recommendations in 
the European Union, 2010 J. Prof. Law. 69, 69–70 (2010); 
Mitsilegas, supra note 21, at 120.

67. Kirby, supra note 25, at 276–77 (citing Ralph H. Folsom, 
Principles of European Union Law 30–31 (2005)).

68. See generally Council Directive 2015/849, of the European 
Parliament and of the Council of May 20, 2015 on the Prevention 
of the Use of the Financial System for the Purposes of Money 
Laundering or Terrorist Financing, amending Regulation (EU) 
No 648/2012 of the European Parliament and of the Council, 
and repealing Directive 2005/60/EC of the European Parliament 
and of the Council and Commission Directive 2006/70/EC, 
2015 O.J. (L 141) 73 (EU) [hereinafter Fourth Directive].

69. See Council Directive 91/308, of 10 June 1991 on Prevention 
of the Use of the Financial System for the Purpose of Money 
Laundering, 1991 O.J. (L 166) 77 (EC) [hereinafter First 
Directive]; Mitsilegas, supra note 21, at 119–20.

70. Mitsilegas, supra note 21, at 120.
71. See Council Directive 2001/97 of the European Parliament 

and of the Council of 4 Dec. 2001 amending Council Directive 
91/308/EEC on Prevention of the Use of the Financial System 
for the Purpose of Money Laundering, 2001 O.J. (L 344) 76 
(EC) [hereinafter Second Directive]; Kirby, supra note 25, at 
282.

72. Tyre, supra note 66, at 71.

32. Id.
33. See FATF, The Forty Recommendations 5–6 (June 20, 2003), http://

www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/
FATF%20Recommendations%202003.pdf [hereinafter 2003 
Recommendations]; see also Kirby, supra note 25, at 273–74.

34. 2003 Recommendations, supra note 33, at 5–6.
35. 2012 Recommendations, supra note 12, at 82; see also 2003 

Recommendations, supra note 33, at 6.
36. Terry, supra note 10, at 12.
37. 2003 Recommendations, supra note 33, at 6.
38. FATF, RBA Guidance for Legal Professionals 4 (Oct. 23, 

2008), http://www.fatf-gafi.org/media/fatf/documents/reports/
RBA%20Legal%20professions.pdf.

39. Id.
40. Id. at 5, 8.
41. Id. at 5.
42. See, e.g., Shepherd, supra note 4, at 623.
43. See, e.g., Terry, supra note 10, at 12.
44. See, e.g., Am. Bar Ass’n, Task Force on Gatekeeper 

Regulation and the Profession, Report to the House of 
Delegates 13 (2003), https://www.americanbar.org/content/
dam/aba/directories/policy/2003_my_104.authcheckdam.
pdf [hereinafter Report to the House of Delegates]; Terry, 
supra note 10, at 12.

45. Report to the House of Delegates, supra note 44, at 8-13; 
Terry, supra note 10, at 12.

46. Report to the House of Delegates, supra note 44, at 13; 
The Law Society of England and Wales, The Costs And 
Benefits Of Anti-Money Laundering Compliance For 
Solicitors: Response By The Law Society Of England 
And Wales To The Call For Evidence In The Review 
Of The Money Laundering Regulations 2007 24-27 
(2009), http://www.lawsociety.org.uk/support-services/risk-
compliance/anti-money-laundering/documents/law-society-
response-to-the-hm-treasury-money-laundering-review-2009/.

47. Terry, supra note 10, at 40–41.
48. Joint Statement by the International Legal Profession on the 

Fight Against Money-Laundering (Apr. 3, 2003), http://www.
ccbe.eu/fileadmin/speciality_distribution/public/documents/
ANTI_MONEY_LAUNDERING/AML_Position_papers/
EN_AML_20030403_Joint_statement_by_the_international_
legal_profession_to_the_FATF_on_the_fight_against_money-
laundering.pdf [hereinafter Joint Statement]; see also Terry, 
supra note 10, at 41.

49. See generally Joint Statement, supra note 48; see also Terry, 
supra note 10, at 40–41.

50. Joint Statement, supra note 48, ¶ 3.
51. FATF, Third Mutual Evaluation Report on Anti-Money 

Laundering and Combating the Financing of Terrorism: United 
States of America 210-11, 300 (June 23, 2006), http://www.
fatf-gafi.org/media/fatf/documents/reports/mer/MER%20
US%20full.pdf [hereinafter U.S. Third Mutual Evaluation].

52. FATF, Anti-Money Laundering and Counter-Terrorist 
Financing Measures: United States Mutual Evaluation 
Report 222-26 (Dec. 2016), http://www.fatf-gafi.org/media/
fatf/documents/reports/mer4/MER-United-States-2016.pdf 
[hereinafter U.S. Fourth Mutual Evaluation]. 

53. Task Force on Gatekeeper Regulation and the Profession, Am. 
Bar Ass’n, https://www.americanbar.org/groups/criminal_
justice/gatekeeper.html (last visited Mar. 21, 2018). 

54. Gatekeeper Regulations on Lawyers, Am. Bar Ass’n, https://
www.americanbar.org/advocacy/governmental_legislative_
work/priorities_policy/independence_of_the_legal_
profession/bank_secrecy_act.html/ (last visited Mar. 21, 2018).

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments



WWW.ICLG.COM10 ICLG TO: ANTI-MONEY LAUNDERING 2018
© Published and reproduced with kind permission by Global Legal Group Ltd, London

Comm’n, Guideline on Anti-Money Laundering and 
Counter-Terrorist Financing § 1.24 (Mar. 1, 2018), 
http://www.sfc.hk/web/EN/rules-and-standards/codes-and-
guidelines/guidelines/ [hereinafter SFC Guideline].

100. Drug Trafficking (Recovery of Proceeds) Ordinance, Cap. 405 § 
25A (H.K.); Organized and Serious Crimes Ordinance, Cap. 455 
§ 25A (H.K.); see also SFC Guideline, supra note 99, § 1.24.

101. Gavin Lewis & Sarah Martin, Privilege: Hong Kong, 
Global Investigations Rev. (Oct. 4, 2017), http://
globalinvestigationsreview.com/jurisdiction/1000393/hong-
kong.

102. Drug Trafficking (Recovery of Proceeds) Ordinance, Cap. 
405 § 2(14) (H.K.); Organized and Serious Crimes Ordinance, 
Cap. 455 § 2(18) (H.K.).

103. See Pang Yiu Hung Robert v. Commissioner of Police and 
Another [2002] 4 H.K.C. 579; see also R v. Cox and Railton 
[1884] 1 Q.B.D. 153.

104. FATF, Third Mutual Evaluation Report: Anti-Money 
Laundering and Combating the Financing of Terrorism, 
Hong Kong, China, ix (July 11, 2008), http://www.fatf-gafi.
org/media/fatf/documents/reports/mer/MER%20Hong%20
Kong%20full.pdf.

105. Id.
106. Anti-Money Laundering and Counter-Terrorist Financing 

(Financial Institutions) (Amendment) Ordinance 2018, Cap. 
615; see also Press Release, The Government of Hong Kong 
Special Administrative Region, Gazettal of Anti-Money 
Laundering and Counter-Terrorist Financing (Financial 
Institutions) (Amendment) Ordinance 2018 and Companies 
(Amendment) Ordinance 2018 (Feb. 2, 2018), http://www.
info.gov.hk/gia/general/201802/02/P2018020200666.htm; 
Letter from Meena Datwani, Exec. Dir., H.K. Monetary 
Auth., to Chief Executives at All Authorized Institutions 
(June 23, 2017), http://www.hkma.gov.hk/media/eng/doc/key-
information/guidelines-and-circular/2017/20170623e2.pdf. 

107. Anti-Money Laundering and Counter-Terrorist Financing 
(Financial Institutions) (Amendment) Ordinance 2018, 
Cap. 615; see also Legislative Council Brief, Anti-Money 
Laundering and Counter-Terrorist Financing (Financing 
Institutions) Ordinance, https://www.legco.gov.hk/yr16-17/
english/bills/brief/b201706231_brf.pdf.

108. Global Chart, supra note 65.
109. See Anita Clifford, The Gate is Open: The Need to Expand 

the AML Suspicious Activity Reporting Regime in Australia, 
Bright Line Law: BLL Portal (Dec. 5, 2016), https://www.
brightlinelaw.co.uk/White-Collar-Crime-Portal/The-gate-
is-open-the-need-to-expand-the-aml-suspicious-activity-
reporting-regime-in-australia.html.

110. Law Council of Austl., Response to Consultation Paper: 
Legal Practitioners and Conveyancers: A Model for 
Regulation Under Australia’s Anti-Money Laundering 
and Counter-Terrorism Financing Regime 6 (2017), https://
www.lawcouncil.asn.au/resources/submissions/a-model-for-
regulation-under-australia-s-anti-money-laundering-and-
counter-terrorism-financing-regime [hereinafter Response to 
Consultation Paper].

111. Austl. Gov’t Att’y-Gen.’s Dep’t, Report on the 
Statutory Review of the Anti-Money Laundering 
and Counter-Terrorism Financing Act 2006 
and Associated Rules and Regulations (2016), 
h t tps : / /www.ag .gov.au /Consul ta t ions /Documents /
StatutoryReviewAnti-MoneyLaunderingAndCounter-
TerrorismFinancingActCth200/report-on-the-statutory-
review-of-the-anti-money-laundering.pdf.

112. Id. at 28–35.
113. Id. at 30; Clifford, supra note 109; see also FATF, Anti-Money 

Laundering and Counter-Terrorist Financing Measures: 
Australia Mutual Evaluation Report 7 (Apr. 2015), http://

73. See 1996 Recommendations, supra note 22, ¶ 9; Second 
Directive, supra note 71, art. 1.; see also Mitsilegas, supra 
note 21, at 123.

74. Mitsilegas, supra note 21, at 123.
75. Id.; Kirby, supra note 25, at 283.
76. Mitsilegas, supra note 21, at 123-24 (citing Second Directive, 

supra note 71, ¶ 5, 7); Tyre, supra note 66, at 71; Kirby, supra 
note 25, at 283.

77. Second Directive, supra note 71.
78. Council Directive 2005/60/EC of the European Parliament and 

of the Council of 26 Oct. 2005 on the Prevention of the Use 
of the Financial System for the Purpose of Money Laundering 
and Terrorist Financing, 2005 O.J. (L 309) 15 (EU) [hereinafter 
Third Directive]; Kirby, supra note 25, at 289.

79. Third Directive, supra note 78, arts. 23, 28; Mitsilegas, supra 
note 21, at 127–28.

80. Tyre, supra note 66, at 72.
81. Case C-305/05, Ordre des barreaux francophones et 

germanophone and others v. Counseil des ministres, 2007 
E.C.R. I-5308, ¶¶ 33-34.  A separate challenge to the reporting 
requirements was made alleging infringement of the right to 
privacy under the European Convention of Human Rights.  The 
European Court of Human Rights confirmed that the obligation 
to report “does not constitute disproportionate interference 
with the professional privilege of lawyers”.  See Michaud v. 
France (Application 12323/11), especially paragraph 131.

82. Fourth Directive, supra note 68.
83. Id. art. 2.
84. Id. at 77.
85. Press Release, EC, Strengthened EU Rules to Tackle Money 

Laundering, Tax Avoidance, and Terrorism Financing Enter 
into Force (June 26, 2017), http://europa.eu/rapid/press-
release_IP-17-1732_en.htm.  

86. Document 32015LO849, National Transposition, Eur-Lex, 
http://eur-lex.europa.eu/legal-content/EN/NIM/?uri=celex: 
32015L0849 (last visited Apr. 18, 2018).  The five outstanding 
Member States are Ireland, Greece, Netherlands, Poland, and 
Romania.

87. Proceeds of Crime Act 2002, c. 29 § 330 (UK), as read with 
Schedule 9, paragraphs 1(n) and 1(o).

88. POCA §§ 330, 331. For a recent prosecution, see R v. Neil 
Bolton (unreported, T20160199) where a solicitor was 
sentenced to nine months’ jail for failing to file necessary 
SARs/STRs.

89. R v. Da Silva [2006] EWCA Crim 1654.
90. POCA § 330.
91. POCA § 331. 
92. Bowman v. Fels [2005] 1 WLR 3083; [2005] EWCA Civ 226.
93. POCA § 330(10).
94. POCA § 330(11).
95. POCA § 331(7) with POCA Schedule 9, paragraph 4(2).
96. Terry, supra note 10, at 29.
97. Kirby, supra note 25, at 304.
98. Money Laundering, Terrorist Financing and Transfer of Funds 

(Information on the Payer) Regulations 2017 (S.I. 692/2017) 
(UK).

99. Drug Trafficking (Recovery of Proceeds) Ordinance, Cap. 
405 § 25A (H.K.); Organized and Serious Crimes Ordinance, 
Cap. 455 § 25A (H.K.); see also Guideline No. 3.3.2: Drug 
Trafficking (Recovery of Proceeds)(Amendment) Ordinance 
1995, Organized and Serious Crimes (Amendment) Ordinance 
1995, H.K. Monetary Auth. (Aug. 1, 2011), http://www.
hkma.gov.hk/eng/key-information/guidelines-and-circulars/
guidelines/guide_332b.shtml; H.K. Securities and Futures 

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments



ICLG TO: ANTI-MONEY LAUNDERING 2018 11WWW.ICLG.COM
© Published and reproduced with kind permission by Global Legal Group Ltd, London

of Stuart Eizenstat, Deputy Secretary, U.S. Dep’t of the 
Treasury).   

139.  Id.
140. See, e.g., Incorporation Transparency and Law Enforcement 

Assistance Act, H.R. 3331, 113th Cong. (2013); Incorporation 
Transparency and Law Enforcement Assistance Act, S. 2956, 
110th Cong. (2008).

141. E.g., S. 2956 § 3.
142. The Bank Secrecy Act or BSA authorises the Secretary of the 

Treasury to impose recordkeeping, reporting and anti-money 
laundering programme requirements on financial institutions 
and other businesses. The BSA is not generally self-executing 
but its requirements must be implemented through regulation.  
31 U.S.C. § 5311 et seq. (BSA statute) and 31 CFR Part X 
(implementing regulations).  

143. E.g., S. 2956 § 4. 
144. See David Voreacos, Malaysian Fund Pilfering Scheme Shines 

Light on Law Firm’s Role, Bloomberg (July 22, 2016), https://
www.bloomberg.com/news/articles/2016-07-22/malaysian-
fund-pilfering-claim-shines-light-on-law-firm-s-role. 

145. Jack P. Stahl, Lawyer Ethics and the Financial Action Task 
Force: A Call to Action, 59 N.Y.L. Sch. L. Rev. 457, 475 
(2014).

146. Id. at 478.
147. Laurel S. Terry, U.S. Legal Profession Efforts to Combat 

Money Laundering and Terrorist Financing, 59 N.Y.L. Sch. 
L. Rev. 487, 502 (2014).

148. Id.
149. Good Practices Guidance, supra note 26, at 7; see also id. 

at 8–9.
150. Letter from Stephen N. Zack, Pres., Am. Bar Ass’n, to State 

Bar Presidents (Apr. 8, 2011) (“In our view, the Voluntary 
Guidance is the most effective means of both combating money 
laundering and avoiding the passage of federal legislation 
or adoption of rules that would impose unnecessary, costly, 
and burdensome new regulations on lawyers and the legal 
profession and adversely affect the clients that we serve”.); 
see also Michael A. Lindenberger, Into the Breach: Voluntary 
Compliance on Money Laundering Gets a Boost from the 
ABA and Treasury, Am. Bar Ass’n J. (Oct. 2011), http://www.
abajournal.com/magazine/article/into_the_breach_voluntary_
compliance_on_money_laundering_gets_a_boost/; Int’l Bar 
Ass’n, United States, Anti-Money Laundering Forum (Mar. 
5, 2012) https://www.anti-moneylaundering.org/northamerica/
United_States_of_America.aspx.

151. Susan Beck, Money Laundering Case Highlights ABA Stance 
on Lawyers’ Obligations, The Am. Law. (Aug. 1, 2016), 
http://www.americanlawyer.com/id=1202764081275/Money-
Laundering-Case-Highlights-ABA-Stance-on-Lawyers-
Obligations.

152. Voreacos, supra note 144.
153. U.S. Fourth Mutual Evaluation, supra note 52; U.S. Third 

Mutual Evaluation, supra note 51.
154. U.S. Fourth Mutual Evaluation, supra note 52, at 257–58.
155. Kevin Shepherd, Opinion, ABA Needs a New Model Legal 

Ethics Rule, Law360 (Apr. 6, 2017), https://www.law360.com/
articles/910316/aba-needs-a-new-model-legal-ethics-rule.

156. Global Witness, Lowering the Bar: How American 
Lawyers Told Us How to Funnel Suspect Funds into 
the United States 1 (2016), https://www.globalwitness.org/
documents/18208/Lowering_the_Bar.pdf.

157. Id. 
158. Id.
159. Id.
160. See, e.g., Eric Lipton & Julie Creswell, Panama Papers 

www.fatf-gafi.org/media/fatf/documents/reports/mer4/
Mutual-Evaluation-Report-Australia-2015.pdf.

114. Law Council of Austl., Anti-Money Laundering Guide 
for Legal Practitioners 17 (2016), https://www.lawcouncil.
asn.au/docs/94749cb5-3c56-e711-93fb-005056be13b5/1601-
Policy-Guideline-Anti-Money-Laundering-Guide-for-Legal-
Practitioners.pdf.

115. Response to Consultation Paper, supra note 110, at 5-6.
116. Id. at 5.
117. Id. at 7.
118. Clifford, supra note 109.
119. Id.
120. Proceeds of Crime (Money Laundering) and Terrorist 

Financing Act, S.C. 2000, c. 17., ss. 6, 7  (Can.) [hereinafter 
PCMLTFA].

121. SOR/2002-184, ss. 33.3-33.5 (Can.) (regulations applying 
parts of the PCMLTFA to lawyers).

122. Terry, supra note 10, at 34.
123. Canada (Attorney General) v. Federation of Law Societies 

of Canada, [2015] 1 S.C.R. 401, 409–11 (Can.); see also 
Advocacy on Behalf of Canada’s Law Societies, Fed’n of Law 
Soc’y of Can., https://flsc.ca/national-initiatives/advocacy-on-
behalf-of-canadas-law-societies/ (last visited Mar. 28, 2018).

124. Canada (Attorney General) v. Federation of Law Societies of 
Canada, 1 S.C.R. at 410-11.

125. William C. Hubbard, Opinion, Confidentiality Versus Money-
Laundering Laws, Nat’l L. J. (Mar. 10, 2015), https://
www.nelsonmullins.com/DocumentDepot/Op%20Ed%20
Confidentiality%20Versus%20Money%20Laundering%20
Laws%20_%20National%20Law%20Journal.pdf.

126. Sam Cooper, Battle over Lawyers’ Money-Laundering 
Loophole Shapes Up in B.C., Vancouver Sun (Mar. 1, 2017), 
http://vancouversun.com/news/national/b-c-a-battleground-
for-lawyer-loophole-cases.

127. Id.
128. FATF, Anti-Money Laundering and Counter-Terrorist 

Financing Measures: Canada Mutual Evaluation Report 81 
(Sept. 2016), http://www.fatf-gafi.org/media/fatf/documents/
reports/mer4/MER-Canada-2016.pdf (internal citations 
omitted).

129. Dep’t of Fin. Canada, Reviewing Canada’s Anti-Money 
Laundering & Anti-Terrorist Financing Regime 20 (2018), 
https://www.fin.gc.ca/activty/consult/amlatfr-rpcfa-eng.pdf.

130. Id. at 21.
131. Id.
132. Fed’n of L. Soc’y of Can., Submission of the Federation 

of Law Societies of Canada to the House of Commons 
Standing Committee on Finance re Statutory Review 
of the Proceeds of Crime (Money Laundering) and 
Terrorist Finance Act (2018), https://flsc.ca/wp-content/
uploads/2018/03/MONEYLaunderENMarch2018F.pdf.

133. Id. at 3.
134. Id. at 2. 
135. Id. at 3–4.
136. U.S. Dep’t of State, Money Laundering and Financial 

Crimes, https://2009-2017.state.gov/j/inl/rls/nrcrpt/2000/959.
htm (last visited Mar. 22, 2018); see also Report to the 
House of Delegates, supra note 44, at 6.

137. Hearing on Combating Money Laundering Before the 
Subcomm. on Crim. J., Drug Policy, and Human Resources 
of the H. Comm. on Gov’t Reform, 106th Cong. 4–5 (2000) 
(statement of Rep. John L. Mica). 

138.  Hearing on Offshore Money Laundering Before the H. Comm. 
on Banking and Fin. Servs., 106th Cong. 30 (2000) (statement 

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments



WWW.ICLG.COM12 ICLG TO: ANTI-MONEY LAUNDERING 2018
© Published and reproduced with kind permission by Global Legal Group Ltd, London

175. Other AML legislation, which has been drafted and not 
yet introduced, such as the House Committee on Financial 
Services draft of the Counter Terrorism and Illicit Finance 
Act (“CTIFA”), does not include changing the definition of 
formation agents for purposes of the BSA.  See Andrew N. 
D’Aversa & Peter D. Hardy, Congress Proposes National 
Directory of Beneficial Owners of Legal Entities, The Nat’l 
L. Rev. (Jan. 23, 2018), https://www.natlawreview.com/article/
congress-proposes-national-directory-beneficial-owners-
legal-entities; see also Letter from Hilarie Bass, Pres., Am. 
Bar Ass’n, to Reps. Jeb Hensarling and Maxine Waters (Nov. 
27, 2017), https://www.americanbar.org/content/dam/aba/
uncategorized/GAO/gatekeeperregandtheprofessiontf(abalette
rtohfscfinalversionnov272017).authcheckdam.pdf [hereinafter 
Bass November 2017 Letter].

176. See Press Release, The White House, Fact Sheet: Obama 
Administration Announces Steps to Strengthen Financial 
Transparency, and Combat Money Laundering, Corruption, 
and Tax Evasion (May 5, 2016), https://obamawhitehouse.
archives.gov/the-press-office/2016/05/05/fact-sheet-obama-
administration-announces-steps-strengthen-financial; Press 
Release, U.S. Dep’t of Treasury, Treasury Announces Key 
Regulations and Legislation to Counter Money Laundering and 
Corruption, Combat Tax Evasion (May 5, 2016), https://www.
treasury.gov/press-center/press-releases/Pages/jl0451.aspx.

177. Hearing on A Legislative Proposal on Counter Terrorism 
and Illicit Finance: Hearing Before the Senate Subcomm. on 
Fin. Inst. & Consumer Credit & Terrorism & Illicit Fin. of 
the S. Comm. on Fin. Serv., 115th Cong. 14 (2017) (prepared 
testimony of Stefanie Ostfeld, Deputy Head of U.S. Office, 
Global Witness). 

178. Id. at 14–18.
179. Hearing on Combating Money Laundering & Other Forms 

of Illicit Finance: Opportunities to Reform and Strengthen 
BSA Enforcement Before the S. Comm. on Banking, Housing, 
and Urban Affairs, 115th Cong. 3 (2018) (prepared testimony 
of Heather A. Lowe, Legal Counsel & Dir. of Gov’t Affairs, 
Global Fin. Integrity). 

180.  Hearing on Beneficial Ownership: Fighting Illicit International 
Financial Networks through Transparency Before S. Jud. 
Comm., 115th Cong. 1 (2018) (prepared statement of Sen. 
Charles Grassley).

181. Id. at 3.
182. Id.
183. Hearing on Beneficial Ownership: Fighting Illicit International 

Financial Networks through Transparency Before S. Jud. 
Comm., 115th Cong. 1 (2018) (prepared testimony of Gary 
Kalman, Exec. Dir., Fin. Accountability & Transparency 
Coalition).

184. Id. at 10.
185. Hearing on Beneficial Ownership: Fighting Illicit International 

Financial Networks through Transparency before S. Jud. 
Comm., 115th Cong. 19 (2018) (prepared testimony of Chip 
Poncy, Pres., Fin. Integrity Network).

186. Id.
187. See, e.g., Letter from Hilarie Bass, Pres., Am. Bar Ass’n to 

Sens. Charles E. Grassley and Dianne Feinstein (Feb. 1, 2018), 
https://www.americanbar.org/content/dam/aba/uncategorized/
GAO/1feb2018-abalettertosjcopposings1454.authcheckdam.
pdf [hereinafter Bass February 2018 Letter]; Press Release, 
Am. Bar Ass’n, ABA Opposes Legislation Imposing Beneficial 
Ownership Reporting on Small Businesses and Their Lawyers 
(Nov. 28, 2017), https://www.americanbar.org/news/abanews/
aba-news-archives/2017/11/aba_opposes_legislat.html; Bass 
November 2017 Letter, supra note 176; Press Release, Am. 
Bar Ass’n, ABA Opposes Anti-Money Laundering Legislation 
that Erodes the Attorney-Client Privilege and Imposes 
Burdensome Regulations on Small Businesses, their Lawyers, 
and States (Oct. 2017), https://www.americanbar.org/

Show How Rich United States Clients Hid Millions Abroad, 
The New York Times (June 5, 2016), https://www.nytimes.
com/2016/06/06/us/panama-papers.html.

161. Beck, supra note 151.
162. See, e.g., Jody Godoy, Defense Bar Group No Fan of Shell Co. 

Transparency Bill, Law360 (Oct. 2, 2017), https://www.law360.
com/articles/957248/defense-bar-group-no-fan-of-shell-co-
transparency-bill; Natalie Rodriguez, Panama Papers Bring 
Law Firm Ethics Controversy to Fore, Law360 (Apr. 6, 2016), 
https://www.law360.com/articles/780221/panama-papers-bring-
law-firm-ethics-controversy-to-fore; Press Release, Sheldon 
Whitehouse, Senator, Following Panama Papers Release, 
Whitehouse Urges Action on the Incorporation Transparency 
and Law Enforcement Assistance Act (Apr. 27, 2016), https://
www.whitehouse.senate.gov/news/release/following-panama-
papers-release-whitehouse-urges-action-on-the-incorporation-
transparency-and-law-enforcement-assistance-act.

163. S. 2489, 114th Cong. (2016); H.R. 4450, 114th Cong. (2016).
164. Press Release, Carolyn Maloney, Representative, Reps. 

Maloney, King and Senator Whitehouse Introduce Bills to 
Stop Anonymous Money Laundering Operations by Requiring 
Disclosure of Shell Corporation Beneficial Owners (Feb. 3, 
2016), https://maloney.house.gov/media-center/press-releases/
reps-maloney-king-and-senator-whitehouse-introduce-
bills-to-stop; Press Release, Sheldon Whitehouse, Senator, 
Whitehouse Introduces Bill to Curb Money Laundering 
Through Shell Corporations (Feb. 3, 2016), https://www.
whitehouse.senate.gov/news/release/whitehouse-introduces-
bill-to-curb-money-laundering-through-shell-corporations.

165. S. 1454, 115th Cong. (2017).
166. Press Release, Sheldon Whitehouse, Senator, Whitehouse 

Introduces Bipartisan TITLE Act to Address Proliferation 
of Anonymous Shell Corporations in U.S. (June 28, 2017), 
https://www.whitehouse.senate.gov/news/release/whitehouse-
introduces-bipartisan-title-act-to-address-proliferation-of-
anonymous-shell-corporations-in-us.

167. H.R. 3089, 115th Cong. (2017).
168. Press Release, Carolyn Maloney, Representative, Reps. 

Maloney and King Join with Law Enforcement and Advocates 
to Call for End to Shell Company Secrecy (June 28, 2017), 
https://maloney.house.gov/media-center/press-releases/reps-
maloney-and-king-join-with-law-enforcement-and-advocates-
to-call.

169. S. 1717, 115th Cong. (2017); Press Release, U.S. Senate 
Committee on Finance, Wyden, Rubio Unveil Bill to Increase 
Transparency, Crack Down on Illicit Financial Crimes (Aug. 
3, 2017), https://www.finance.senate.gov/ranking-members-
news/wyden-rubio-unveil-bill-to-increase-transparency-
crack-down-on-illicit-financial-crimes-.

170. S. 1717 § 3; S. 1454 § 3; H.R. 3089 § 3; S. 2489 § 3; H.R. 
4450 § 3.

171. S. 1717 § 2; S. 1454 § 2; H.R. 3089 § 2; S. 2489 § 2; H.R. 
4450 § 2.

172. S. 1717 § 3; S. 1454 § 3; H.R. 3089 § 3; S. 2489 § 3; H.R. 
4450 § 3.

173. Stop Tax Haven Abuse Act, S. 851, 115th Cong. (2017); Stop 
Tax Haven Abuse Act, H.R. 1932, 115th Cong. (2017).

174. S. 1717 § 3; S. 1454 § 4; H.R. 3089 § 3; S. 851 § 206; H.R. 
1932 § 206; S. 2489 § 4; H.R. 4450 § 3; see also Press Release, 
Sheldon Whitehouse, Senator, Whitehouse, Doggett Introduce 
Stop Tax Haven Abuse Act (Apr. 5, 2017) https://www.
whitehouse.senate.gov/news/release/whitehouse-doggett-
introduce-stop-tax-haven-abuse-act (“Currently, banks must 
abide by anti-money-laundering due diligence standards 
before taking on new customers.  The bill would extend this 
commonsense requirement to professional[s] who help set up 
shell corporations”).

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments



ICLG TO: ANTI-MONEY LAUNDERING 2018 13WWW.ICLG.COM
© Published and reproduced with kind permission by Global Legal Group Ltd, London

Gibson, Dunn & Crutcher LLP Recent AML Gatekeeper Developments

190. Bass November 2017 Letter, supra note 175, at 1.
191. Bass February 2018 Letter, supra note 187, at 1.
192. Id. at 2. 
193. Id. at 3.

content/dam/aba/uncategorized/GAO/gatekeeperregandthep
rofessiontf(abafactsheets1454s1717andhr3089october2017).
authcheckdam.pdf; Press Release, Am. Bar Ass’n, ABA 
Opposes Anti-Money Laundering Legislation that Imposes 
Burdensome Regulations on Lawyers (June 2016), https://
www.americanbar.org/content/dam/aba/uncategorized/GAO/
gatekeeperfactsheetjune2016.authcheckdam.pdf.

188. Letter from Paulette Brown, Pres., Am. Bar Ass’n, to Reps. 
Michael G. Fitzpatrick and Stephen F. Lynch (May 24, 2016), 
https://www.americanbar.org/content/dam/aba/uncategorized/
GAO/2016may24_gatekeeperregandtheprofess ion.
authcheckdam.pdf. 

189. Shepherd, supra note 155.

Gibson, Dunn & Crutcher LLP is a full-service global law firm, with more than 1,200 lawyers in 20 offices worldwide.  In addition to 10 locations in 
major cities throughout the United States, we have 10 in the international financial and legal centers of Beijing, Brussels, Dubai, Frankfurt, Hong 
Kong, London, Munich, Paris, São Paulo and Singapore.  We are recognised for excellent legal service, and our lawyers routinely represent clients 
in some of the most complex and high-profile matters in the world.  We consistently rank among the top law firms in the world in published league 
tables.  Our clients include most of the Fortune 100 companies and nearly half of the Fortune 500 companies.

Joel M. Cohen, a trial lawyer and former federal prosecutor, is Co-
Chair of Gibson Dunn's White Collar Defense and Investigations 
Group, and a member of its Securities Litigation, Class Actions and 
Antitrust Practice Groups.  Mr. Cohen has been lead or co-lead 
counsel in 24 civil and criminal trials in federal and state courts.  Mr. 
Cohen is equally comfortable in leading confidential investigations, 
managing crises or advocating in court proceedings.  Mr. Cohen's 
experience includes all aspects of FCPA/anticorruption issues, insider 
trading, securities and financial institution litigation, class actions, 
sanctions, money laundering and asset recovery, with a particular 
focus on international disputes and discovery.  Mr. Cohen was the 
prosecutor of Jordan Belfort and Stratton Oakmont, which is the focus 
of "The Wolf of Wall Street" film by Martin Scorsese.  He was an 
advisor to the OECD in connection with the effort to prohibit corruption 
in international transactions and was the first Department of Justice 
legal liaison advisor to the French Ministry of Justice.

Joel M. Cohen 
Gibson, Dunn & Crutcher LLP 
200 Park Avenue, New York
N.Y.  10166    
USA

Tel: +1 212 351 2664  
Email: JCohen@gibsondunn.com
URL:  www.gibsondunn.com   

Stephanie L. Brooker, former Director of the Enforcement Division 
at the U.S. Department of Treasury's Financial Crimes Enforcement 
Network (FinCEN) and a former federal prosecutor, is a partner in the 
Washington, D.C. office of Gibson, Dunn & Crutcher.  She is Co-Chair 
of the Financial Institutions Practice Group and a member of White 
Collar Defense and Investigations Practice Group.  As a prosecutor, 
Ms. Brooker served as the Chief of the Asset Forfeiture and Money 
Laundering Section in the U.S. Attorney's Office for the District of 
Columbia, tried 32 criminal trials, and briefed and argued criminal 
appeals.  Ms. Brooker's practice focuses on internal investigations, 
regulatory enforcement, white-collar criminal defence, and compliance 
counseling.  She represents financial institutions, multi-national 
companies, and individuals in connection with criminal, regulatory, and 
civil enforcement actions involving anti-money laundering (AML)/Bank 
Secrecy Act (BSA), sanctions, anti-corruption, securities, tax, and wire 
fraud. 

Stephanie Brooker
Gibson, Dunn & Crutcher LLP
1050 Connecticut Avenue, N.W
Washington, D.C. 20036
USA

Tel: +1 202 887 3502
Email: SBrooker@gibsondunn.com
URL:  www.gibsondunn.com



59 Tanner Street, London SE1 3PL, United Kingdom
Tel: +44 20 7367 0720 / Fax: +44 20 7407 5255

Email: info@glgroup.co.uk

www.iclg.com

■ Alternative Investment Funds
■ Aviation Law
■ Business Crime
■ Cartels & Leniency
■ Class & Group Actions
■ Competition Litigation
■ Construction & Engineering Law
■ Copyright
■ Corporate Governance
■ Corporate Immigration
■ Corporate Investigations
■ Corporate Recovery & Insolvency
■ Corporate Tax
■	 Cybersecurity 
■ Data Protection
■ Employment & Labour Law
■		 Enforcement of Foreign Judgments
■ Environment & Climate Change Law
■ Family Law
■ Fintech
■ Franchise
■ Gambling
■ Insurance & Reinsurance

■ International Arbitration
■ Investor-State Arbitration
■ Lending & Secured Finance
■ Litigation & Dispute Resolution
■ Merger Control
■ Mergers & Acquisitions
■ Mining Law
■ Oil & Gas Regulation
■ Outsourcing
■ Patents
■ Pharmaceutical Advertising
■ Private Client
■ Private Equity
■ Product Liability
■ Project Finance
■ Public Investment Funds
■ Public Procurement
■ Real Estate
■ Securitisation
■ Shipping Law
■	 Telecoms, Media & Internet
■ Trade Marks
■ Vertical Agreements and Dominant Firms

Other titles in the ICLG series include:


	Back to top
	I. Introduction
	II. The Financial Action Task Force & the Gatekeeper Initiative
	III. Approach in Many Jurisdictions
	IV. The United States History and 2018 Developments
	Endnotes
	Author bios and firm notice



