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weeks following the webcast.

 All questions regarding MCLE Information should be directed to Victoria Chan at
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Topics to Be Discussed

» An Overview of FCPA Enforcement
» Emerging Market Anti-Corruption Enforcement & Trends:
o China
o Latin America
o Africa
o India
O Russia
» Global Trends and Risk Mitigation Strategies
o Appendix: The FCPA
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An Overview of FCPA Enforcement
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FCPA Enforcement Actions Per Year (2009-

2019)
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Number of FCPA Enforcement Actions by

Country (1978 to Present*)
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Enforcement of the FCPA: Criminal Penalties

Anti-Bribery Provisions

» Corporations: USD 2 million fine or twice the pecuniary gain or loss.

* Individuals: Up to five years’ imprisonment, and a USD 250,000 fine or twice the pecuniary gain or loss.
Accounting Provisions

» Corporations: Criminal penalties up to a USD 25 million fine or twice the pecuniary gain or loss.

e Individuals: Up to 20 years’ imprisonment, and a USD 5 million fine or twice the pecuniary gain or loss.

Total Value of Corporate FCPA Monetary Resolutions (2014 — 2019)
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FCPA Top 10: 2019 Enforcement Actions
Claim the Top 2 Spots
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* Siemens’s U.S. FCPA resolutions were coordinated with a €395 million ($569 million) anti-corruption settlement with the Munich Public Prosecutor.

** The combined amount of U.S., Dutch, and Swedish financial penalties is $965.6 million.
*** BAE pleaded guilty to non-FCPA conspiracy charges of making false statements and filing false export licenses, but the alleged false statements concerned the existence of the company’s

FCPA compliance program, and the publicly reported conduct concerned alleged corrupt payments to foreign officials.
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Global Dimension of Enforcement Actions

In addition to record-setting monetary penalties in the U.S., several companies also have
paid significant fines to non-U.S. enforcers.

Company

Total U.S. Resolution

Non-U.S. Resolution

Petroleo Brasileiro S.A. -
Petrobras

USD 170,640,000

Petrobras agreed to pay USD 682.56 million to Brazilian authorities as part of its
settlement with Brazilian prosecutors and the DOJ, which was credited against
80% of the DOJ fine of over USD 853.2 million and the SEC’s fine of the same
amount.

Siemens AG

USD 800,000,000

Siemens’s U.S. FCPA resolutions were coordinated with a €395 million (USD 569
million) anti-corruption settlement with the Munich Public Prosecutor.

Odebrecht S.A. & Braskem S.A.

USD 419,800,000

Odebrecht and Braskem agreed to pay a total of USD 3.5 billion for a global
settlement with authorities in the United States, Brazil, and Switzerland. The DOJ
has since reduced the Odebrecht penalty from USD 260 million to USD 93 million
following an analysis of its ability to pay.

Telia Company AB

USD 483,000,000

The total combined amount of United States, Dutch, and Swedish penalties was
USD 965.8 million.

Société Générale S.A.

USD 292,800,000

While the DOJ assessed the full USD 585 million penalty against SocGen,
approximately half of it (USD 292.8 million) was paid to the French regulator,
Parquet National Financier and credited against the U.S. fine.
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Corruption Trends: Asia, Russia, Latin

America, and Africa
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China: Market Characteristics

1.4 billion Estimated population of China
in 2019. Median age of 37.

USD 340.3  China’s annual foreign trade
billion surplus through October 2019.

Percentage drop in China’s
-1.1% exports from a year ago

China’s projected GDP growth rate
5.6%0 for 2020, down from 6.2% in the
first nine months of 2019

0 China’s projected inflation for
2.51% 2020.

USD 110.78 Foreign direct investment into
A China through October 2019.
billion

Sources: Worldometers, China Population 2019 (retrieved on November 27, 2019) http://www.worldometers.info/world-population/china-population/; Bloomberg, China’s Unexpected Export Drop Shows Why It Wants a Trade Deal (December 8,
2019)  https://www.bloomberg.com/news/articles/2019-12-08/china-s-exports-unexpectedly-decline-in-november-imports-climb-k3wq79nz; ~ China: inflation rate from 2007 to 2024 (retrieved November 27, 2019)
https://www.statista.com/statistics/270338/inflation-rate-in-china/; China GDP Annual Growth Rate (retrieved on November 27, 2019) https://tradingeconomics.com/china/gdp-growth-annual; China Foreign Direct Investment (retrieved on
November 27, 2019) https://tradingeconomics.com/china/foreign-direct-investment. Photo credit: The top image was originally posted on Flickr by Kim Sklinar at https://www.flickr.com/photos/17266413@N00/253479003. It was uploaded to
Wikimedia Commons using Flickr upload bot on January 15, 2009 by Quatro Valvole. This file is licensed under the Creative Commons Attribution-Share Alike 2.0 Generic license (https://creativecommons.org/licenses/by-sa/2.0/deed.en).
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China: Corruption Landscape

China ranks 87t out of 180 China ranks 75t out of 141 According to World Bank’s
countries in Transparency countries in the World Economic ~ Global Governance  Indicators,
International’s Corruption Forum’s Corruption Index. China improved from the 36%
Perceptions Index, a ten-spot percentile in 2008 to the 46
decline from its 2017 ranking. WORLD percentile in 2018 on “control of
o ) TRANSPARENCY ECONOMIC corruption.” [ ]THE
INTERNATIONAL FORUM @ E\LCI)“RI:-D

More than 1.5 million officials have been disciplined over the past seven years as part of President Xi
Jinping’s anti-corruption crackdown. Since January 1, 2019:

45 386 Number of officials disciplined by CCDI in China for violations of the “Eight Rules”

i (embezzlement, bribery, abuse of power, misappropriation, dereliction of duty, and malpractice).
45,369 Number of cases investigated by CCDI in China for violations of the “Eight Rules.”
63,831 Number of officials investigated by CCDI in China for violations of the “Eight Rules.”

Sources: The Washington Post, Xi must be dismayed: Chinese leader fighting fires on all fronts (November 26, 2019) https://www.washingtonpost.com/world/asia-pacific/xi-must-be-dismayed-chinese-leader-fighting-fires-on-all-
fronts/2019/11/25/108dd62e-0f35-11ea-924¢-b34d09bbc948 story.html; 2019 10 4601 ; CCDI, (November 27, 2019) http://www.ccdi.gov.cn/toutiao/201911/t20191127 205081.html; The Global
Competitiveness Report 2019 (retrieved on November 27, 2019) http://www3.weforum.org/docs/WEF TheGlobalCompetitiveness Report2019.pdf; Worldwide Governance Indicators Project (retrieved on November 27, 2019) https://info.world
bank.org/governance/wgi/Home/Reports; Transparency International, Corruption Perceptions Index 2018 (retrieved on November 27, 2019) https://www.transparency.org/cpi2018.
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China: Anti-Corruption Campaign and

Domestic Enforcement

2019 saw a tide of investigations, arrests, and prosecutions of high-level officials and executives

at state-owned entities:

In June, former Interpol President and Vice Minister of
China’s Ministry of Public Security Meng Hongweli
pleaded guilty to charges of accepting bribes of USD 2.1
million between 2005 and 2017.

In December, the former head of China’s energy
administration and governor of Xinjiang province, Nur
Bekri, was sentenced to life in prison after pleading guilty
to taking bribes worth USD 11.5 million. Bekri was one
of China’s highest-ranking Uighur officials.

Former chairman of the China Securities Regulatory
Commission (“CSRC”), Liu Shiyu, was removed from his
post and given a punishment of two years’ Party probation
for accepting bribes. Chinese authorities said that Liu was
shown leniency because he cooperated with the
investigation.

The former vice governor of Guizhou province, Wang
Xiaoguang, was sentenced to 20 years in prison and
fined a record USD 26 million by a Chinese court in
April.

In March, China’s former head of internet censorship,
Lu Wei, was sentenced to 14 years in prison and fined
RMB 3 million (USD 450,000) after pleading guilty to
accepting bribes worth USD 4.6 million.

The former head of Industrial and Commercial Bank’s
(ICBC) Shanghai branch, Gu Guoming, was dismissed
from public office and expelled from the Communist
Party in November for allegedly accepting bribes and
taking advantage of his position. Other bankers at ICBC,
China’s largest state-owned commercial bank, are also
reportedly under investigation.

Sources: Bloomberg, Ex-Interpol Chief Pleaded Guilty to Bribery, China Says (June 20, 2019) https://www.bloomberg.com/news/articles/2019-06-20/ex-interpol-chief-meng-pleads-guilty-to-bribery-in-china-court; Caixin, Update: Executive of China’s Largest Bank Accused of Taking Enormous
Amount of Bribes (November 21, 2019) https://www.caixinglobal.com/2019-11-21/executive-of-chinas-largest-bank-accused-of-taking-enormous-amount-of-bribes-101485458.html; SCMP, China’s former securities regulator Liu Shiyu gets light punishment after graft probe (October 5, 2019)
https://www.scmp.com/economy/china-economy/article/3031690/chinas-former-securities-requlator-liu-shiyu-gets-light; China Daily, Former energy leader pleads guilty to bribery (July 26, 2019) http://www.chinadaily.com.cn/a/201907/26/WS5d3a3d50a310d83056401133.html; SCMP,
China’s former internet tsar Lu Wei jailed for 14 years for bribery (March 26, 2019) https:/https://www.scmp.com/news/china/politics/article/3003357/chinas-former-internet-tsar-lu-wei-jailed-14-years-bribery; SCMP, Chinese ex-official who collected rare orchids and Mao-tai liquor jailed for
20 years for corruption (April 23, 2019) https://www.scmp.com/news/china/politics/article/3007384/chinese-ex-official-who-collected-rare-orchids-and-mao-tai; Central Commission for Discipline Inspection, National Supervisory Committee, Integrity Silk Road Beijing Initiative (April 26, 2019)
http://www.ccdi.gov.cn/yaowen/201904/t20190426_ 192942.html, Financial Times, China to tackle corruption in Belt and Road projects (July 18, 2019) https://www.ft.com/content/a5815e66-a91b-11e9-984c-fac8325aaa04.
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China: Enforcement — National Supervision

System

China’s National Supervision System, which came into effect in 2018, has continued to expand the reach of the
government’s anti-corruption campaign.

Structure of the National Supervision System
» National Supervision Commission (“NSC”)

» The creation of the NSC has expanded the scope of China’s anti-corruption agencies, which previously
extended only to the executive branch. The CCDI’s mandate covers Party members only. The new
Commission covers all public servants, regardless of branch of government or Party membership,
including State-Owned Entity executives.

e China’s revised Criminal Procedure Law (“CPL”) that went into effect in late 2018 codified leniency

rules that encourage suspects to cooperate in government investigations.
The NSC and the CCDI: Joint Enforcement

e The NSC, which is co-located with the CCDI, appears to have functionally expanded the legal powers of the CCDI,
permitting the two watchdogs to conduct joint investigations.

» The NSC and the CCDI have reportedly stationed joint inspection teams in offices of central and provincial-level

government authorities, deepening the impact of the anti-corruption campaign among local branches of the Chinese
government.

NPC Empowers NSC to Issue Additional Regulations to Enforce Law

 In October, the Standing Committee of the National People’s Congress (“NPC”) adopted a measure stipulating that
the NSC has the power to promulgate new regulations under the supervision system.

Sources: National People’s Congress, (March 22, 2018) http://npc.people.com.cn/n1/2018/0322/c14576-29882675.html; China Daily, Scores of fugitives returned (January 25, 2019) http://www.chinadaily.com.cn/a/201901 /25/WS5c4a66c0a3106c65¢34e675c1.html;
CCDlI, : (May 14, 2018) http://www.ccdi.gov.cn/yaowen/201804/t20180427_170804.html; Ministry of Justice, (December 25, 2018) http://www.moj.gov.cn/Department/content/2018-12/25/357_182760.html (accessed
December 5, 2019); National People’s Congress, (March 22, 2018) http:/npc.people.com.cn/n1/2018/0322/c14576-29882675.html; Xinhua, China Focus: China moving to curb corruption within discipline supervisory system (January 9, 2019)
http://www.xinhuanet.com/english/2019-01/09/c137731218.htm; China Daily, CCDI, National supervisory commission set up joint supervision teams (June 21, 2018) http://www.chinadaily.com.cn/a/201806/21/ WS5b2a82f4a3103349141dd60d.html; Xinhua, top legislature clarifies supservisory
commission’s power to formulate supervisory regulations (October 26, 2019) http://www.Xxinhuanet.com/ _english/2019-10/26/c_138505686.htm; Central Committee for Discipline Inspection, ? (May 2, 2018)

http://www.ccdi.gov.cn/special/zmsjd/zm19da_zm19da/201802/t20180202_163176.html; China Daily, Upgraded supervisory system hits the mark (March 3, 2019) http://www.chinadaily.com.cn/a/201903/03/WS5c7bh1852a3106c65c34ec649.html. Photo credit: This image was initially published
by NuclearVacuum on July 19, 2009, and is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported license (https://creativecommons.org/licenses/by-sa/3.0/deed.en).
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China: Legislative Developments

International Criminal Judicial Assistance Law (“ICJA Law™)

China’s ICJA Law, which became effective on October 26, 2018, governs mutual assistance
between China and foreign countries in criminal cases.

» The ICJA Law stipulates that no individual or entity within Chinese territory is allowed to provide foreign
countries with evidence, materials, or assistance in connection with criminal cases without the consent of
the Chinese government.

» Approval from the government is required before
any person or entity in China can comply with a
foreign subpoena in relation to a criminal matter.

» The ICJA Law is ambiguous on several key points,
including penalties for violations and the process
for obtaining government permission to cooperate
with foreign court orders. It is also unclear how
the law would affect the operation of existing
MLATSs between China and other countries.

Sources: National People’s Congress, (October 26, 2018) http://www.npc.gov.cn/zgrdw/npc/xinwen/2018-10/26/content_2064576.htm; In re Grand Jury Investigation of Possible
Violations of 18 US.C. § 1956 & 50 U.S.C. § 1705, 381 F. Supp. 3d 37 (D.D.C. 2019). Photo credit: This image was originally posted to Flickr by The White House at
https://flickr.com/photos/148748355@N05/48162296741. It was reviewed on 30 June 2019 by FlickreviewR 2 and was confirmed to be licensed under the terms of the Public Domain Mark.

GIBSON DUNN 16



China: Legislative Developments (cont’d)

International Criminal Judicial Assistance Law (“ICJA Law”) / Key Takeaways: \

China has yet to issue any implementing regulations providing guidance on The ICJA Law may create
the ICJA law’s interpretation. However, the law has already impacted competing legal obligations

i . i S _ for MNCs with ties to China
Chinese companies subject to the jurisdiction of U.S. courts: and other jurisdictions.

 In July, the D.C. Circuit Court of Appeals unanimously affirmed a The ICJA Law may have
decision by the D.C. District Court ordering three Chinese banks to unintended consequences in
comply with U.S. government subpoenas to produce documents, and U.S. litigation involving

. : . . MNCs, with U.S. authorities
holding the banks in contempt for failing to comply with the order. citing the ICJA Law as

grounds for bypassing the
existing MLAA regime to
compel document production
due to the uncertainty in how

» The District Court rejected the banks’ argument that the only way for
them to produce the documents was through mechanisms detailed in
the U.S.-China MLAA, which required the requests to be routed

through the Chinese Ministry of Justice (“MQOJ”). the law will be implemented.
« Notably, the District Court discussed letters received from the Chinese Details regarding how China
MOJ referencing the ICJA Law, which the court said clarified that the ‘_’V"I' 'mp'err]"e”t the 'a;]"" .
MOJ is no longer the last level of review for determining whether including how and whether it
Chi il v with MLAA t will impose penalties for
Ina wiil comply wi requests. w)lations, remain unclear./
Sources: National People’s Congress, (October 26, 2018) http://www.npc.gov.cn/zgrdw/npc/xinwen/2018-10/26/content_2064576.htm; In re Grand Jury Investigation of Possible

Violations of 18 U.S.C. § 1956 & 50 U.S.C. § 1705, 381 F. Supp. 3d 37 at 71 (D.D.C. 2019); In re Sealed Case, 932 F.3d 915 (D.C. Cir. 2019).
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China: Legislative Developments (cont’d)

Looking Ahead to 2020: Corporate Social Credit System, Whistleblower Rewards

Corporate Social Credit System
* In September, the National Development and Reform Commission published a report indicating it has begun to evaluate 33 million
companies as part of the government’s plan to implement a comprehensive corporate social credit system.

» Corporations will be rated based on a number of factors, including regulatory ratings and compliance records. A company’s score
will also be affected by the scores of its business partners. A good corporate score could lead to lower tax rates, access to supply
chains, and ability to sell to local and provincial entities and SOEs. Sanctions for low scores may include higher inspection rates,
restricted issuance of government approvals, and restrictions from public procurement.

» The Chinese government is creating a new database, the National “Internet + Monitoring” System, which, when enacted, will
integrate corporate social credit data and permit monitoring across state agencies on a comprehensive national platform. Reports
indicate that provincial versions of this system are currently being tested.

New Whistleblower Rewards Announced /Key Takeaways: The \
* In November, China’s SAMR announced that it was drafting a set of measures to reward development of the corporate
whistleblowers for reports related to competition, IP rights, illegal pyramid schemes, and social credit system may
food and drug safety, among others. significantly impact MNC

« The draft measures set a maximum reward for each case of CNY 2 million (~USD operations in China. There is

287,080), a significant increase from the previous maximum of CNY 300,000 (~USD currently little official guidance
43,061). As drafted, the reward scheme will apply only to individuals reporting on how the system will be

“significant illegal conduct.” Qmplemented. /

Sources: State Council, 2014—2020 (June 27, 2014) http://www.gov.cn/zhengce/content/2014-06/27/content_8913.htm; SCMP, China’s social credit system for business creates new and complex headaches for EU trade officials
(November 5, 2019) https://www.scmp. comleconomv/qlobal economy/article/3036445/chinas-social-credit-system-business-creates-new-and-complex; SCMP, Why US businesses should be worried about China’s corporate social credit system (October 14, 2019) https://www.scmp.com/
news/china/article/3032720/why-us-businesses-should-be-worried-about-chinas-corporate-social-credit; ~ State  Council, (July 16, 2019) http://www.gov.cn/zhengce/content/2019-
07/16/content_5410120.htm; European Chamber of Commerce in China, The Digital Hand: How China’s Corporate Social Credit System Condltlons Markets Actors (August 28, 2019) https://www.europeanchamber.com.cn/en/press-releases/3045/european
chamber_report_on_china_s_corporate_social_credit_system_a_wake up call_for _european_business_in_china; SAMR, (November 19, 2019) http://www.samr.gov.cn/hd /zjdc/201911/t20191119_308625.html; National Development and
Reform Commission, (September 1, 2019) https://www.ndrc.gov. cnlxxgkl 2cfb/tz/201909/t20190916_1181918.html; State Council Information Office,
; (July 18, 2019) http://www.sCi0.gov. cn/32344/32345/39620/ 41042/tw41044/Document/1659716/1659716.htm.
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China: Enforcement Trend — Industry Alert

In January 2019, the CCDI announced a crackdown on corruption in the education, medical care, and financial

sectors. The CCDI states that it would focus on the financial sector, expanding the scope of disciplinary inspections to
state-owned financial institutions.

* Following the CCDI’s announcement, 2019 saw a number of
investigations into and convictions of high-ranking public officials
and executives in the financial industry.

» Anti-corruption efforts in the financial sector have also targeted
provincial-level banking executives, with Chinese financial
regulators intervening in some cases to tighten control over
institutions whose controlling shareholders were accused of
corruption.

Key Takeaways: The crackdown in China’s financial sector extends from central government authorities and state-owned
banks to smaller, provincial-level entities. With new laws and regulations geared at opening up China’s financial sector to
increased foreign investment coming into effect in late 2019 and early 2020, be on the lookout for continued enforcement
actions by anti-graft agencies against firms and public officials in this sector, as well as possible intervention by financial
regulators to shore up local lenders affected by graft.

- J

Sources: SCMP, China corruption watchdog to target health, education and the financial sector in 2019 (January 14, 2019) https://www.scmp.com/news/china/politics/article/2181942/china-corruption-watchdog-target-health-education-and-financial

Caixin Global, More Officials Call for Crackdown on Financial Corruption (January 17, 2019) https://www.caixinglobal.com/2019-01-17/more-officials-call-for-crackdown-on-financial-corruption-101371150.html; Xinhua, Xi stresses role of finance
in  serving real economy  (February 23, 2019) http://www.xinhuanet.com/english/2019-02/23/c_137844753.htm; China  Daily, Upgraded  supervisory  system hits ~ the mark  (March 3, 2019)
http://www.chinadaily.com.cn/a/201903/03/WS5c7b1852a3106c65c34ec649.html; SCMP, China’s regulators take the scalpel to further downsize the financial empires of oligarchs Xiao Jianhua and Ye Jianming (November 19, 2019)
https://www.scmp.com/business/china-business/article/3038299/expect-beijing-rescue-more-chinas-troubled-small-banks-say; The New York Times, China Is Trying to Clean Up Its Banks. It’s Messy. (November 7, 2019)
https://www.nytimes.com/2019/11/07/business/china-bank-run.html.
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China: Enforcement Trend — Industry Alert

In early 2019, the CCDI announced that it would focus on education, healthcare, environmental protection, food and drug
safety and other major areas of concern to the public as part of its anti-corruption enforcement efforts.

e On November 21, 2019, the National Health Commission (NHC) announced the launch of a large scale public hospital
inspection campaign that will last until June 2022. The inspection campaign includes all public hospitals above “Tier 2”
and covers anti-bribery efforts at the hospital management level, pricing practices, the provision of commissions, the
implementation of healthcare reform policies, and financial controls.

» The campaign also calls for a renewed focus on the so-called “Nine Prohibitions,” which prohibit healthcare practitioners
from, among other things, soliciting or receiving kickbacks or other improper benefits from healthcare companies, their
distributors and salespersons.

* InJune, China’s Ministry of Finance separately announced plans to audit 77 drugmakers, including the local arms of
three multinationals. The audits are reportedly being conducted in connection with the government’s wider crackdown on
illegal kickbacks in the healthcare industry.

/Key Takeaways: With the launch of a new round of public hospital inspections by the NHC, \
companies operating in the pharmaceutical and healthcare sectors may find themselves the

subjects of regulatory inquiries, and should prepare for increased scrutiny. Healthcare companies
that transact with government customers should ensure that that they maintain adequate systems

for tracking interactions with state-owned hospitals and research institutes, with a particular
\focus on any payments made to HCPs and other government officials. /

Sources: Reuters, China promises graft crackdown in education, health (January 14, 2019) https://www.reuters.com/article/us-china-corruption/china-promises-graft-crackdown-in-education-health-idUSKCN1P70UOQ;
PharmNet.com.cn, (November 22, 2019) http://news.pharmnet.com.cn/news/2019/11/22/ 532850.html; Sina,

(November 21, 2019) https://k.sina.com.cn /article_3057540037_b63e5bc502000mpd2.html; Caixin Global, China to Audit 77 Drugmakers in Fight Against Health Care Kickbacks (June 6, 2019)
https://www.caixinglobal.com/2019-06-06/china-to-audit-77-drugmakers-in-fight-against-health-care-kickbacks-101424378.html.
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China: FCPA Enforcement Actions

Since 2002, the DOJ and the SEC have brought enforcement actions against 60 corporations relating to

business activities in China.

Automotive

» Daimler AG, 2010

Aircraft

* Nordam Group, Inc., 2012
Cosmetics/Personal Care

* Avon Products (China) Co., Ltd, 2014
* Nu Skin Enterprises, 2016

Data and Analytics

e  Dun & Bradstreet, 2018
Mining/Energy

» Maxwell Technologies, 2011

» BHP Billiton, 2015

»  Westport Fuel Systems, Inc., 2019
Finance

* JPMorgan, 2016

e Credit Suisse, 2018

e Deutsche Bank AG, 2019

» Barclays PLC, 2019

Gaming

* Las Vegas Sands, 2016 & 2017
Healthcare/Life Sciences

» Diagnostic Products Corp., 2005
* AGA Medical, 2008

* Biomet, Inc., 2012

e Fresenius Medical Care, 2019

» Pfizer/Wyeth, 2012

« EliLilly, 2012

* Bruker Corp., 2014

e Mead Johnson Nutrition, 2015

» Bristol-Myers Squibb, 2015

» SciClone Pharmaceuticals, 2016
* Novartis AG, 2016

* AstraZeneca, 2016

* GlaxoSmithKline, 2016

o Stryker Corporation, 2018
Infrastructure

e Schnitzer Steel Industries, 2006
» Watts Water Technologies, Inc., 2011
» General Cable, 2016
Manufacturing

» Control Components, Inc., 2009
* InVision Technologies, 2004

* York International, 2007

* Siemens AG, 2008

* ITT Corporation, 2009

* Avery Dennison, 2009

* Diebold, Inc., 2013

» Tyco, 2012

» Keyuan Petrochemicals, Inc., 2013
* Nortek Inc., 2016

« Johnson Controls, 2016
Marketing

* Quad/Graphics, Inc., 2019
Retail

* Walmart Inc., 2019

Technology

» Paradigm BV, 2007

» Faro Technologies, 2008

* RAE Systems, Inc., 2010

* Rockwell Automation, 2011

* IBM Corp., 2011

e PTCInc., 2016

» Akamai Technologies Inc., 2016
e Panasonic, 2018

» United Technologies Corp., 2018
* Polycom Inc., 2018

* Juniper Networks, Inc., 2019
Telecommunications

» Alcatel-Lucent, 2007

e UTStarcom, Inc., 2009

* \eraz Networks, Inc., 2010

e Qualcomm Inc., 2016

» Telefonaktiebolaget LM Ericsson, 2019
Tobacco

» Alliance One International, 2010
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China: Lessons Learned from 2019 FCPA

Enforcement Actions Involving China

&" FRESENIUS )
Y  MEDICAL CARE

Background: Alleged to have
paid bribes through subsidiaries
to procure business in several
countries. The company’s
China business allegedly paid
bonuses to publicly-employed
HCPs with whom FMC China
had supply agreements.

Lesson: Interactions with
HCPs remain a significant risk
for MNCs operating in China.
Devote sufficient resources via
accounting and other internal
controls to monitor compliance

/

ith policies prohibiting

w
kaacks or other bonuses./

@/ments to third-party agentsJ

=
>

ERICSSON
Background: Allegedly engaged
in a longstanding scheme to bribe
and sponsor travel of government
officials via third-party agents. In
China, service providers managed
a slush fund used to pay for
officials’ entertainment and travel.
Lesson: Compliance programs
must account for the risks
associated with local third-party
engagements. Implement a
system of internal controls that
ensures effective oversight of
subsidiaries’ retention of and

a Quad&® A

Background: The company’s
Chinese subsidiary allegedly used
sham sales agents to make
improper payments to customers,
including public officials, in
order to win business. The
subsidiary failed to conduct any
due diligence on the third-party
sales agents.

Lesson: Implementing proper
controls to vet and continually
monitor third-party
intermediaries of foreign
subsidiaries remains a crucial

component of corporate
wnpliance programs. /
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China: Is the DOJ’s China Initiative Affecting

FCPA Enforcement?

The DOJ launched the “China Initiative” in November 2018 to safeguard U.S. national security and economic
interests against threats from China. One of the Initiative’s goals is to ““identify Foreign Corrupt Practices Act
cases involving Chinese companies that compete with American businesses.”

» Business conduct in China remains by far the largest source of
FCPA enforcement actions since the statute was enacted.

* The DOJ’s China Initiative is still relatively new. The extent to
which the DOJ may increase its focus on Chinese companies in
the context of FCPA investigations and enforcement actions
remains to be seen.

* In March 2019, Chinese national Patrick Ho was sentenced to 3
years in prison for bribery of officials in Uganda and Chad to
obtain business for a Chinese energy conglomerate. Although his
indictment came prior to the announcement of the DOJ’s China
Initiative, Ho’s case demonstrates enforcement agencies’ ability
to bring FCPA actions against Chinese individuals.

(. N

‘We need to continue to pursue,
and indeed to step up, our China initiative.”

- William P. Barr, Attorney General, &
Department of Justice (June 2019)

o

/Key Takeaway: Given that the average FCPA \
investigation lasts 38 months, companies
should not take a lack of increase in
enforcement actions this year as an indication
that the DOJ is not pursuing China-related
FCPA enforcement actions as part of the
\department’s broader China Initiative. /

Sources: Department of Justice, Attorney General Jeff Session’s China Initiative Fact Sheet (November 1, 2018) https://www.justice.gov/opa/speech/file/1107256/download; Department of Justice, Attorney General

William P. Barr Delivers Opening Remarks at the U.S. Attorney's Conference (June 26, 2019) https://www.justice.gov/opa/speech/attorney-general-william-p-barr-delivers-opening-remarks-us-attorneys-conference;

Stanford Law School Foreign Corrupt Practice Act Clearinghouse, Key Statistics (accessed December 5, 2019) http://fcpa.stanford.edu/statistics-keys.html; Department of Justice, Patrick Ho, Former Head Of Organization

Backed By Chinese Energy Conglomerate, Sentenced To 3 Years In Prison For International Bribery And Money Laundering Offenses (March 25, 2019) https://www.justice.gov/usao-sdny/pr/patrick-ho-former-head-

organization-backed-chinese-energy-conglomerate-sentenced-3.
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Latin America and the Caribbean: Market

Characteristics

The regional

Comprises Th '
_ _ : e regional
Estimated 8.4% ofthe  Themedianage ©CONOMYIS level of inflati
population is world is 29.5 years. P : is proiected
o row 1.8% in is projected to
650.6 million. population. g .07/0 os ;
be 6.7% in 2020.
2020.
N
»
Brazil Argentina Colombia Mexico
* Population: 211 « Population: 44.8  Population: 50.3 « Population: 127.6
million. million. million. million.
. G_DE: USD 1.85 e GDP: USD 445.5 « GDP: USD 327.9 e GDP: USD 1.27 trillion|
trillion. billion. billion. e Mexico ranks 138th of
*  Brazil ranks 105th  Argentina ranks 85th  Colombia ranks 99th 180 countries on the
of 180 countries of 180 countries on of 180 countries on Corruption Perceptions
on the Corruption the Corruption the Corruption Index.

\ Perceptionslndexj \ Perceptions Index. / \ Perceptions Index. / \ /

Sources: Latin America and the Caribbean Population, WoRLDOMETER (Dec. 5, 2019); World Economic Outlook, INTERNATIONAL MONETARY FUND (October 2019); Latin America and Caribbean: Seizing the
Momentum (April 18, 2018); Global Competitiveness Report 2018, WorLD EcoNomic ForRum (Oct. 16, 2019); 2018 Corruption Perceptions Index, TRANSPARENCY INTERNATIONAL (Feb. 21, 2018).
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Latin America: Significant Corruption News

Brazil )

» Lava Jato continues to drive the anti-corruption landscape in Brazil:

» Individuals charged with corruption and money laundering for kickbacks from Odebrecht. Former ® -
governor of Minas Gerais and his chief of staff were among those charged. v

» Former executives of Brazilian petrochemical company Braskem targeted in latest phase of the
Lava Jato probe, including former CEO, former legal director, and a local lawyer.

e InJuly 2019, engineering company Camargo Corréa agreed to pay $366 million pursuant to a leniency
agreement to Brazil’s Comptroller General of the Union and its Attorney General’s Office to settle

allegations relating to the probe.

“ @ Mexico
R y D/I arch 2019, Mexico's new Chief Anti-Corruption Prosecutor, Luz Mijanos Borja, took office.

. In the¥rirst 8 months of her tenure, her office was launched approximately 680 investigations. Key
investigations thus far involve Odebrecht, the former CEO of PEMEX and the Chairman of AHMSA -

the largest integrated steel producer of Mexico.

* In August, Mexico passed the National Property Forfeiture Law, which expanded the conduct that could
trigger asset forfeiture to include corruption by public servants, private persons, and corporate entities.
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Latin America: Significant Corruption

News (cont’d)

Argentina
* Argentina’s “notebook scandal’” continues to fuel anti-bribery efforts in the country

» Prosecutors estimate that nearly USD 200 million was exchanged to win public works contracts as
.) part of a bribery scheme allegedly spearheaded by former president Cristina Fernandez de Kirchner

and her late husband. Mrs. Kirchner was recently elected Vice-President of Argentina.

In April, money laundering prosecutors from the National Unit of Financial Information of
Argentina formally requested court permission to open a money laundering investigation in
addition to the existing bribery investigation.

As of May 2019, more than 100 defendants have been indicted or “summoned” to court; over 30 v
such defendants are reported to be in plea-bargain discussions with prosecutors.

Colombia

* InApril 2019, the CEO of Colombia’s largest banking conglomerate, Grupo Aval, was convicted for
bribing officials in connection with Ruta del Sol, a major highway project. The former Vice-Transport
Minister is currently in prison for accepting bribes.

e Starting January 1, 2020, a series of new anti-corruption measures went into effect. The new legislation
precludes the use of house arrest for public officials found guilty of corruption-related offenses;
convicted officials will now go to prison.
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Latin America: Enforcement Actions

Venezuela: PDVSA and Corpolec Related
Corruption

« U.S. authorities have charged dozens of U.S. and Venezuelan

nationals in connection with money laundering, fraud, and \/
corruption charges. ’) <‘ P DVSA
.\

» Many of the charges include allegations of procurement-
related corruption at Venezuela’s state-owned oil company,
PDVSA, and its state-owned and state-controlled electricity
company, Corporacion Eléctrica Nacional, S.A. (Corpoelec).

» Other allegations focus on fraudulent currency exchange m
transactions involving the National Treasury and PDVSA. CORPORACION ELECTRICA NACIONAL

e More than 20 individuals—mostly U.S. nationals, and also
more than a half dozen former Venezuelan officials—have
been charged, and most have already pled guilty, and have
been sentenced to prison in the United States.
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ava Jato and Odebrecht-offshoot

Investigations Dominate the Headlines

Peru

» To date, four former Presidents of Peru have been charged with taking bribes from Odebrecht. Former presidents Pedro Pablo
Kuczynski and Ollanta Humala are currently in jail awaiting trial. Former president Alan Garcia committed suicide during an
arrest attempt in April.

» Former president Alejandro Toledo was arrested in California in July following an extradition request and faces corruption
charges for receiving over USD 20 million in bribes from Odebrecht.

Colombia

* In November 2019, at the behest of the Supreme Court, the Inspector General raided the Prosecutor General’s Office amid an
investigation into illegal wiretapping practices regarding the Odebrecht bribery scandal. It was the first-ever such raid on the
Prosecutor General’s office.

Brazil

* Anew phase of Lava Jato targeted Bruno Gradin, former chief executive of petrochemical company, Braskem, an Odebrecht
subsidiary responsible for 80% of Odebrecht’s revenue in 2018.

* In November 2019, Brazil’s Attorney General signed two settlement agreements, one with the OAS Group for USD 287
million and another with Engevix Group for USD 124 million.

* In November 2019, Samsung Heavy Industries Co. agreed to pay USD 75 million in settlement with the US DOJ and its
Brazilian counterparts over claims that it funneled millions of dollars in bribes to executives at Petrobras.

Argentina

* InJune, 13,000 new documents tied to Odebrecht revealed that the Brazilian construction company paid at least USD 15.7
million worth of bribes related to Argentina.

»  Former Argentina Public Works Minister Julio de Vido will stand trial for Odebrecht-related corruption charges.

Mexico

» The first Odebrecht-related money laundering charges have been brought against Emilio Lozoya Austin, the former head of
national oil company, Pemex.
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Venezuela's Political and Humanitarian Crisis

Roils the Region

* \enezuela’s economic collapse—triggering 10 million percent inflation—is the largest
peace-time economic crisis in more than 45 years. It has resulted in the largest refugee
crisis in Latin American history.

» The United States has responded, in part, by prosecuting the bribery and kleptocracy
that contributed to historic economic collapse in Venezuela. The investigations have
focused on fraudulent currency exchange transactions involving PDVSA and the
National Treasury, as well as procurement-related bribery at PDVSA and other state-
owned enterprises.

* InJune, the United States charged Luis Alfredo Motta Dominguez and Eustiquio Jose
Lugo Gomez, two former officials of Venezuela’s state-run electricity company,
Corporacion Eléctrica Nacional SA, with violations of the FCPA for laundering
millions of dollars in bribes that they solicited in exchange for awarding work to U.S.-
based companies.

* More than a dozen individuals have already pled guilty to charges in the United States.
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Political Crises Throughout Region Driven by

Concerns Over Fraud and Corruption

» Allegations of corruption and electoral fraud have contributed to significant social outcry and
political instability in the region.

@ In Venezuela, the legislative assembly President declared himself interim President of the

Republic, citing corruption in President Maduro’s re-election. Last week, Maduro sought
to replace the legislative assembly President.

@ In Bolivia, the 14-year incumbent President was forced to resign over electoral fraud and
corruption allegations.

@ In Honduras, the reelection of President Hernandez, facing accusations of widespread

fraud, led to violent social protests that left at least 23 dead, most at the hands of security
forces.

@ In Chile, violent protests dominated headlines for weeks, with protestors demanding
significant social reforms

According to Transparency International, corruption in elections is a key issue in Latin
America. Tl estimates that in Mexico, approximately 50% of voters have been offered a bribe
in exchange for their vote; in the Dominican Republic 46%, and in Brazil and Colombia 40%.
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Latin America: Key Trends

Corruption continues to be a grave social problem:

» Over the past year, around 56 million people—1 in 5 citizens—in Latin America and the
Caribbean paid a bribe for public services. (Source: Transparency International).

* A majority of Latin Americans (53%) think corruption has increased in their country in the
previous year.

@ In Venezuela, 85% of citizens believe corruption is getting worse — the highest in Latin
America.

» Most Latin Americans (57%) think their governments are doing a poor job at addressing

corruption.

More aggressive laws enacted, but perceptions of corruption remain:

» Several countries have enacted robust anti-corruption laws in recent years, including Mexico and
Colombia. As the public perception of, and the pressure to confront, corruption continues to grow,
it remains to be seen whether enforcement of the new laws will also increase.

» Since 2012, Chile, Mexico and Nicaragua have seen a sharp decline in their respective corruption
perception index scores, as they have failed to make significant progress against corruption.
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Latin America: Key Trends

Local prosecutors have stepped up their enforcement actions,

particularly in Odebrecht-related cases:

 In Peru, local authorities have investigated or charged several former presidents.

 In El Salvador, authorities have charged former President Funes on corruption
charges due to alleged bribery from Odebrecht.

* In Panama, former President Martinelli has been arrested for alleged bribery.

 |In Ecuador, former Vice President Galas is now in prison on corruption charges.

U.S. authorities have demonstrated strong interest in the region:
» In March 2019, the FBI announced the creation of a dedicated international
corruption squad based in its Miami Field Office.
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Africa: Market Characteristics

Nigeria

» Population: 193.9 million.

o GDP: USD 446.5 billion.

» Nigeria’s GDP is projected to
\ grow 2.5% in 2020.

Ethiopia

» Population: 113.3 million.
» GDP: USD 90.97 billion.
» Ethiopia’s GDP is(;)rojected to

\ grow 7.2% in 202

AN

J

Estimated population is
1.3 billion.

The median age is 19.4
years.

Comprises 16.7% of the
world population.

The continent’s economy
Is projected to grow 4.1%
in 2020.

The regional level of
inflation is projected to
be 9.2%.

Kenya

» Population: 44.7 million.
o GDP: USD 98.61 billion.

» Kenya’s GDP is estimated to grow

\ 6% in 2020.

South Africa

» Population: 48.7 million.
» GDP: USD 358.8 billion.
» South Africa’s GDP is projected
to grow 1.1% in 2020. /

Sources: Africa Population, WORLDOMETER (Dec. 3, 2019); World Economic Outlook, INTERNATIONAL MONETARY FUND (Oct. 11, 2019); African Economic Outlook 2019, AFRICAN DEVELOPMENT BANK GROUP
(June 7, 2019); Global Competitiveness Report 2019, WorLD Economic ForRum (Oct. 16, 2018); 2017 Corruption Perceptions Index, TRANSPARENCY INTERNATIONAL (Feb. 21, 2018).
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Africa: Corruption Climate

Corruption remains a concern at all levels in African countries.

© 4335

43 out of 55 countries have
ratified the African Union
Convention to Prevent and
Combat Corruption

\(adopted in 2003). /

/USD 50 biIIion\

Estimate of the amount
lost in Africa per year

g 1in4 A

Proportion of Africans
who reported havin% to
pay a bribe for a public due to illicit financial
service in the prior year. flows

_ y —_{ y

Sources: Global Corruption Barometer Africa 2019, TRANSPARENCY INTERNATIONAL, July 2019; List of Countries Which Have Signed, Ratified/Acceded to the African Union Convention on Preventing and Combating
Corruption, AFRICAN UNION, Oct. 29, 2019; Mark Anderson, Africa losing billions from fraud and tax avoidance, THE GUARDIAN, Feb 2, 2015.
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Africa: Corruption Climate

Many Africans perceive that the corruption situation is deteriorating.

/Only 25% of respondents in \
Kenya and South Africa gave

their leaders good marks on their
handling of corruption.
Meanwhile, 59% of Nigerians
and 71% of Tanzanians felt their
governments were doing a good

\job in the corruption fight. /

( Despite gloomy perceptions of )
the corruption climate, 53% of
Africans think ordinary people

can make a difference in the fight
\_ against corruption. )

/"~ A 2019 continental survey )
found that 55% of Africans
felt corruption has worsened
in their countries in the past
12 months, while only 23%

\_ believed it had improved. )

Key economies like South Africa,
Kenya, Egypt, Ethiopia and
Angola have seen no significant
improvement in their public sector
corruption ratings between 2012 and

2018.
\_ J
SCORE

Highly Vary
Cormup . Cian

09 10-10 -2 30-39 40-40 50-50 60-B0 TO-7O B0-83 O0-100 e data

Sources: Global Corruption Barometer Africa 2019, TRANSPARENCY INTERNATIONAL, July 2019; Corruption Perception Index 2018, TRANSPARENCY INTERNATIONAL 2018; Corruption Perceptions Index 2012,
TRANSPARENCY INTERNATIONAL 2012.
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Africa: Regional Cooperation in Anti-

Corruption Efforts

International organizations like the African Union are working to weave
anti-corruption principles into regional development and trade initiatives.

* In May, the African Continental Free Trade Area (AfCFTA) went into force,
creating the world’s largest free trade zone, with hopes of uniting an economy worth
an estimated USD 3.4 trillion. The agreement includes a provision requiring each
state party to make its “laws, regulations, procedures, and administrative rulings of
general application” publicly available. Commentators have noted the potential of the
agreement to be strengthened over time through further anti-corruption provisions.

* In November, the 2019 Conference on Land Policy in Africa focused on “Winning
the Fight Against Corruption in the Land Sector,” building on the African Union’s
declaration of 2018 as Africa’s “Anti-Corruption Year.” The conference was hosted by
the Africa Land Policy Center, a joint initiative of the African Union Commission, the
African Development Bank, and the United Nations Economic Commission for
Africa.

Sources: Opening Remarks, Charles Boamah, Senior Vice-President African Development Bank, Nov. 25, 2019, AFRICAN UNION; : Wildu du Plessis and Morné van der Merwe, African Continental Free Trade
Area Agreement, GLOBAL COMPLIANCE NEws, July 9, 2019, Marvellous Iheukwumere, Incorporating Anticorruption Measures in the African Continental Free Trade Agreement (AfCFTA), THE GLOBAL

ANTICORRUPTION BLOG, May, 24, 2019.
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Africa: National Enforcement Trends

4 Several recently elected leaders of Africa’s largest economies, including Nigeria’s )
Muhammadu Buhari (elected May 2015), Angola’s Jodo Lourenco (September 2017),
South Africa’s Cyril Ramaphosa (February 2018), and Ethiopia’s Abiy Ahmed (April
2018), have made rooting out corruption a focus of their mandates. In 2019, these leaders
continued to investigate and prosecute corrupt transactions entered into during prior

\_ administrations. )

Nigeria: The Nigerian Economic and Financial Crimes Commission (“EFCC”) has continued its

investigations into the “Malabu Oil Scandal,” involving Shell and ENI’s purchase of an oilfield ~
through an alleged USD 1.3 billion corrupt deal made in 2011. In November 2019, Nigeria’s former '
attorney general, Mohammed Adoke, was arrested in Dubai as part of the investigation. Allegedly,
Nigeria stands to lose at least USD 4.5 billion as a result of the deal.

South Africa: Since President Cyril Ramaphosa took office in February 2018, he has overseen the
establishment of four commissions of inquiry all related to the abuse and capture of state resources
in South Africa. In February of 2019, Ramaphosa established a Special Investigating Unit Special
Tribunal to fast track the recovery of funds lost to the state from corruption or irregular transactions. In
November, the Tribunal received its first batch of cases with a total value of more than USD 1 billion.

Sources: Nigeria to Lose $4.5 Billion in Malabu Oil Deal ....As EFCC Receives Document from Experts, Economic and Financial Crimes Commission, 30 November 2018; Nigeria's ex-attorney general arrested in
Dubai over oil deal, AL JAZEERA, Nov. 29, 2019.; The Nigeria Football Federation is facing a further corruption probe, BBC Sport, Sept. 5, 2019; “Zuma corruption claims: South Africa state capture inquiry
opens”, BBC NEws, 20 August 2018; Alex Rolandi, Corruption investigations closed against Quantum Global, FUNDS EUROPE, July 10, 2019.
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Africa: Shaping U.S. Law

[ Recent Africa-related federal rulings have widened the scope of potential liability under the ]
FCPA.

Patrick Ho: Chinese citizen and former chairman of China Energy Fund Committee, Chi
Ping Patrick Ho, has appealed his conviction of two FCPA violations stemming from bribes
offered to the President of Chad and Uganda’s foreign minister.

Ho argues that he cannot be guilty as both “a domestic concern” and also a foreign national
carrying out a foreign bribery scheme in the US. In response, DOJ has argued that the dual
charges are appropriate because Ho violated the FCPA in both his capacities as a Chinese
citizen and an officer of a US company. The appeal is pending before the Second Circuit.

He was sentenced to three years in prison and a $400,000 fine in March.

Mahmoud Thiam: The Second Circuit affirmed the conviction of the former Minister of Mines of the Republic of
Guinea, Mahmoud Thiam, in August. Thiam was convicted of money laundering and “conducting transactions in property
criminally derived through bribery in the Republic of Guinea” based on evidence that he had received approximately $8.5
million for his support of a mining deal with a Chinese conglomerate and spent some of that money in the United States.

On appeal, Thiam argued that the government had failed to show he violated the Guinean anti-bribery statute, a
predicate for his conviction, because the government had not established that he had committed an “official act” as that
term has been interpreted by the US Supreme Court in McDonnell v. United States, 136 S. Ct. 2355 (2016).

The Second Circuit, however, declined to apply the US precedent to interpret Guinean law, citing principles of
international comity.

Sources: “DOJ defends bribery conviction of Chinese businessman,” Global Investigations Review, 15 October 2019; United States v. Thiam, 934 F.3d 89 (2d Cir. 2019);
Thiam v. United States, No. 19-594, 2019 WL 6689707, at *1 (U.S. Dec. 9, 2019).
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Africa: Shaping Law in Europe

Attorney-Client Privilege in the Netherlands

In October, the District Court of Rotterdam ruled that in-house lawyers at Anglo-Dutch oil company
Shell were not covered by legal privilege in the context of the Netherlands Public Prosecution
Service’s probe of Shell and Eni’s dealings with respect to the Malabu Oil Scandal (OPL 245) in
Nigeria.

* The court doubted that counsel was sufficiently independent because neither the company nor its
lawyers guaranteed their independence, as required by law, and the head of Shell’s legal
department also sits on the executive board.

» Both Shell and Eni are on trial in Italy.

Order of Operations in the United Kingdom

* The UK’s Serious Fraud Office (SFO) has been investigating the Eurasian Natural
Resources Corporation (ENRC) on allegations of bribery in Kazakhstan and the
Democratic Republic of the Congo. Meanwhile, the ENRC seeks recovery of the costs
incurred during the SFQO’s eight-year investigation. “NRC

* In a November order, the High Court of England and Wales held that the SFO can
proceed with criminal charges against the ENRC and need not wait for the conclusion
of the civil suit.

Sources: “Shell’s in-house lawyers not covered by privilege, court rules,” Global Investigations Review, 25 October 2019; “Judge throws out ENRC’s attempt to delay possible SFO charges,” Global
Investigations Review, September 5, 2019.
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Africa: Global Economies Drive Global Risk

African economies continue to modernize, attracting foreign investment and multinational corporations.
This increased globalization is reflected in the proliferation of cross-border anti-corruption enforcement
actions involving African countries.

Although the most recent SFO enforcement development related to Securency pertain? The SEC and DOJ announced
to an alleged bribery scheme involving the Nigerian Mint, the company previously consent orders and non-prosecution
pleaded guilty to allegations that it conspired to bribe officials based on alleged agreements with:
conduct in Indonesia, Malaysia, Vietnam and Nepal.

\_ ~J | © Fresenius Medical Care AG &

Co. based on conduct in more

than a dozen countries in Africa,
The recent developments in the Unaoil bribery scheme relate not only to countriesh Asia, and Europe.

Africa, but also countries in the Middle East and Central Asia.

* Ericsson and a subsidiary. based
on conduct in Djibouti, China,
Vietnam, Indonesia and Kuwait.

* In March, Cyrus Ahsani and Saman Ahsani pleaded guilty to one count of
conspiracy to violate the FCPA, joining Steven Hunter, who pleaded guilty last
year.

Documents unsealed in October allegedly reveal that SBM Offshore NV and a former
subsidiary of Rolls-Royce Holdings PLC were clients of Unaoil.

« SBM Offshore agreed in 2017 to pay DOJ $238 million for its role in bribery \ /

\ schemes across three continents. /

Sources: “Oil Executives Plead Guilty for Roles in Bribery Scheme Involving Foreign Officials,” DOJ Press Release, 30 October 2019; “Former Unaoil Chiefs Plead Guilty to U.S. Bribery Charges,” Wall Street Journal,
30 October 2019;*“SFO confiscates £442,000 from convicted former Securency manager,” Global Investigations Review, September 5, 2019; Non-prosecution Agreement, DOJ Press Release, 25 February 2019; Cease-
and Desist-Order, SEC Release No. 85468, 24 March 2019; “Ericsson Agrees to Pay More Than $1 Billion to Resolve Foreign Corrupt Practices Act Case,” DOJ Press Release, 6 December 2019; “Ericsson to Pay Over
$1 Billion to Settle U.S. Bribery Charges,” Wall Street Journal, 6 December 2019.
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Africa: Enforcement Trends 2019

There continues to be significant enforcement in
or relating to Africa in 2019.

@ The majority of the corporate cases are brought by
foreign authorities.

 Significant numbers of domestic enforcements are
occurring with substantial monetary recoveries.

* Many cases relating to Africa also involve other
jurisdictions, giving rise to potential for cross-
border coordination by prosecutors and multiple
parallel proceedings.

@ Enforcement authorities in the UK and the U.S. continue to collaborate, build capability,
and cooperate with local enforcement authorities.
» Foreign enforcers continue to focus on extractive industries including oil and gas, and on
financial services institutions.
* The use of “intermediaries” remains a significant area of risk and therefore a focus of enforcers.
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Africa: Key Lessons

Despite regional campaigns and proclamations focused
on reducing corruption in Africa, the exposure to
corruption risks for foreign companies conducting
business in Africa remains significant.

* While there are exceptions, the majority of African
nations, including the most economically significant,
have low rankings in the Transparency International
Corruption Perception Index.

« Effective risk mitigation in Africa requires more than
ever an understanding of the current state of play in the
specific country or countries involved. Old
assumptions do not necessarily apply.

* Inlight of US and other leading anti-corruption
government agencies’ interactions with anti-corruption
regulators in various African countries, it is more
important than in the past to evaluate the likelihood of
domestic detection or referral to other regulators of
corruption indications.
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India: Market Characteristics

India will surpass China as the

1.37 billion most populous country in the
. world in the next decade

A Among Top 10 FDI Recipients in
USD 42 Billion 2018 o P

Median GDP growth forecast for
0]
6.9% 2019-2020
2890 Percentage of “Middle Class” in
India

India jumped 14 spots in World
63 Bank’s Ease of Doing Business
Rankings

Sources: Population Reference Bureau, India Rising (August 2018); UNCTAD, World Investment Report 2019 (2019); FICCI, FICCI’s Economic Outlook Survey (August 2019); Maryam Aslany, The Indian middle
class, its size, and urban-rural variations (February 2019); World Bank Group, Doing Business 2019 (October 2019); Photo Credits: Sheikh Ershad and Swarnendu Ghosh Dastidar.
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India: Are Anti-Corruption Efforts

Working?

India’s Corruption Situation has Improved Marginally:

78 50% 49.5
® ) TRANSPARENCY X Control of Corruption THE
@ INTERNATIONAL @ @ WORLD
A i CMS (2008-2018) BANK
N rdin tink - e , N
India improved in the 2018 CPI, Indlar; think-tank CMS estmates_ that According to the \_Norld Bank_ s Global
claiming the 78" spot (up from the % of households experiencing Governance Indicators, India had a
a1 in 2017) and ) corruption while using key public percentile rank of 49.52% (up from
in 2017) and surpassing services fell by approx. 50% between 44.2% in 2008) based on data derived
\ China. ) 2005 and 2018. ) from 14 different sources. )
However, Corruption and Bribery Continue to Present Significant Risks in India:
34% 73.8% 56%0 18% 30%

. _ "\ / Anonline survey conducted by "\
of Indians polled Amounts involved Transparency International and

believe bribery and] | in banking frauds LocalCircles revealed an increase organizations that are most vulnerable to fraud.
corruption are the | | rose by 73.8% in of 11% in the number of people The same survey identified junior and middle
country’s biggest 2018-19. who paid bribes in government management as most likely to commit fraud.
\_ problem.  J\ ° J \L offices. AN

/" Procurement (30%) and vendor selection (18%)\
were identified as the processes within business

Sources: Transparency International, Corruption Perceptions Index (2018); Transparency International, “Asia Pacific: Littile to No Progress on Anti-Corruption” (29 January 2019); Ipsos, What Worries the World —
March 2019” (July 2019); Worldwide Governance Indicators Source Data (2018); Reserve Bank of India, Annual Report 2018-19 (29 August 2019); Transparency International and LocalCircles, India Corruption Survey
(October 2018); Ernst & Young, “Global Fraud Survey 2018 (April 2018); Deloitte, “India Corporate Fraud Perception Survey 2018 (2018); CMS-India, “CMS-India Corruption Study 2018 (April 2018).
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India: Prevention of Corruption Act — Key

Amendments

Key Provisions of the Prevention of Corruption Act, 1988 (“PCA”)

A. Tackling the Demand Side

87 Prohibits Indian public servants from obtaining (or attempting to obtain) “any undue advantage” with the
intention of (or as a reward for) performing or causing performance of a public duty “improperly or dishonestly”
or forbearing or causing forbearance to perform such duty. (Basic Prohibition).

87A Prohibits any person (such as intermediaries, “fixers”) from accepting any “undue advantage” from any one in
order to cause a public servant to perform his public duties in an improper or dishonest manner.
§ 2(d) “Undue Advantage” is very broadly defined to include any gratification whatsoever other than legal

remuneration.
B. Tackling the Supply Side or Bribe-Giving (**New Provisions**) *

812 Prior to the 2018 Amendment, bribe giving could only be prosecuted as abetment to the main offence by a public
Servant. Now there is a specific provision dealing with the supply side.

§8 Prohibits the giving of (or the promise to give) an “undue advantage” to anyone with the intent of inducing or
rewarding the improper performance of a public duty by a public servant.

Note: Bribe giver will not be liable if (a) she can prove that she was compelled to give the bribe; and (b) she reports the

bribe within 7 days to law enforcement authorities.

Pointers on the PCA:

* Facilitation Payments: The amended PCA specifically clarifies that routine payments, or speed money, are also
prohibited. (§ 7)

» Exception: Proving that one has been compelled to provide a bribe to a public servant will be difficult and may cause the
person involved to have to participate in lengthy legal proceedings. Do not rely on this exception.
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India: Prevention of Corruption Act — Key

Amendments (cont’d)

The PCA amendments contain key obligations and potential liabilities for companies and their
management.

89 A commercial organisation can be held liable “if any person associated with the commercial organisation gives or
promises to give any undue advantage to a public servant” with an intent to obtain or retain business or any
advantage for that commercial organisation.

« Commercial organizations can be held liable for the actions of their employees, agents, service providers and
professional advisers.

« Aforeign parent company can be held liable for the actions of its Indian subsidiary.

Note: Commercial organizations can avoid liability for a bribe provided by a person associated with them by
demonstrating that the bribe was provided to the public servant despite the organization putting in place
“adequate procedures designed to prevent” it. The Indian Government is expected to provide guidelines regarding
such procedures.

Until the Indian Government lays down these guidelines follow global best-practices.

§10 Managerial personnel of a commercial organization will be liable if the prosecution is able to establish that such
personnel consented to or connived with the person committing the offence under the PCA.

Managerial personnel may face up to 7 years imprisonment and/or monetary fines.
India’s Companies Act, places additional obligations on companies and their management.

§ 134(5) Requires directors of all companies to certify annually that “proper systems to ensure compliance with
the provisions of all applicable laws and that such systems were adequate and operating effectively” are
in place.

88 134(8), 447 Significant penalties for fraud and non-compliance, which include fines and prison for “officers of the
company.”
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India: Understand Your Disclosure

Obligations

The disclosure clauses of the Companies Act continues to cause considerable confusion,
Understanding your disclosure obligations is critical.

WHO Must Disclose?

« The Companies Act imposes an obligation on statutory auditors to report to the government instances of
fraud committed by the employees and officers of a company “within such time and in such manner as may
be prescribed.”

WHAT Must be Disclosed?

» The Companies Act defines “fraud” to include “any act, omission, concealment of any fact or abuse of
position” committed by any person “with intent to deceive, to gain undue advantage from, or to injure
the interests of, the company or its shareholders . . .”

» Guidance published by the Institute of Chartered Accountants in India urges auditors to consider
reporting instances of bribery and corruption to the government under this clause. It is not clear,
however, that bribery meets the definition of fraud absent an intent to gain an undue advantage from, or
to injure the interests of, the company.

» Broadly speaking, for frauds involving INR 10M (~USD 150,000) or more, auditors must report the
alleged fraud to the company, which is given 45 days to respond before the report and response are
forwarded to the government. For frauds below INR 10M, the auditors are required to notify the
company’s board of directors. The board is then required to disclose details of the fraud, and the remedial
action taken by the company in relation to fraud, in its annual report, which is filed with the Registrar of
Companies.
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India: A Federal System with Multiple,

Intersecting Enforcement Agencies

An array of Central- and State-level enforcement agencies
increase the risk of dual enforcement. Understanding the
agencies under which your organization is regulated is key.

\_

Ministry of Finance

4 P Y4 N\ )
&) R
Central Bureau of Central V.igi-lance Central Lokpal

\ Investigation (“CBI”) ) \ Commission PN y

Y e N

Financial Intelligence Unit -

Serious Fraud Investigation

Office (Companies Act) )

State-Level

Lokayuktas/Vigilance

\ Commissions /

GIBSON DUNN

State-Level Anti-Corruption

\ Bureaux ‘

Lokpal and Lokayukta Act was enacted in
2013 but no Lokpal was appointed until 2019.

In March 2019, Justice Pinaki Chandra
Ghose (a former judge of the Supreme Court
of India), was appointed as the first
Chairperson of the Lokpal, along with eight
other members.

Lokpal has broad powers to investigate any
person (which includes legal entities) involved
in aiding violations of the PCA, bribe giving
or taking, or conspiracy related to any
violation of the PCA.
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India: Trend—PCA Amendments Lead to

Enforcement Against Bribe Givers

Cases registered against bribe givers in 2019 show that Indian authorities are beginning to put the
amended PCA into effect:

Kwality Pharmaceuticals (2019):

In August 2019, the CBI arrested a drug inspector of the Central Drug Standard
Control Organisation for allegedly demanding bribes in exchange for
approving cardiac medication that had already failed tests. The CBI also
arrested the managing director, chief pharmacist, another director and a driver
working at the private sector drug company, Kwality Pharmaceuticals, for
offering such bribes.

Note: Prior to the PCA amendments, bribe givers were only liable under an
aiding and abetting theory, which required an actual bribe payment as opposed
simply a demand and offer.

Sanghvi Cylinders (2019):

In September 2019, the CBI arrested a Deputy Chief Controller of Explosives,
Petroleum and Explosives Safety Organisation (PESO) for accepting a bribe in
exchange for the favorable inspection of three CNG cylinder testing stations.
The bribe giver (an employee of Mangalore based private company, Sanghvi
Cylinders Pvt Ltd) was also arrested.

Sources: Central Bureau of Investigation, Press Release: “CBI arrests a drug inspector of central drug standard control organization and four others in bribery case” (August 2019); Central Bureau of Investigation,

Press Release: “CBI arrests a deputy chief controller of Explosives, Petroleum and Explosives Safety Organisation (PESO) & a private person in a bribery case, and recovers cash of Rs. 16 Lakh (approx.) during
searches” (September 2019).
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India: Trend—2019 Local Enforcement Ensnares

Companies at All Levels (MNC, Domestic, State-Owned)

Multinational (Rolls Royce):
» Bribes allegedly paid to secure contracts from three Indian public sector undertakings.

« The company allegedly paid commissions to intermediaries, which were then used to
make illegal payments to public officials who had influence over these public sector
contracts.

Domestic (INX Media):

* Indian media company allegedly made improper payments to government officials in -~ '
exchange for approvals to accept foreign investments under India’s strict FDI laws. 9Q |

* India’s Enforcement Directorate alleged that payments were made to a company linked
to the son of India’s former finance minister. Charges include violations of India’s INXMEDIA
money laundering law.

Public Sector (CBI Bank Fraud):

» CBI registered new cases of bank fraud involving approx. USD 1.02 billion. 15 banks
were allegedly involved in these cases, including the State Bank of India, the country’s
largest state-run lender.

« According to the CBI, companies borrowed funds using falsified accounts and forged
documentation, before siphoning funds and defaulting on repayments.

Sources: The Economic Times, “SC seeks ED response on Chidambaram's bail plea in INX Media money-laundering case” (November 20, 2019); Central Bureau of Investigation, Press Release New Delhi (October 18,
2019); Central Bureau of Investigation, Press Release New Delhi (November 5 2019; Business Line, “CBI registers 42 new bank fraud cases” (November 6, 2019); Photo courtesy: Nicolo Pavin and Perera.
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India;: FCPA Enforcement Actions 2019 —

Lessons from Cognizant

« In February 2019, Cognizant Technology Solutions (“Cognizant”) agreed to pay USD
25 million to settle FCPA charges brought by the DOJ and SEC. The regulators
alleged that Cognizant authorized a construction contractor to make payments to C " t
government officials in India in exchange for permits and licenses related to the ognizan
construction and operation of various Cognizant facilities.

» Cognizant’s then-President and then-Chief Legal Officer were separately indicted for allegedly
authorizing the construction contractor to pay a USD 2 million bribe in exchange for a construction
permit, and agreeing to reimburse the construction contractor through approximately USD 2.5 million
In previously rejected change orders.

* In September 2019, Cognizant’s former Chief Operating Officer agreed to pay a USD 50,000 fine to
settle civil charges for allegedly helping to authorize and conceal one of the improper payments.

/Key lessons: \

» DOJ and the SEC have ramped up prosecutions of individuals in connection with corporate
enforcement actions — including prosecution of senior executives and company lawyers.

» India’s construction boom comes with risks: Complex permitting requirements often require
significant government interaction.

» Risks are compounded when third party contractors are engaged to secure licenses and permits.

\_

Sources: U.S. Securities and Exchange Commission, In the Matter of Cognizant Technology Solutions Corporation (February 2019)
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RUSSIA
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Russia: Market Characteristics

147 million Estimated population of Russia in 2019.
Median age 40 years.
1.6%0 Projected GDP growth rate for 2020.
3% Annual inflation (consumer prices) for

2019, but projected to rise to 3.7% in 2020.

Rank in the category “Trading across
99 Borders” in the World Bank’s Doing
Business Report 2020.

28 Overall rank in the World Bank’s Doing
Business Report 2020.
USD 13.3 billion FDI inflows into Russia in 2018.
USD 36.4 billion FDI outflows out of Russia in 2018.
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Russia: The Fight Against Corruption — Wins

and Set Backs

The OECD Anti-Bribery convention <

enters into force in Russia
Apr 17

Law On the Fight
Against Corruption

} Dec 25

2008 2009 2010

Changes to Criminal and Administrative
> Codes re Bribery of Foreign officials

May 16

2011

2012

“Foreign Agent Law”
Nov 21

Compliance Measures
P the Fight Against Corr
Dec 3

Law On Public Pr

DApr5

Draft bill re protection of whistleblowers

included in law On

‘uption

pcurement

2013 2014

2016

2015

“Yarovaya
Law” on data
storage

Jun 20

2017

prepared, but never introduced in the State

> Duma

Media Law allows for
foreign-funded news
agencies to be classified as
foreign agents

Nov 15

“Sovereign
Internet >

Law” Nov 1

2018

2008

&) OECD

Jan 1 - Mar 31 ﬁ Phase 1 of implementing the OECD Anti-Bribery Convention
Apr1-0ct31 ﬁ Phase 2 of implementing the OECD Anti-Bribery Convention

Today
2019

Nov 1 - Dec 31

Follow-up on Phse 2 | —
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Russia: Overview of Legislative and other

Relevant Developments

OECD

OUTSTANDING OECD

RECOMMENDATIONS

From Phase 2 Report of October 2013

inter alia measures and rules:

* to include “promising” and “offering” of a
bribe;

 eliminate defense of effective regret and
economic extortion;

* to protect private sector employees;

* to address money laundering by legal
persons; and

 on reporting of suspected foreign
bribery.

ad Alleged Russian Bribery Abroad:

» February 2019: Allegations regarding
payments to Matteo Salvini’s “Lega”
Party in Italy via an oil deal, possibly to
gain influence in the EU and to reverse
sanctions.

* November 2019: Video leak showing a
Serbian military officer accepting a bribe
from a Russian military intelligence
officer.

GIBSON DUNN 58



Russia: Headlines & Scandals

Corruption at Space Center Vostochny

e The construction of new Vostochny space center lost at least USD 172 million through
theft, embezzlement of state funds by artificially inflating labor and material costs and
through fictitious subcontractor transactions.

e Investigative Committee reported in November 2019 that 58 officials involved in the
project had been sentenced for embezzlement, fraud and abuse of office.

Dmitry Zakharchenko

*  Dmitry Zakharchenko, former deputy head of the Economic Security and Anti-Corruption
Unit at the Ministry of the Interior was found in possession of USD 125 million in cash in
2017.

e Zakharchenko was convicted of bribery, sentenced to 13 years in prison and was ordered
to pay USD 1.8 million in fines.

Photo: RIA Novosti

“Russian Laundromat” Scheme

* Money laundering scheme that moved an estimated amount of USD 20.8 billion out of
Russia through Moldova was discovered in 2014.

» Since then, investigations into this matter were also initiated in Russia, but have stalled in
contrast to the related law enforcement actions in Germany and Latvia in 2019.

Photo: Wikimedia Commons/ Daniel Case
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Russia: Special Focus — Other Legislation

with an Impact on Transparency

“Foreign Agents Law”

» The controversial 2012 “Foreign Agents” law has been further tightened in December 2019. It now applies not
only to non-profit organizations and media outlets but to individuals as well.

* Any individual who distributes information of a “foreign agent” media outlet and receives money from foreign
sources, can be recognized as a foreign agent.

» While a registration as a “foreign agent” is required from organisations, there is no obligation for persons to register
as a “foreign agent.” A person may be declared a “foreign agent” and is informed of this by the Ministry of Justice.

» “Foreign agents” can be subjected to extensive audits and are obliged to report information on the expenditure of
funds.

“Sovereign Internet Law”

e The law is in effect on November 1st 2019, provides that:
@ Roskomnadzor is in charge of the Russian internet;
@ Control of the internet traffic is centralized;
@ Alternative domain name system (DNS) to be created; and
@ Internet providers must install deep packet inspection (DPI) tools.

Image: depositphotos
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Russia: Special Focus — Evolution of Sanctions

... and puts some i
B8 EU & US adopt financial and individrl)JaIs and US sanctions
. S against Nord
#= economic sanctions in view of the thei - .
—situation in Crimea e conpanie Stream 2, sanctions
03.2014 previously = E= s imposes New sanctions ~ framework
identified in the further B blocking targeting companies
3l EU & US adopteven more  US tightens tr'frseg“,'\:r:."ft on financial international ~ from EU countries
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Russia: Special Focus — Sanctions

Nord Stream 2

* Nord Stream 2 subsea pipeline construction aims to increase
Russian gas exports to Germany. Only 160 km segment near
the Danish island of Bornholm remains to be completed. o

UST-LUGA

VYBORG

« U.S. 2020 National Defense Authorization Act established a
sanctions framework directed primarily at companies
providing pipe laying services to the Nord Stream 2 project.

 The German Government decided against counter-sanctions
for now, wishing to avoid an "escalation spiral" and stressing
that the US sanctions framework concerns private companies,
not the German state.

Image: Euronews

* In Russia, a draft bill from Spring of 2018 that proposed
criminal liability for compliance with sanctions against Russia
has been rejected by State Duma in the fall of 2019.

» The project will now be finished with a delay, by Gazprom’s
own pipe laying vessel.
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Russia: 2019 FCPA Enforcement Actions

Involving Russia

Juniper Networks, Inc., SEC, August 2019

» (Cease-and-desist order against a networking and cybersecurity solutions J U ﬂ ‘ p e r
company Juniper Networks, Inc., for FCPA violations in Russia and China. @
Sales employees of Russian subsidiary allegedly “secretly agreed with NETWORKS
third-party distributors to fund leisure trips for customers, including

government officials through the use of off-book accounts.” Remediation
efforts were ineffective, and the misconduct continued for over three years.

» Juniper agreed to pay more than USD 11.7 million in fines and
disgorgement.

Mobile TeleSystems PJSC (MTS), SEC, March 2019

» Russian telecommunications provider MTS allegedly “bribed an Uzbek
official who was related to the former President of Uzbekistan and had
influence over the Uzbek telecommunications regulatory authority.” MTS
made at least USD 420 million in illicit payments for the purpose of
obtaining and retaining business in Uzbekistan.

e MTS agreed to pay a criminal fine and forfeiture in the amount of USD 850
million under agreement with DOJ.
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Customer On-Boarding and Life-Cycle-Management

Russia: Sanctions - Mitigation Strategies

End-to-end assessment and
monitoring of risk in the course of
the entire life-cycle of a client
becomes critical to respond to
FCPA, OFAC, and AML
challenges in multiple jurisdictions

OFAC guidance for senior management:

Review and approve sanctions
compliance program

Delegate autonomy to compliance unit
Ensure that compliance unit receives
adequate resources

Foster “culture of compliance”
Recognize gravity of apparent
violations

*Changes in the transaction

«Legal changes

«Other findings (e.g. audit findings)
* Monitoring of sanctions lists
eFinancial transactions monitoring
Procurement monitoring

monitoring of
developments
impacting

Continuous ‘

initial risk
assessment

Initial risk
assessment
and

approval of

*Type of transaction transaction

«End-customer

*Dedicated checklists
provided to all
employees

Initial risk assessment
and on-boarding of

GIBSON DUNN

client

eIndividual risk (PEP, SDN, other)

«Other risks (Country, industry,
other)

Counterparty Due Diligence
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Russia: Key Takeaways

» Russia remains a challenging jurisdiction with regard to FCPA exposure.

« While it has implemented key recommendations of the OECD, the Russian Government has
also fostered an erosion of checks and balances designed to ensure corrupt acts are brought
to the attention of the public.

* Recent U.S. sanctions targeted at Nord Stream 2 impact Russian and EU-companies alike and
create a divide between the EU and the US that will make the enforcement of the sanctions

less effective.

» The broad use of sanctions and counter-sanctions create an additional layer of complexity
that ultimately may lead to higher corruption risks in structures set up to avoid or bypass
sanctions.
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GLOBAL TRENDS AND RISK MITIGATION

STRATEGIES
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Trend: Record-Setting FCPA Resolutions—

Risks In the Telecommunications Sector

Blockbuster 2019 FCPA enforcement actions highlight risks in the telecommunications

sector.

Mobile TeleSystems: In March 2019, the SEC and DOJ
announced a combined USD 850 million FCPA resolution with
MTS. The charges arose from the long-running investigation
into alleged USD 420 million in corrupt payments made to the
daughter of the late Uzbek president to facilitate access to the
Uzbek telecom market.

Telefonaktiebolaget LM Ericsson: Ericsson agreed to pay more
than USD 1 billion to the SEC and DOJ to resolve alleged FCPA
violations related to conduct in China, Djibouti, Indonesia,
Kuwait, Saudi Arabia (SEC only), and Vietnam. Between 2010
and 2016, Ericsson allegedly paid third-party agents under sham
contracts, creating slush funds that were used to make payments
to high-ranking government officials and private customers in
exchange for contracts related to mobile network modernization.

GIBSON DUNN

Myriad government touchpoints
in the telecommunications sector

o Tendering process

» Third party agents

» Environmental studies

o State-level permit requirements
» Local permits and clearances

» Land rental agreements

» Access requirements by local

\tribes and villagers /
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Trend: Record-Setting FCPA Resolutions—

Value of Voluntary Disclosure

The Ericsson and MTS resolutions highlight the value of timely, complete, and voluntary
disclosure of FCPA offenses.

MTS: According to MTS’s DPA with the DOJ, MTS received no ﬂ?everberating Effects: \
voluntary disclosure credit because the company failed to MTS is facing a putative class action
voluntarily and timely self-disclose the offenses. filed by its investors related to the

company'’s alleged failure to disclose

@ The DPA also cites MTS’s “significantly delayed production of certain ’ X
the bribery scheme. The suit alleges

relevant materials,” “refus[al] to support interviews with current 5 5" fail ith
employees during certain periods of the investigation,” and the failure to that MTS'’s Tailure to cooperate wit
DOJ and SEC cost the company

“appropriately remediate” as considerations in determining the penalty.
PPRrop y g the penatty ulundreds of millions of dollars. j

Ericsson: Like MTS, Ericsson did not voluntarily disclose its FCPA
gi&;r;:es to the DOJ and therefore received no voluntary disclosure /Fu“ Cooperation — Contrasted: \

DOJ declined to prosecute Cognizant

@ Ericsson di(_j, howe\{er, cooperate with _th_e DOJ’s ir)vestigation by _conducting for FCPA offenses, despite the
a tho_rough mternal investigation, pr0\_/|d|ng ext_ensw(? docgmentatlon and presence of other aggravating factors,
making foreign-based employees available for interviews in the U.S. noting the company’s timely voluntary
@ Despite its cooperation, Ericsson did not disclose allegations of corruption disclosure, cooperation, remedial
related to two relevant matters and failed to take adequate disciplinary efforts, and agreement to disgorge all
measures with respect to employees involved in the misconduct. As a result, \benefits from the conduct. /
the company received only partial cooperation credit from the DOJ.
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Trend: Recent Enforcement Shows Intersection

Between Anti-Corruption and AML

Prosecutors in many jurisdictions have found money laundering laws to be an effective tool for pursuing

corru ption cases.

/\/enezuela: U.S. authorities\

have begun prosecuting former
Venezuelan officials and their
co-conspirators involved in
public corruption schemes
using anti-money laundering
laws. Most notably, the former
National Treasurer of
Venezuela Alejandro Andrade
IS serving a ten-year sentence
in Miami following a guilty
plea to a count of money

laundering.

mTS Bribe Recipients anﬂ
Payers: After announcing the
corporate FCPA resolutions,
DOJ unsealed indictments
charging Gulnara Karimova,
daughter of the late Uzbek
president, with one count of
money laundering conspiracy.
DOJ charged a former
executive of MTS’s Uzbek
subsidiary with one count of
FCPA conspiracy, two
substantive FCPA violations,

]
]

élls Royce: India’s \

Enforcement Directorate has
registered a case against Rolls
Royce under the Prevention of
Money Laundering Act over
allegations the company made
improper payments through an
agent. This came after India’s
Central Bureau of Investigation
filed a corruption case against
Rolls Royce for criminal
conspiracy and bribery.

and one count of money
\_laundering. /

N
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Trend: DOJ Scores Key Wins in Asserting

FCPA Jurisdiction over Foreign Nationals

Two 2019 court cases demonstrate the ability of the DOJ to assert jurisdiction over foreign
individuals accused of FCPA violations.

U.S. v. Hoskins: In 2018, the Second Circuit rejected the DOJ’s attempt to use conspiracy and e
accomplice liability to prosecute a foreign citizen who would not otherwise be covered by the FCPA. .« © S
The court affirmed an earlier ruling that Lawrence Hoskins, a U.K. citizen, could not be held r
criminally liable for conspiring to violate or for aiding or abetting violations of the FCPA unless the
government could show he acted as an agent of a U.S. person.

@ After the decision, a key question was whether the DOJ could prove Hoskins was actingasan L N\ga
“agent” of U.S. person (Alstom USA). s/
@ On November 8, 2019, a jury convicted Hoskins on FCPA and money laundering charges, e L

apparently accepting the government’s argument that Hoskins functioned as an agent of Alstom o
USA for the purpose of bribing Indonesian officials.

U.S. v. Firtash: On June 21, 2019, the U.S. District Court for the Northern District of Illinois denied Ukrainian billionaire
Dmitry Firtash and Hungarian businessman Andras Knopp’s motion to dismiss FCPA bribery and related charges in
connection with an alleged scheme to bribe government officials in India to procure titanium-ore mining rights.

@ The Court held that Firtash and Knopp could be charged with aiding and abetting an FCPA offense, explicitly declining
to follow the Second Circuit’s 2018 decision in Hoskins that the government cannot charge foreign nationals with
conspiracy or aiding and abetting an FCPA offense if those persons do not otherwise belong to the class of individuals
that can be charged with committing a substantive FCPA violation.
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Trend: U.S. Authorities Continue Extensive

Cross-Jurisdictional Cooperation

Cross-Jurisdictional Cooperation Furthered by Anti-Piling on Policy

In 2018, the DOJ adopted a Department-wide nonbinding policy that promotes coordination between U.S.
and foreign law enforcement. The policy also applies to all of DOJ’s civil and criminal matters.

2019 saw two instances of this policy taking effect in DOJ’s imposition of monetary penalties for FCPA
violations:

o Technip FMC: On June 25, 2019, Technip FMC agreed to pay USD 296 million to resolve violations of
the FCPA in Brazil and Irag. The DOJ agreed to credit the company for approximately USD 214 million
in penalties paid to Brazilian authorities in a related enforcement action.

o Samsung: The DOJ’s November 2019 resolution with Samsung imposed a USD 75.5 million criminal
penalty, half of which will be paid to Brazilian authorities.

Notable Exceptions?

China

Although China has announced plans to increase its own efforts to crack down on foreign corruption, the
trend in international cooperation has not yet extended to coordinated enforcement involving U.S. and
Chinese authorities. The U.S.-China trade war, the DOJ’s “China Initiative,” and China’s ICJA Law give
little reason to expect increased coordination in anti-corruption efforts between the two countries.

Russia

It does not appear that Russia cooperated or provided assistance to U.S. authorities in connection with any
2019 enforcement action involving Russian companies or misconduct that occurred in Russia.
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Trend: U.S. Authorities Continue Extensive

Cross-Jurisdictional Cooperation

Date Company United States (_)th_er_ Total Jurisdictions Involved
Jurisdiction
¢ Agreements: U.S.
Mobile TeleSystems » Cooperation: Austria, Belgium, Cyprus, France,
3/06/2019 PJSC $850,000,400 N/A $850,000,400 Ireland, Isle of Man, Latvia, Luxembourg, the
Netherlands, Norway, Sweden, Switzerland, U.K.
e Agreements: U.S.
6/20/2019 Walmart Inc. $282,646,421 N/A $282,646,421 « Cooperation: Brazil, India, Mexico
6/25/2019 » Agreements: U.S., Brazil
TechnipFMC plc $86,914,873 $214,331,033 $301,245,906 » Cooperation: Australia, Brazil, France, Guernsey,
9/23/2019
Italy, Monaco, U.K.
Microsoft e Agreements: U.S.
712212019 Corporation $25,316,946 N/A $25,316,946 » Cooperation: Thailand
9/27/2019 Westport Fuel $4.166,000 N/A $4.166.000 + Agreements: U.S.
Systems » Cooperation: Canada
Samsung Heavy * Agreements: U.S., Brazil
11/22/2019 Industries $37,740,800 $37,740,800 $75,481,600 » Cooperation: Brazil, Monaco, Switzerland
Telefonaktiebolaget e Agreements: U.S.
12/06/2019 LM Ericsson $1,060,570,832 N/A $1,060,000,000 « Cooperation: Sweden
* Agreements: U.S.
. ion: * i
12/16/2019 Tim Leissner $43.700,000 N/A $43,700,000 C_ooperatlon. H_ong Kong, Luxembourg*, Malaysia,
Singapore, Switzerland*

*Leissner pleaded guilty in 2018 to criminal charges of conspiring to launder money and violate the FCPA, and settled related civil charges with the SEC in
December 2019. The SEC credited only authorities in Malaysia, Hong Kong, and Singapore for their assistance with the investigation; however, the DOJ’s
2018 press release additionally credited authorities in Luxembourg and Switzerland for assisting with the case.
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Mitigation: Establish An Effective

Corporate Compliance Program

In April 2019, the DOJ released updated guidance titled “Evaluation of Corporate Compliance
Programs.” This document updates earlier guidance that the DOJ released in February 2017 and
Is structured around three “fundamental questions” that DOJ prosecutors should ask in assessing
corporate compliance programs in an investigation, in making charging decisions, and in
negotiating resolutions:

1. Is the program well designed?

2. Is the program being applied earnestly and in good faith? In other
words, is the program being implemented effectively?

3. Does the program work in practice?

The updated guidance groups 12 topics and sample questions that DOJ considers relevant in
evaluating a corporate compliance program.
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Mitigation: Establish An Effective

Corporate Compliance Program (cont’d)

1. Is the program well designed?

DOJ Will Consider:

in light of factors such as its locations, industries, markets, regulatory landscape, customer-
base, and interactions with government officials. Does the company conduct a periodic risk
assessment?

ﬁ Whether the program is appropriately tailored to the company’s business and particular risks,

Risk-Based

Whether the company has established appropriate policies and procedures (including a code of
conduct), the processes for doing so, updating and disseminating them to the workforce, and
the guidance and training provided to “key gatekeepers in the control processes.”

Policies/Procedures

I l©

The compliance training provided to directors, officers, employees (including in high-risk and

ﬂ control functions), and third parties, as well as efforts to communicate the company’s response

afa) to misconduct, evaluate training effectiveness, and the availability of resources to provide
compliance guidance to employees.

Tralnmg / Commes.
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Mitigation: Establish An Effective

Corporate Compliance Program (cont’d)

1. Is the program well designed?
DOJ Will Consider:

The company’s reporting channels and investigative mechanisms, including the
availability of confidential channels, anti-retaliation efforts, investigative resources and

independence, investigation KPIs, and efforts to ensure that responses to findings are

Whether the company has a risk-based third-party due diligence process that includes
controls and monitoring related to the qualifications, compensation, and work of its third

parties.
Third Parties

The company’s M&A pre-acquisition due diligence and post-acquisition integration
processes, including its process for tracking and remediating misconduct or related risks
identified during due diligence.
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Mitigation: Establish An Effective

Corporate Compliance Program (cont’d)

2. Is the program implemented effectively?
DOJ Will Consider:

@; The commitment by senior and middle management to a culture of compliance, including
management’s messaging and actions to promote compliance and the board’s role in

overseeing compliance.

O Whether the compliance function has sufficient seniority, experience, resources, and

, @ autonomy commensurate with the company’s size and risk profile. Notably, DOJ will ask
whether the company outsourced parts of the function to an external firm or consultant. If

so, DOJ will probe the access the external firm or consultant has to company information.

Compliance Function

o

‘1 Whether the company has clear, consistently enforced disciplinary procedures, as well as
whether and how the company incentivizes ethical behavior.

iscipline
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Mitigation: Establish An Effective

Corporate Compliance Program (cont’d)

3. Does the program work in practice?
DOJ Will Consider:

/ How the company has reviewed and evaluated its compliance program to ensure it is

/ A current, including changes made to the program in light of lessons learned. DOJ also will

assess the internal audit function, whether company has reviewed the program in the area
relating to misconduct, and how the company measures its culture of compliance.

The effectiveness and resources of the company’s investigative function, including its
independence, how findings are reported, and investigations are used to identify root causes.
Notably, this is the second instance in the updated guidance calling for DOJ to assess a

company’s investigative function.

% Whether the company conducts root-cause analyses and takes appropriate remedial action,
and whether disciplinary actions for failures in supervision were considered by the
company.

Remediation
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Mitigation: Establish An Effective

Corporate Compliance Program (cont’d)

Key Takeaways

§ Starting with a Risk Assessment: A company’s compliance program should be based on the result of a
risk assessment to ensure that the program is appropriately tailored.

§ Building on Lessons Learned: The risk profile should be “periodically updated,” and the program should
be reexamined and revised on an ongoing basis in light of lessons learned.

§ Importance of Compliance: A number of factors are considered, such as where within the company the
compliance function is housed and how the compliance function compares with other functions in terms of
stature, compensation, rank/title, reporting lines, resources, and access to key decision-makers.

§ Responsibility for Third Parties: Increased focus on a company’s third-party oversight. DOJ will
consider whether a company has appropriate business rationale for third parties. It will also consider the
process for supplier selection and for ensuring third parties cannot be re-engaged without appropriate
authorization once terminated.

§ Cascading Tone from the Top: Emphasizes a “culture of compliance.” Messaging from the top is
inadequate. DOJ will consider cultural leadership by middle management and whether managers were
held accountable for misconduct that occurred under their supervision.
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Trend: Increasing Whistleblower Activity

Can Lead to FCPA-related Investigations

Legislation:

According to the whistleblower provisions of the Dodd-Frank Act
(15 U.S.C. §78u-6), the SEC will make a financial award (pay a
bounty) to whistleblowers who (1) voluntarily (2) provide original
information (3) to the Commission (4) that leads to (5) a
“successful enforcement [action].” The provisions also provide
protections from retaliation against whistleblowers, although
courts have declared that the anti-retaliation provisions do not
apply to foreign whistleblowers in some situations.

Statistics:

o Of the 5,212 tips received by the SEC Office of the
Whistleblower in FY 2019, 202 pertained to FCPA allegations.

» Whistleblower tips have increased 74% since FY 2012.

* InFY 2019, the total award that the government paid to
individuals amounted to $60 million, a 60% decline from 2018

(Dodd-Frank’s Global Reach\

In FY 2019, the SEC Office of the
Whistleblower received tips from
70 non-U.S. countries:

Canada: 71 complaints
UK: 44 complaints
Germany: 44 complaints
China: 32 complaints

Australia: 28 complaints

India: 27 complaints

due to “a lapse in appropriations.” \- )
4 In FY 2018, the SEC proposed amendments to the Whistleblower Rules in light of the Digital Realty
Trust v. Somers ruling, which held that Dodd-Frank’s anti-retaliation provision applies only to
individuals who report violations of securities laws to the SEC, and not to individuals who make only
\__internal reports. The SEC anticipates adoption of the amendments in FY 2020. )
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Mitigation: Implement an Effective

Whistleblower Response Protocol

Before reports are made, companies should ensure that they have a system in place to
respond to whistleblowers and investigate allegations.

» Review compliance and HR policies and procedures to ensure internal reporting is easy, accessible, and perceived
as a corporate priority. Implement a comprehensive and organized system to catalogue and track complaints.

» Ensure that there are robust, comprehensive investigative protocols pursuant to which investigations are handled
by appropriate personnel.

» Make clear that all employees, including foreign employees, who report will be treated with respect. Adopt a strict
“no-retaliation policy” and communicate the results of investigations to whistleblowers to the extent possible.

» The SEC has chosen 120 days as a key milestone for investigations: the Commission will not consider information
for award eligibility unless the reporter waited at least 120 days after making an internal report. Internal
investigations that place a company in a position to make a disclosure decision within 120 days should be deemed
presumptively reasonable.

» Consider retaining counsel. Non-lawyer personnel conducting internal investigations (e.g., compliance or internal
audit personnel or external investigators) are permitted to claim awards for information gleaned from investigations

in certain circumstances. ~ )
«  Go beyond Dodd-Frank: In recent years, key markets The SEC has made clear that the fact that a
such as India, China, Canada, and the EU have whistleblower is a foreign national does not prevent an
implemented or considered implementing new award. The SEC has awarded USD 30 millionto a
koriginal information about an ongoing fraud. )
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Trend: Third Parties Remain the Single

Greatest Area of Corruption Risk

Issues involving third parties have been at the core of recent enforcement actions conducted
by the SEC, the DOJ, and local enforcement agencies. High-risk third parties may include:

China: Sales Agents, Sham Service Providers, Consultants, Design Institutes, PR/Marketing
Firms, Event Organizers, Travel Agents, or Distributors

India: Sales Agents, Distributors, Tendering/Procurement Agents, Government Liaison Agents, Logistics
Providers, Joint Venture Partners, or Fictitious Vendors

Russia: Distributors. State-Owned ﬂ)uad Graphics Uses Sham Sales Agents to Funnel Briba

Customers, Fictitious Service Providers,
Vendors, or Private Customers

According to the SEC’s September 2019 administrative order, Wisconsin marketing
firm Quad Graphics used third-party vendors to bribe officials in Peru and China to

L atin America: Sales and Marketing win business and avoid government penalties.

Agents, Local Counsel, Customs The company’s Peruvian subsidiary allegedly used sham sales vendors to make

Brokers Lobbyists or Tendering Agents payments to government officials to secure contracts. Quad Peru also engaged in a
’ ’ judicial bribery scheme, using a local law firm to facilitate payments to Peruvian

Africa: Joint Venture Partners and judges in attempt to achieve favorable outcomes in tax litigation in which the
) company was embroiled.
Consultants

The company’s Chinese subsidiary allegedly used sales agents to make improper
payments to customers, including public officials, in order to win business. The
SEC noted that the subsidiary failed to conduct any due diligence on the third-pay

sales agents.
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Mitigation: Carefully Monitor High-Risk

Third Parties

Third parties are an inevitable part of doing business in an emerging market. Pre-
engagement screening, as well as close monitoring, can help offset the decreased
transparency and control that comes with agents and intermediaries.

BEST PRACTICES

» |dentify the specific functions that are prone to corruption and handled by third parties.

* Involve legal and compliance in contract negotiations/drafting to ensure that services are specifically and
accurately described and allow for an efficient control (e.g., finance) to assess whether the services have
actually been rendered and whether prices are reasonable in light of those services and are in line with
market rates.

* Include audit rights with a trigger in third-party agreements to allow for audits when indicated.
» Conduct specific training for employees working with third parties and with end customers.
» Use arisk-based approach to periodically select third parties for an audit review.

» Ensure that rebates, credit notes, and other payments provided to the third party are made to the
contracting entity, including identifying any offshore arrangements.

» Understand interaction between sales force in emerging markets, involved third parties (e.g., distributors,
agents) and end-customers, and conduct function-specific compliance training with these employees.

» Understand whether margins of intermediaries are passed on to end-customers by reviewing publically
available tender materials or conducting audit reviews.
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Upcoming Gibson Dunn Webcast

January 23, 2020, 12:00 pm — 2:30 pm EST
16" Annual Challenges in Compliance and Corporate Governance
Panelists:

Joe Warin, Zainab Ahmad, Stuart Delery, Michelle Kirschner, Adam Smith, and Lori
Zyskowski

Topics to be discussed include:
— Global Enforcement and Regulatory Developments
— Key Tips for Identifying and Addressing Top Areas of Compliance Risk
— Practical Recommendations for Improving Corporate Compliance
— DOJ and SEC Priorities, Policies, and Penalties
— Update on Key Governance Issues and Regulatory Requirements
Click Here to Reqister (or copy to your browser):

https://gibsondunnevents.webex.com/mw3300/mywebex/default.do?siteurl=gibsondunnevents
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APPENDIX: THE FCPA
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Overview: FCPA

What is the Foreign Corrupt Practices Act?

The FCPA was enacted in 1977 in the wake of reports that
numerous U.S. businesses were making large payments to
foreign officials to secure business.

* Anti-Bribery Provisions: The FCPA prohibits corruptly giving, promising, or offering
anything of value to a foreign government official, political party, or party official with
the intent to influence that official in his or her official capacity or to secure an
Improper advantage in order to obtain or retain business.

» Accounting Provisions: The FCPA also requires issuers to maintain accurate “books
and records” and reasonably effective internal controls.
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FCPA: Who is Covered by the FCPA?

* Issuers: Any company whose securities (including American Depository Receipts and
registered debt) are registered in the United States or that is required to file periodic reports with

the SEC.
» The FCPA also applies to stockholders, officers, directors, employees, and agents acting on
behalf of the issuer.
 Issuers must adhere to both the FCPA’s Anti-Bribery and Accounting Provisions.

* Domestic Concerns: Any individual who is a U.S. citizen, national, or resident of the United
States (not just U.S. citizens), or any business organization that has its principal place of business
in the United States or which is organized in the United States.

» The FCPA also applies to stockholders, officers, directors, employees, and agents acting on
behalf of the domestic concern.

» Domestic Concerns must adhere to the FCPA’s Anti-Bribery Provisions.

e Other Persons: Anyone who takes any act in furtherance of a corrupt payment while within the
territory of the United States.

o “Other Persons” must adhere to the FCPA’s Anti-Bribery Provisions.
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Definition of “Foreign Official”

The FCPA prohibits corrupt payments to “foreign officials,” which is defined
expansively to include:

«  Any officer or employee (including low- / Eleventh Circuit Adopts Broad Definition \

level personnel) of a foreign government of “Instrumentality”

department or agency; In U.S. v. Esquenazi,* the 11th Circuit defined an “instrumentality” as an
entity that 1) is controlled by the foreign government and 2) performs a
function the government treats as its own.

* Personnel of an “instrumentality” of a

foreign government, which has been _ . : :
construed to include employees of According to the court, characteristics of a “controlled” entity may include:

» Government’s formal designation;
» Government ownership stake;
* Government’s ability to hire and fire the entity’s principals;

government-owned or government-
controlled businesses and enterprises;

» Personnel of public international « Extent to which the entity’s profits go to the government; and
organizations, such as the United e Extent to which government funds the entity.
Nations, World Bank or other Characteristics of an entity that performs a government function may
international financial institutions, the include:
Red Cross, and others; «  Whether the entity has a monopoly over the function;

« Political party officials and candidates; »  Whether the entity receives government subsidies;

* Whether the entity provides services to the public at large; and
* Whether the public and the government perceive the entity to be

*  Members of royal families. \performing a public function. /
*752 F.3d 912 (11th Cir. 2014); see also U.S. v. Duperval, 777 F.3d 1324 (11th Cir. 2015).
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FCPA: What Types of Payments are

Prohibited?

» The FCPA prohibits not only actual payments, but also any offer, promise, or
authorization of the provision of anything of value.

— No payment needs to be made nor benefit bestowed for liability to attach.

— An offer to make a prohibited payment or gift, even if rejected, is a violation of the
FCPA.

» The FCPA also prohibits indirect corrupt payments.

— The FCPA imposes liability if a U.S. company authorizes a payment to a third party
while “knowing” that the third party will make a corrupt payment.

— Third parties include local agents, consultants, attorneys, subsidiaries, etc.

e Political or charitable contributions can violate the FCPA.
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FCPA: What Constitutes a “Thing of Value”?

« There is no “de minimis” exception. _ _
“As part of an effective compliance

e Itisnot _Iimited to tangible items of program, a company should have
economic value. clear and easily accessible guidelines
e It can include anything a recipient 2] [prergseses L allee Vel g g
would find interesting or useful, by the company’s directors, officers,
including: employees, and agents.
K—A Resource Guide to the U.S. Foreign Corrupt Practices Act (p.16)/
o Gifts o Trips
» Sporting Event Tickets < Loans
» Entertainment * Employment
* Food and Wine » Consulting Fees
* Meals » Mobile phones and electronic devices
e Internships » Education

 Professional Training Political or Charitable Contributions
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