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EUROPEAN PERSPECTIVE ON TRACING TOOLS IN THE 
CONTEXT OF COVID-19 

 

To Our Clients and Friends:  

As part of the fight against the spread of COVID-19 and desire to effectively lift the lockdown, 
governments and private companies around the world are considering the use of data driven digital tools, 
in particular digital tracing solutions. 

Such tracing technology may serve multiple purposes; among the main ones are: (i) collecting mobile 
location data in order to model the spread of the virus and measure the effectiveness of confinement 
measures; and (ii) contact tracing, in order to alert individuals that they have been in close proximity of 
someone who has tested positive for COVID-19. 

Various initiatives to develop tracing solutions are currently being pursued, including both public and 
private initiatives, which praise the merits of tracing solutions that have been rolled out successfully in 
Asia-Pac. The use of such tracing tools in the context of the pandemic requires the collection of personal 
data such as health data and potentially location data, which has prompted data protection authorities in 
Europe to alert on the need to comply with fundamental privacy rules set forth in the GDPR[1] and the 
ePrivacy Directive[2]. Debates have sparked in various European jurisdictions on how to conciliate the 
use of digital tracing solutions - which could be perceived as intrusive - and the need to guarantee 
individuals’ rights such as privacy and data security. 

In order to help European countries navigate through these complex issues, on April 21, 2020 the 
European Data Protection Board (“EDPB”) adopted its guidelines on the use of location data and contact 
tracing tools in the context of the COVID-19 outbreak (“Guidelines”).[3] 

This Client Alert summarizes the key privacy implications of collecting personal data through tracing 
tools in Europe. 

1. Positions and Guidance of the EU Institutions regarding COVID-19 Tracing Applications 

Since the beginning of the pandemic, the European Commission and its various institutions have been 
supportive of private and public initiatives for the creation of tracing applications capable of contributing 
to the containment of COVID-19. The European Commission has actually drafted an inventory of the 
initiatives carried out in Europe and worldwide to develop and offer digital tracing tools in response to 
the COVID-19 pandemic[4]. 
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However, the use of data intensive technologies and applications, as well as the artificial intelligence 
underpinning such applications, have also raised concerns from a data privacy and cybersecurity 
perspective, which have led both the European Commission and the EDPB to adopt guidelines: 

· Taking the GDPR and the ePrivacy Directive as references, the European Commission and the 
EDPB have started to publish their opinions on the compliance of tracing applications with EU 
privacy and cybersecurity rules in mid-March and throughout April. The EDPB insisted first on 
the fact that the GDPR should not hinder the capacity of the EU Member States to fight the 
pandemic through the processing of mobile location data, provided that such data were 
anonymized and collected in an aggregated manner.[5] The European Commission published its 
guidance on applications[6] setting out the main requirements that applications shall meet to 
ensure compliance with data protection regulations (e.g., retention of control by users, applicable 
legal basis, data minimization principle). The European Commission further indicated in its 
guidance that app developers should aim to exploit the latest privacy-enhancing technological 
solutions, such as Bluetooth proximity technology, in order to provide contact tracing features 
without allowing applications to track individuals’ locations. 

· Based on the European Commission’s guidance, the EDPB finally adopted its Guidelines on 
April 21, 2020 on the use of location data and contact tracing tools in the context of the COVID-
19 outbreak.[7] 

The EDPB emphasized that preference should always be given to the processing of anonymized 
data rather than personal data of identified or identifiable persons. It also reminded that 
anonymization[8] processes have to comply with strict requirements and pass the 
“reasonableness test”, which considers the effectiveness of anonymization tools taking into 
account both objective aspects (e.g., technical means to re-identify individuals) and factual 
elements (e.g., nature and volume of data involved that would need to be process to re-identify 
individuals). 

As to the use of tracing tools, the EDPB confirmed that the use of contact tracing applications 
should be voluntary. Accordingly, in order to ensure that individuals have a real choice, those 
who decide not to (or cannot) use such tracing applications should not suffer any negative 
consequence derived from that decision or situation. In the words of the EDPB, individuals must 
have full control over their personal data at all times, and should be able to choose freely to use 
any application. 

The EDPB also recalled general data protection principles that should be complied with in this 
context, notably: 

Accountability: The EDPB indicates that the controller of the contact tracing application should 
be clearly identified. In this respect, it considers that national health authorities could act as 
controllers for applications developed by public administrations, but other controllers may also 
be envisaged. 
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Purpose limitation: The Guidelines specify that the purposes aimed by tracing applications 
should exclude objectives or uses of data that are unrelated with the management of the COVID-
19 crisis (for example, commercial purposes). 

Data minimization and principles of privacy by design and by default: According to these 
GDPR principles, any personal data processed should be reduced to the strict minimum. Rather 
than collecting and sharing location data via the application, contact tracing applications should 
be based on proximity communication technologies that enable the broadcasting and receipt of 
data among users (e.g., proximity data based on Bluetooth Low Energy). The EDPB recommends 
that this data should be subject to regular pseudonymisation, and that measures should be 
implemented to prevent re-identification. 

Lawfulness of processing: Different legal bases are considered by the EDPB depending on the 
data collected and the entity providing the application (e.g., consent, performance of a task for 
public interest). The choice of the most appropriate legal basis will largely depend on whether 
an application is developed and offered by private parties or by public administrations. 

Storage limitation: The Guidelines recommend that personal data should be erased or 
anonymized immediately after the COVID-19 crisis. 

Data security: The EDPB recommends to use pseudonymous identifiers and state-of-the-art 
cryptographic techniques to ensure data security. 

Finally, the EDPB considers that a data protection impact assessment shall be carried out before 
implementing a tracing tool, as the data processes involved in the functioning of such an 
application are likely to result in a high risk to the rights and freedoms of individuals. 

As an annex to these Guidelines, the EDPB provided practical guidance to app developers and 
users of contact tracing applications. For example, we note that the source code of the application 
and of its back-end should be open. 

It is worth mentioning that the EDPB adopted two letters on April 24, 2020 in response to 
members of the European Parliament[9]. In its letters, the EDPB notably reminded that data 
protection law already enables to implement data processing necessary to fight an epidemic and 
that “there is no need to lift GDPR provisions but just to observe them”. The EDPB mainly 
referred to its recently adopted Guidelines and specified that it has taken into account concerns 
from the stakeholders involved as well as the general public when drafting such Guidelines. 

2. Specific Positions of Member States regarding COVID-19 Tracing Applications 

Certain EU Member States and other states from the European Economic Area have already 
implemented tracing tools in their respective territories (e.g., in Austria, Czech Republic, Iceland, 
Poland). While other EU Member States are currently still considering the development and roll-out of 
tracing applications, the conditions under which such applications would contribute to the fight against 
the COVID-19 have not been clearly established yet. 
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In this context, EU Member States’ Data Protection Authorities (“DPAs”) have also issued their own 
opinions in recent weeks, applicable to applications used in their respective territories. While these DPA 
opinions should follow and be based on the basic principles set at EU level, each DPA has taken a unique 
position on the various data privacy implications of tracing tools in its own EU Member State. 

· Belgium 

In Belgium, the main initiative to develop a contact tracing application has come from the public 
administration. By mid-April, it was reported that the Belgian State was working on a public application 
that would enable the tracking of infected individuals and the issuing of warnings to other individuals 
who would have crossed infected persons within a period time. However, reporting to the press on 
April 23, 2020, the Belgian Minister of Digital Agenda indicated that Belgium no longer needed, for the 
time being, an application for automated contact tracing. Instead, the Minister expressed a preference 
for confinement rules and for manual tracing by health services. To support its position, the Minister 
also referred to the high utilization rate that a tracing application would require to ensure its effectiveness 
(60%), and the low download rates that had been recorded in other European countries where an 
application had already been launched (e.g., in Austria, where only 400,000 downloads had been 
registered in a country with a population of 8.9 million people – i.e., a 4.5% usage rate). 

Notwithstanding the position adopted by the Belgian Government, on April 8, 2020 the Belgian Data 
Protection Authority (“Belgian DPA”) published a press release[10] emphasizing basic principles for 
the processing of personal data by contact tracing applications. First, the Belgian DPA recommends not 
processing any personal data if this is not required to offer the services to the users (e.g., name, e-mail 
address, mobile number). However, the provision of certain applications implies necessarily the 
processing of personal data in order to offer the service (e.g., IP addresses). In such situation, applications 
should only process personal data to ensure their appropriate functioning in light of the objective 
pursued. Any data inputted may continue to be processed by the app provider depending on whether the 
user intends the service to continue after it finishes using the application. 

· France 

On April 24, 2020, the French DPA (“CNIL”) adopted a decision on the project of mobile application 
“StopCovid”[11] initiated by the French government, which is a contact tracing application based on 
Bluetooth technology (not using geolocation technology). 

First, in accordance with the purpose limitation principle, the CNIL notes that the tracing tool may only 
be used to inform its users in the event of contact with an individual tested positive for COVID-19 but 
not for other purposes like monitoring the compliance of confinement measures. Besides, the CNIL 
welcomes the fact that the intended tool would be based on a voluntary approach. As recommended by 
the EDPB Guidelines, the CNIL reminds that individuals who decide not to download/use the 
“StopCovid” application should not suffer any negative consequences (such as a prohibition to take 
public transportation). 

With respect to the lawfulness of the processing, again in line with the EDPB Guidelines, the CNIL 
estimates that the performance of a task of public interest would be the most appropriate legal basis when 
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the processing is carried out by public authorities (Art. 6-1-e of the GDPR). For the specific processing 
of health data, the CNIL considers that the processing carried out in the context of the “StopCovid” 
application would be necessary for reasons of public interest in the area of public health (Art. 9-2-i of 
the GDPR). Having this in mind, the CNIL recommends that the use of a voluntary contact tracing 
application should be governed by a specific legal provision in French law. 

In addition, the authority reminds the principles of data minimization and storage limitation according 
to which the data shall be kept only for the use of the application. Finally, the CNIL provided 
specifications on the application configuration. As to the accountability principle, the authority estimates 
that the controller should be the French Health Ministry or any other health authority involved in the 
health crisis management. It also reminds the necessity to carry out a data protection impact assessment, 
as recommended by the EDPB. The importance of data accuracy and data security as well as the respect 
of data subjects’ rights should also be taken into account. 

The French Parliament will debate, in the upcoming weeks, on whether or not to implement this 
application. After the debate, if it is decided to deploy the application, the CNIL has requested to be 
consulted again in order to give its opinion on the final arrangements of the application “StopCovid”. 

· Germany  

In Germany, one initiative emerged that initially garnered the strongest State support: the Pan-European 
Privacy-Preserving Proximity Tracing (“PEPP-PT”) initiative[12]. Composed of a consortium of 
over 130 members, including telecommunications operators, health service providers, scientists and 
other relevant actors and stakeholders, the PEPP-PT initiative was created on March 31, 2020 in order 
to develop and offer a tracing technology that would be compliant with EU privacy and data protection 
rules and would be effective in the contention efforts of States against COVID-19. However, the PEPP-
PT initiative recently suffered strong criticism given its centralized structure, which requires users to 
upload contact logs to a central reporting server, thereby allegedly exposing users to direct State 
control.[13] The PEPP-PT protocol is allegedly supported by the UK, France[14] and, until recently, 
Germany.[15] 

Another initiative, Decentralized Privacy-Preserving Proximity Tracing (“DP-3T”), has also 
garnered strong support in the EU. Backed by Switzerland, Austria and Estonia,[16] in cooperation with 
companies such as Apple and Google, DP-3T would reportedly abide more strictly by the guidance 
offered by EU authorities, in particular regarding the reliance on proximity data technology and the 
absence of tracking of location data. Its decentralized structure does not require users to upload contact 
logs (which remain in the users’ device), and the processing of data to inform users of contacts with 
infected individuals occurs locally. Further, under the decentralized DP-3T approach users may opt to 
voluntarily share their phone number and details of their symptoms with the authorities, but this would 
not automatically occur as opposed to the centralized structure of the PEPP-PT initiative. 

Germany has been one of the main supporters of the PEPP-PT initiative until April 26, 2020, when it 
backed away from a centralized approach in favor of a decentralized system architecture. 
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The German data protection commissioner[17] indicated on his website that contact tracing tools should 
be implemented in a transparent manner and on a voluntary basis. According to the commissioner, an 
individual tracking or a later re-personalization should be excluded. 

· Spain 

In Spain, regions like Madrid, Catalonia, Basque Country and Valencia, have offered publicly-sponsored 
applications to trace infected individuals. Based on the tracing application developed by the Madrid 
Region, the Spanish Government launched the nation-wide application, initially covering a limited 
number of regions. These applications aim at tracing users and their contacts in order to alert them of 
potential COVID-19 contagion and spread. However, the overlapping uses of the different applications 
and their limited success (not exceeding 10% of the population in the respective regions) have put their 
effectiveness into question. Recently, it was reported that Spain is participating in the PEPP-PT initiative, 
although it is unclear if this position will shift to the DP-3T initiative, backed by other Member States. 
As soon as the technology would become available, Spain would require the cooperation of both public 
administrations and private entities to launch the automated tracing application[18]. 

On March 26, 2020, the Spanish Data Protection Agency (“AEPD”) published a communication on self-
evaluation and contact tracing applications to fight COVID-19[19]. While the AEPD acknowledged that 
the GDPR and Spanish data protection rules cannot serve as an obstacle to limit the effectiveness of any 
measure, it reminded that fundamental data protection and privacy rights still needed to be complied 
with. As regards the legal bases available to offer contact tracing applications, the AEPD indicates that 
data processing by national and regional health authorities may be carried out in the public interest and 
to protect the vital interests of the individuals. Applications developed and operated by private entities 
need to rely on another legal basis in order to process personal data (e.g., consent). 

Any data collected may only be processed for purposes related to the control of the COVID-19 epidemic 
(e.g., to offer information on the use and control of the self-evaluation applications or to obtain statistics 
with aggregated geolocation data to offer maps that inform users on high/low risk areas). The AEPD 
also reminded app developers that parental authorization shall be required for users aged below 16. 

· United Kingdom 

The United Kingdom DPA (“ICO”) published, on April 17, 2020, an opinion[20] on the Apple and 
Google joint initiative (called the Contact Tracing Framework) to enable the use of Bluetooth technology 
to help governments and public health authorities reduce the spread of the virus. The ICO indicates that 
the proposals for this initiative appear to be aligned with the principles of data protection by design and 
by default. It also specifies in its opinion that organizations designing contact tracing applications are 
responsible for ensuring that the application complies with data protection law and that such 
organizations are acting as controllers. 

The ICO also published a series of questions[21] to be taken into account to ensure that privacy concerns 
are properly considered when using digital tracing tools. 
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Finally, it is worth noting that the ICO revealed[22] that it has been working with the National Health 
Service (“NHS”) in the context of the development of a contact tracing application in order to help them 
ensure a high level of transparency and governance. The NHS has emphasized its commitment to 
transparency, security and privacy and its collaboration with health data privacy stakeholders and 
advisers in developing the application[23]. However, the NHS’s proposed application is different from 
the Apple-Google model, in particular by using a structure centralized within the NHS, meaning that the 
matching process, which works out which phones to send alerts to, happens on a computer server rather 
than decentralized on handsets, to record infections and send out alerts. While it is hoped that this will 
make it easier for the NHS to notify people appropriately and adapt the system as knowledge improves, 
there may be a trade-off in terms of the central repository’s vulnerability to hackers. 

*** 

As can be seen, the EU institutions, the EDPB and the EU Member State DPAs have published their 
guidelines and made clear the red lines that should be complied with in preparing and offering contact 
tracing tools. Regardless of whether they result from public or private initiatives, these rules and 
principles enshrined in the GDPR should drive the development and offering of contact tracing tools. 

The effectiveness of contact tracing applications relies on its wide adoption by users in a territory, which 
largely depends on the strength of the State sponsorship received or the ability of companies to advertise 
its use. 

From a technical standpoint, research projects and initiatives like PEPP-PT and DP-3T have emerged 
which aim at developing national applications based on a standardized approach. The infrastructure of 
the tools that are being developed under such protocols, centralized or decentralized, may come under 
scrutiny by the European Commission and the DPAs. However, given the importance of State 
sponsorship in the adoption of protocols for particular territories, and the apparent divergent approach 
followed by different EU Member States, it is likely that both protocols will co-exist within a non-
harmonized EU approach. 

We will continue to monitor privacy and cybersecurity developments related to COVID-19 in Europe 
and around the world, and will provide further communications as developments warrant. Gibson Dunn's 
lawyers are also available to assist with any questions you may have regarding privacy implications of 
tracing tools in the United States. 

____________________ 

[1] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC. 

[2] Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning 
the processing of personal data and the protection of privacy in the electronic communications sector. 
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[3] Guidelines 04/2020 on the use of location data and contact tracing tools in the context of the 
COVID-19 outbreak adopted on April 21, 2020.  

[4] Commission’s Inventory Mobile Solutions against COVID-19. 

[5] EDPB Statement on the processing of personal data in the context of the COVID-19 outbreak 
adopted on March 19, 2020. 

[6] Commission Guidance of April 17, 2020 on Apps supporting the fight against COVID 19 pandemic 
in relation to data protection. Please note that considering the urgency of the current situation, these 
guidelines will not be subject to public consultation. 

[7] Guidelines 04/2020 on the use of location data and contact tracing tools in the context of the 
COVID-19 outbreak adopted on April 21, 2020.  

[8] The EDPB defined anonymization as “the use of a set of techniques in order to remove the ability 
to link the data with an identified or identifiable individual against any “reasonable” effort”. 

[9] Letter of the EDPB to Sophie in’t Ved dated April 24, 2020; Letter of the EDPB to Mrs Ďuriš 
Nicholsonová and Mr Jurzyca's dated April 24, 2020. 

[10] Publication on the website of the Belgian DPA. 

[11] Decision n° 2020-046 of April 24, 2020 adopting an opinion on the project of mobile application 
“Stop Covid”. 

[12] Website of the PEPP-PT. 

[13] Website of Ouest France. 

[14] Reuters, Germany flips to Apple-Google approach on smartphone contact tracing, News Report 
dated April 26, 2020. 

[15] Statement by Helge Braun, Minister of the Chancellery, and Jens Spahn, Federal Minister of 
Health, on the tracing app, Press Release dated April 26, 2020 (available in German). 

[16] Supra note 13. 

[17] Publication on the website of the Federal Commissioner for Data Protection and Freedom of 
Information dated April 22, 2020 (available in German). 

[18] Publication on the website of El Pais dated April 14, 2020. 

[19] Publication on the website of the Spanish Data Protection Agency dated March 26, 2020. 

https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-042020-use-location-data-and-contact-tracing_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-042020-use-location-data-and-contact-tracing_en
https://ec.europa.eu/health/sites/health/files/ehealth/docs/covid-19_apps_annex_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/news/edpb_statement_2020_processingpersonaldataandcovid-19_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/news/edpb_statement_2020_processingpersonaldataandcovid-19_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1587141168991&uri=CELEX:52020XC0417(08)
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1587141168991&uri=CELEX:52020XC0417(08)
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-042020-use-location-data-and-contact-tracing_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-042020-use-location-data-and-contact-tracing_en
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_letter_out2020-0031_mepintveld_locationdata_covid19_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_letter_out2020-0030_mep_duris_covid19_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_letter_out2020-0030_mep_duris_covid19_en.pdf
https://www.autoriteprotectiondonnees.be/le-covid-19-et-lutilisation-dapplications-de-sante
https://www.cnil.fr/sites/default/files/atoms/files/deliberation_du_24_avril_2020_portant_avis_sur_un_projet_dapplication_mobile_stopcovid.pdf
https://www.cnil.fr/sites/default/files/atoms/files/deliberation_du_24_avril_2020_portant_avis_sur_un_projet_dapplication_mobile_stopcovid.pdf
https://www.pepp-pt.org/
https://www.ouest-france.fr/sante/virus/coronavirus/deconfinement-tracage-l-allemagne-fait-volte-face-et-opte-pour-une-application-decentralisee-6818031
https://www.reuters.com/article/us-health-coronavirus-europe-tech/germany-flips-on-smartphone-contact-tracing-backs-apple-and-google-idUSKCN22807J
https://www.reuters.com/article/us-health-coronavirus-europe-tech/germany-flips-on-smartphone-contact-tracing-backs-apple-and-google-idUSKCN22807J
https://www.bundesgesundheitsministerium.de/presse/pressemitteilungen/2020/2-quartal/tracing-app.html
https://www.bundesgesundheitsministerium.de/presse/pressemitteilungen/2020/2-quartal/tracing-app.html
https://www.reuters.com/article/us-health-coronavirus-europe-tech/germany-flips-on-smartphone-contact-tracing-backs-apple-and-google-idUSKCN22807J
https://www.bfdi.bund.de/SiteGlobals/Modules/Buehne/DE/Startseite/Pressemitteilung_Link/HP_Text_Pressemitteilung.html
https://www.bfdi.bund.de/SiteGlobals/Modules/Buehne/DE/Startseite/Pressemitteilung_Link/HP_Text_Pressemitteilung.html
https://elpais.com/tecnologia/2020-04-14/espana-se-suma-a-un-proyecto-europeo-de-rastreo-de-moviles-para-despues-de-la-cuarentena.html
https://www.aepd.es/es/prensa-y-comunicacion/notas-de-prensa/aepd-apps-webs-autoevaluacion-coronavirus-privacidad
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[20] ICO's Opinion: Apple and Google joint initiative on COVID-19 contact tracing technology dated 
April 17, 2020. 

[21] ICO’s Blog: Combatting COVID-19 through data: some considerations for privacy dated 
April 17, 2020. 

[22] ICO’s Statement in response to details about an NHSX contact tracing app to help deal with the 
COVID-19 pandemic dated April 24, 2020. 

[23] NHS Blog: NHSX: Digital contract tracing: protecting the NHS and saving lives dated April 24, 
2020. 
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