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Privacy Rights 
after Carpenter

F
or many years, the federal government has decided what its prosecutors
may demand from law firms related to the firms’ clients and what potentially
privileged documents those prosecutors may see and use in their investigations
and trials. Federal courts generally have allowed the Depart ment of Justice
(DoJ) to regulate itself, with no independent check on prosecutors’ power

to insert themselves into the attorney-client relationship. Fortunately, it appears the
status quo is changing and that courts are poised to reign in the Government’s1

power to chill the free and unfettered communication between attorney and client.
It has been a long time coming.

In 1990, the American Bar Association (ABA) amended its Model Rules of Pro -
fessional Conduct to require prosecutors to obtain prior judicial approval before
they could subpoena a lawyer to present evidence about a past or present client in a
grand jury or other criminal proceeding.2 Model Rule 3.8(f) was intended to assure
an “independent determination” that, among other things, the information sought
was not protected from disclosure by any applicable privilege.3 As one federal appeals
court noted, “[i]n many ways, the attorney-client relationship is the heart of our
adversarial system of justice.”4

Five years later, however, the ABA “re treated.”5 It removed the judicial preapproval
requirement after the Third Circuit struck down a bar rule patterned on Model Rule
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3.8(f) in Baylson v. Disciplinary Board of the Supreme Court of
Pennsylvania.6 In Baylson, the court held that judicial preapproval
was an intrusion on the grand jury process, noting that there
was “no case precedent for the district court assuming the role
of approving grand jury subpoenas prior to service.”7 “Instead,”
the Baylson court said, “the Supreme Court has been very reluctant
to place restraints on the power of the grand jury to issue and
serve subpoenas.”8

In the decades since Baylson, the judicial preapproval require-
ment gradually disappeared from states’ rules of professional
conduct and district courts’ local rules. The absence of such a
safeguard left it to prosecutorial agencies to assume for themselves
the role of arbiter over whether a prosecutor may issue a grand
jury subpoena to a lawyer or law firm. However, the prec edent
the Third Circuit found lacking in Baylson may have arrived in
the U.S. Supreme Court’s 2018 opinion in Carpenter v. United
States.9 Carpenter held that while the Government may use sub-
poenas to acquire records in the overwhelming majority of inves-
tigations, “a warrant is required in the rare case where the suspect
has a legitimate privacy interest in records held by a third party.”10

With limited exceptions, a lawyer’s possession of client infor-
mation is just such a “rare case.” Under California law, for exam-
ple, unless an attorney believes that disclosure is necessary to
prevent a criminal act that is likely to result in death of, or sub-
stantial bodily harm to, an individual, the attorney has a statu -
tory duty “[t]o maintain inviolate the confidence, and at  every
peril to himself or herself to preserve the secrets, of his client.”11

It is difficult to imagine a more reasonable basis for a client’s
expectation of privacy in his communications with his at torney.
Carpenter thus seems to require the Gov ernment to obtain judicial
approval through a probable cause showing before it may demand
any client-related information from an attorney. The judicial
preapproval requirement for a lawyer subpoena has a new life,
albeit in the form of a warrant requirement.

This interpretation of Carpenter is consistent with the emerging
trend of courts pushing back on the Government’s typical use of
“taint teams” or “filter teams” to review documents obtained
from lawyers. The Offices of the U.S. Attorneys use these teams
of ostensibly disinterested prosecutors, agents, and/or other law
enforcement personnel to determine whether documents seized
from a lawyer are privileged. The thinking goes that this review
will not “taint” the trial team with privileged information and
that the taint team can differentiate between the nonprivileged
documents they will pass to the trial team and the privileged doc-
uments they will withhold.

Late last year, a Fourth Circuit court rejected a magistrate
judge’s authorization of a taint team to inspect documents seized
from a law firm pursuant to a search warrant. In that decision,
In re Search Warrant Issued June 13, 2019,12 the court concluded
that the magistrate judge had erred in “assigning judicial functions
to the executive branch.”13 It viewed the resolution of a dispute
about whether a lawyer’s communications or a lawyer’s documents
are protected by the attorney-client privilege or work-product
doctrine to be a “judicial function.”14 “Put simply,” it held, “a
court is not entitled to delegate its judicial power and related
functions to the executive branch, especially when the executive
branch is an interested party in the pending dispute.”15

Viewed together, Carpenter and In re Search Warrant support
a renewed respect for attorney-client confidentiality and a check
on prosecutors’ power. Any inconvenience to prosecutors in
making a probable cause showing to a judge, or in having a
neutral third party determine whether or not a document is at -
torney-client privileged or attorney work product, pales in com-
parison to the importance of the rights of privacy and confiden-

tiality at stake. The attorney-client privilege is “the oldest of the
privileges for confidential communications known to the common
law.”16 A prosecutor seeking a conviction, or who is working in
the same office as one, is the wrong person to assess whether
there is an appropriate basis to overcome any privilege protection.
Carpenter and In re Search Warrant recognize this distinction
and may signify a renewed trend towards judicial review in what
otherwise is an exclusively DoJ-controlled process.

Grand Jury Subpoenas

Until the 1980s, “federal prosecutors rarely subpoenaed attorneys
to compel testimony relating to their clients.”17 That practice
changed as “Congress passed several new federal statutes which,
in the eyes of federal prosecutors, ma[de] attorneys fertile ground
for eliciting incriminating information about the targets of federal
investigations and prosecutions.”18 One Ninth Circuit court later
noted that many felt, “and with some justification,” that “whatever
benefit the government derives from this practice comes at the
direct expense of the attorney-client relationship.”19

In 1985, the DoJ took note of “[t]he government’s apparently
increasing use of grand jury subpoenas on a target’s counsel, both
pre- and post-indictment.”20 In response, it issued a new section
of the United States Attorney’s Manual titled “Policy With Regard
to the Issuance of Grand Jury or Trial Subpoena to Attorneys for
Information Relating to the Repre sentation of Clients.”21 The new
guidelines required a prosecutor to obtain the ap proval of the
assistant attorney general in charge of the DoJ’s Criminal Division
for issuance of all subpoenas served on counsel at any time.22

They also required that the subpoena seek only information “rea-
sonably needed for the successful completion of the investigation
or prosecution,” that the prosecutor establish that he had sought
alternative sources first, and that the need for the information out-
weigh the risk that the attorney would be disqualified.23

In the five years that followed the DoJ’s implementation of its
new guidelines for subpoenaing lawyers, “[t]he instances of federal
prosecutors subpoenaing attorneys to compel evidence regarding
their clients, nevertheless, continued to increase.”24 Yet, once the
Third Circuit struck down a bar rule patterned on ABA Model
Rule 3.8(f) in Baylson,25 the DoJ guidelines were all that was left
to explicitly regulate federal prosecutors’ efforts to issue subpoenas
to attorneys.

Today, DoJ guidelines for prosecutors seeking to subpoena
evidence from a lawyer related to a client representation are
found in Section 9-13.410 of the re cently renamed Justice Manual.
With ex ceptions for “friendly subpoenas” and information the
DoJ asserts “does not raise concerns regarding the potential appli-
cation of the attorney-client privilege or the potential for negative
impact upon the attorney-client relationship,” such subpoenas
must be authorized by the assistant at torney general or a deputy
assistant attorney general for the Criminal Division (DAAG).

In evaluating the request to approve the issuance of a subpoena
to an attorney for information relating to the representation of a
client in a criminal investigation or prosecution, the DAAG applies
the following principles:26

• “The information sought shall not be pro tected by a valid
claim of privilege.”
• “All reasonable attempts to obtain the information from alter-
native sources shall have proved to be unsuccessful.”
• “[T]here must be reasonable grounds to believe that a crime
has been or is being committed, and that the information sought
is reasonably needed for the successful completion of the investi-
gation or prosecution. The subpoena must not be used to obtain
peripheral or speculative information.”
• “The need for the information must outweigh the potential
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adverse effects upon the attorney-client relation-
ship. In particular, the need for the information
must outweigh the risk that the attorney may be
disqualified from the representation of the client
as a result of having to testify against the client.” 
• “The subpoena shall be narrowly drawn and
directed at material information regarding a lim-
ited subject matter and shall cover a reasonable,
limited period of time.”

While this procedure and its accompanying
principles are reassuring in theory, there are
several fundamental weaknesses that nevertheless
put attorney-client communications at undue
risk. First, of course, the prosecutor who wants
the subpoena is the one making the unopposed
request. The reviewing assistant attorney general
or DAAG only knows what the self-interested
prosecutor is disclosing and thus can determine
whether a claim of privilege is “valid” based only
on limited, unsworn information. This is not to
suggest a prosecutor would intentionally mis-
characterize any facts in seeking approval; it is
simply human nature that a prosecutor seeking
subpoena approval and a fellow prosecutor being
asked to give it might have a more restrictive
view of privilege than the subpoenaed attorney
and his or her client.27

Once the DoJ approves the lawyer subpoena,
the prosecutor can serve it without anyone out-
side the DoJ having seen it, let alone having
evaluated whether it is appropriate. The costly
and time-consuming burden then is on the law
firm and/or client to move to quash the subpoena
in order to protect the client’s legitimate privacy
interest in what the client understood to be con-
fidential communications.28

Even if the prosecutor fails to seek, let alone
get, DoJ approval pursuant to its internal policy,
this is not a basis to quash the subpoena. Section
9-13.410 is emphatic that the guidelines “are set
forth solely for the purpose of internal Department
of Justice guidance.”29 They “are not intended
to, do not, and may not be relied upon to create
any rights, substantive or procedural, enforceable
at law by any party in any matter, civil or criminal,
nor do they place any limitations on otherwise
lawful investigative or litigative prerogatives of
the De partment of Justice.”30

The DoJ thus appears to want it both ways.
Courts and litigants should trust the DoJ to reg-
ulate its intrusions on attorney-client relationships,
but the DoJ cannot be held accountable for its
decisions. If Justice Manual Section 9-13.410 is
merely internal guidance that “may not be relied
upon,” it does nothing to diminish the need for
a court or special master to independently review
the Government’s inherently intrusive subpoenas
to lawyers and law firms.

Carpenter Reopens the Door

While it did not involve a Government subpoena
to an attorney for information about a client
representation, the Supreme Court’s opinion in
Carpenter v. United States31 suggests a possible

end to Govern ment self-regulation in this area.
The issue in Carpenter was whether the Govern -
ment conducts a search under the Fourth Amend -
ment when it accesses historical cell phone records
held by a third party (that is, a wireless carrier)
to determine the user’s past movements. Speci -
fically, police had obtained cell phone records
under the Stored Com munications Act32 for
Timothy Carpenter and several other suspects
in a string of robberies in Detroit.33

The Stored Communications Act, as amended
in 1994, allows the Government to compel the
disclosure of certain telecommunications records
when it “offers specific and articulable facts
showing that there are reasonable grounds to
believe” that the records sought are “relevant
and material to an ongoing criminal investiga-
tion.”34 Federal magistrate judges issued orders
directing Carpenter’s wireless carriers to disclose
cell-cite information for Carpenter’s telephone
as of the commencement and termination of
outgoing calls during the four-month period
when the robberies occurred.35 The wireless car-
riers complied, and the Govern ment “obtained
12,898 location points cataloging Carpenter’s
movements—an average of 101 data points per
day.”36

Prior to his trial on robbery and weapons
charges, Carpenter moved to sup press the cell-
site data provided by the wireless carriers.37 He
argued that the Government’s seizure of the
cell/site records from the third party wireless
carriers violated the Fourth Amendment be cause
they had been obtained without a warrant sup-
ported by probable cause.38 The District Court
denied the motion and the Court of Appeals for
the Sixth Circuit affirmed, holding, as the
Supreme Court summarized, that Carpenter
“lacked a reasonable expectation of privacy in
the location information collected by the FBI
because he had shared that information with his
wireless carriers.”39

In a 5-4 majority opinion authored by Chief
Justice John Roberts, the Carpenter Court held
that the Government violated the Fourth
Amendment when it obtained Car penter’s cell/site
records from the wireless carriers without a war-
rant.40 In reaching its holding, the Court noted
that “[w]hen an individual seeks to preserve
something as private, and his expectation of pri-
vacy is one that society is prepared to recognize
as reasonable, we have held that official intrusion
into that private sphere generally qualifies as a
search and requires a warrant supported by
probable cause.”41

As relevant here, the Court in Carpenter ad -
dressed the intersection of the warrant require-
ment and the availability of a subpoena duces
tecum. The majority summarized Justice Samuel
Alito’s contention in his dissent (joined by Justice
Clarence Thomas) that the warrant requirement
“simply does not apply when the Government
acquires records using compulsory process.”42

According to the Carpenter majority, Justice
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Alito’s position was that “the compulsory production of records
is not held to the same probable cause standard.”43 In fact, Justice
Alito warned that the Court’s opinion could “cause upheaval,”
and wondered “[m]ust every grand jury subpoena duces tecum
be supported by probable cause?”44 He added that while the
majority’s holding was in the context of the Stored Com muni -
cations Act, “nothing stop[ped] its logic from sweeping much
further.”45 According to Justice Alito, “[t]he Court has offered
no meaningful limiting principle, and none is apparent.”46

Chief Justice Roberts responded to Justice Alito’s critique by
noting that “this Court has never held that the Government may
subpoena third parties for records in which the suspect has a
reasonable ex pectation of privacy.”47 Indeed, “[i]f the choice to
proceed by subpoena provided a categorical limitation on Fourth
Amend ment protection, no type of record would ever be protected
by the warrant requirement.”48 This was not to say that a
probable cause showing is always required. According to the
Carpenter majority, “[t]he Government will be able to use sub-
poenas to acquire records in the overwhelming majority of inves-
tigations.”49 It continued, “[w]e hold only that a warrant is
required in the rare case where the suspect has a legitimate
privacy interest in records held by a third party.”50

With that one sentence, the Supreme Court seemingly raised
the bar for grand jury subpoenas issued by the Government to
lawyers in whose client files there exists “a legitimate expectation
of privacy.”51 That expectation of privacy has a source “in
federal and state statutes, in codes of professional responsibility,
under com mon law, and in the United States Con stit ution.”52

For California lawyers, one such source is California Business
and Professions Code Section 6068(e)(1), which obligates a
lawyer “[t]o maintain inviolate the confidence, and at every peril
to himself or herself to preserve the secrets, of his or her client.”53

So the client’s legitimate privacy interest in records held by his
lawyer is indisputable.

Prior to Carpenter, “the Supreme Court implicitly reaffirmed
that subpoenas trigger Fourth Amendment concerns and may
be challenged on Fourth Amendment grounds.”54 In doing so,
however, at least according to one Ninth Circuit court, the
Supreme Court “indicate[d] that a subpoena recipient’s ability
to ‘move to quash [a] subpoena before any search takes place’ is
sufficient to protect his or her Fourth Amendment rights.”55

Under Carpenter, however, the initial burden has shifted. The
Government may no longer rely on its unchecked assertion that
there is a “reasonable possibility” the subpoena will serve the
grand jury’s legitimate investigative purpose and force the recipient
to be the one to first raise the subpoena with a court.56

The Government now must obtain a warrant by presenting
sworn evidence to a court sufficient to establish probable cause
that the lawyer possesses evidence related to a potential crime
before it can demand documents from a lawyer related to her
representation of a client.57

A warrant requirement does not mean that prosecutors can
or should send agents to break down lawyers’ doors to execute
the warrant because a subpoena alone is insufficient. As the
Supreme Court has noted, “[n]othing in the language of the
Constitution or in this Court’s decisions interpreting [the Fourth
Amendment] suggests that, in addition to the [place to be searched
and the persons or things to be seized], search warrants also
must include a specification of the precise manner in which they
are to be executed.”58 Carpen ter held that a prosecutor must
get a warrant, not how to execute it.

Instead, the key consequence of Car penter is that the prosecutor
must make a showing to a judge—not just his superiors at the
DoJ—sufficient to justify the subpoena to a lawyer for information

about the client representation. That in itself does not necessarily
create greater protection of attorney-client communications and
is not the same judicial preapproval contemplated by the defunct
ABA Model Rule 3.8(f). The warrant requirement is a proba-
ble-cause inquiry after all. Carpenter’s warrant requirement,
though, significantly raises the bar for a prosecutor seeking to
compel an attorney to provide evidence related to a client repre-
sentation in at least two ways.

First, the prosecutor and the DoJ no longer can decide for
themselves whether the subpoena to a lawyer is proper. A pros-
ecutor’s failure to satisfy Carpenter itself might be a basis to
quash the subpoena or to suppress any evidence the Gov ernment
obtains. Second, and perhaps more important, the rationale
underlying the Third Circuit’s ruling in Baylson that judicial
pre-approval would interfere with the grand jury process no
longer applies. Carpenter expressly contemplates judicial involve-
ment before a prosecutor may issue a grand jury subpoena to a
third party for records in which the suspect has a legitimate
privacy interest. And the door now may be open to an increased
judicial role in Government subpoenas to lawyers more generally.
Requirements that better safeguard attorney-client confidentiality
like those embodied in ABA Model Rule 3.8(f) thus could—
and indeed should—make a comeback. In one key way,
they already have.

End of the Taint Team

Government self-regulation in its potential intrusion on attor-
ney-client relationships is not limited to the issuance of grand
jury subpoenas. Once the Government actually obtains docu-
ments from a lawyer (particularly when seized by executing a
search warrant) its typical practice has been to assign to itself
the task of determining whether any privilege applies to those
do u ments. An argument in favor of this practice is that inves-
tigative needs are at least an equally important interest to safe -
 guarding the attorney client privilege, which must be strictly
construed because it “stands in derogation of the public’s right
to every man’s evidence.”59 Interfering with the Government’s
ability to isolate privileged documents will increase its burdens
in investigating criminal conduct, slow down the review process,
and significantly increase costs. As with grand jury subpoenas,
however, a recent decision limiting the use of taint teams suggests
a potential sea change in courts’ willingness to allow the DoJ
unfettered discretion to threaten “every person’s right to confide
in counsel free from apprehension of disclosure of confidential
communications.”60

Much like with the issuance of grand jury subpoenas to attor-
neys, in privilege determinations the DoJ generally takes the
“trust us” approach. A team of prosecutors, and sometimes
other government personnel (including non-lawyers), is formed
to review the materials obtained from a lawyer to determine
whether a privilege applies.61 If the taint team deems a document
to be privileged, it withholds the document from the trial team.
If the taint team deems the document not to be privileged, it
passes the document along to the trial team without the attorney
or client having an opportunity to object. The Ninth Circuit has
not yet addressed the propriety of government taint teams.62 As
a Fourth Circuit court recently recognized, however, the use of
taint teams may improperly assign judicial functions to the exec-
utive branch and “contravene[] foundational principles that
protect attorney-client relationships.”63

In re Search Warrant Issued June 13, 2019,64 involved a
Baltimore law firm’s challenge to the government’s use of a taint
team comprised of federal prosecutors and agents to inspect
attorney-client materials that the Government seized during the
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execution of a search warrant.65 A magistrate judge authorized
the use of the taint team, which the prosecutors had proposed
to the judge ex parte as part of the search warrant application.66

The approved at tachment to the search warrant application
specified the “Filter Team Practices and Procedures” to be used
in the review of materials the Government would seize from the
law firm.67

Under this protocol, the members of the “filter team,” as it
was called in In re Search Warrant, were not involved in the
investigations of the lawyer and client.68 These “disinterested”
prosecutors and agents would review the seized materials and
determine whether they reflected attorney-client privileged infor-
mation or attorney work product.69 If the filter team decided
that neither protection applied, it could forward such materials
directly to the prosecution team without the law firm’s consent
or any court order.70

Five days after the magistrate judge issued the search warrant,
agents of the Internal Revenue Service and Drug En force ment
Administration (who were members of the filter team) executed
the warrant at the law firm’s offices and seized “voluminous
materials” which included e-mail correspondence between a
lawyer the Gov ern ment was investigating and num erous law
firm clients.71 The law firm sought injunc tive relief and the
return of the seized property, but the district court denied the
law firm’s requests.72 According to the district court, the mag-
istrate judge had ‘imposed appropriate and well-established con-
straints on the [Filter Team] that would be reviewing the seized
documents.’”73

Noting that “the attorney-client privilege is ‘the oldest of the
privileges for confiden tial communications known to the common
law,’”74 the Fourth Circuit court reversed the district court’s
denial of in junctive relief. “Crucially,” it held, the district court
“failed to recognize that an ad verse party’s review of privileged
materials seriously injures the privilege holder.”75 The district
court thus had failed to recognize that the magistrate judge who
approved the filter team protocol had “erred in assigning judicial
functions to the Filter Team, approving the Filter Team and its
Protocol in ex parte proceedings without first ascertaining what
had been seized in the Law Firm search, and disregarding the
foundational principles that serve to protect attorney-client 
re lationships.”76

The Fourth Circuit court recognized that the resolution of a
dispute as to whether a lawyer’s communications or documents
are protected by the attorney-client privilege or work-product
doctrine “is a judicial function.”77 Moreover, “a court is not
entitled to delegate its judicial power and related functions to
the executive branch, especially when the executive branch is
an interested party in the pending dispute.”78 Indeed, the mag-
istrate judge had compounded that error when a protocol was
permitted that “delegated judicial functions to non-lawyer mem-
bers of the Filter Team.”79 Notably, the DoJ expressly contemplates
such a delegation by prescribing the use of “privilege teams”
comprised of both “lawyers” and “agents.”80

Even if the filter team is comprised entirely of lawyers, the In
re Search War rant court recognized that there is a possibility
the filter team will “make errors in privilege determinations and
in transmitting seized materials to an investigation or prosecution
team.”81 It cited a 2006 Sixth Circuit decision that had limited
the use of filter teams and observed that while a filter team may
have an interest in preserving privilege, “it also possesses a con-
flicting interest in pursuing the investigation.” That is, a filter
team’s members “‘might have a more restrictive view of privilege’
than the subject of the search given their prosecutorial interests
in pursuing the underlying investigations.”82 This points to an

“obvious flaw in the [filter] team procedure: the government’s
fox is left in charge of the [law firm’s] henhouse, and may err by
neglect or malice, as well as by honest differences of opinion.”83

The Fourth Circuit court thus found that the magistrate judge’s
authorization of the filter team and its protocol was improper.84

In considering what the magistrate judge should have done
to avoid the “significant problems” of delegating judicial functions
to the filter team, the Fourth Circuit in In re Search Warrant
noted that “sensible procedures” would have included an adver-
sarial proceeding in front of the magistrate judge before the
magistrate judge approved the filter team and its protocol. “The
judge would then have heard from the Law Firm’s counsel, and
possibly also from the clients of the Firm through their lawyers,
before the Filter Team reviewed any seized materials.”85 That
surely is a better approach than leaving it to the Government to
decide without any external oversight or opposition whether a
given document is privileged.

Simply put, the scope and application of attorney-client priv-
ilege and attorney work-product protection is complicated and
depends greatly on context. Com munication among non-lawyers
may be necessary to implement legal advice and a simple list of
attorneys is not a sufficient guide for a prosecutor in a different
section as the trial team, let alone a non-lawyer agent, to properly
assess whether a document is protected.

The lawyers participating in the communications and creating
the work product are in the best position to raise all material
circumstances that would sug gest attorney-client privilege and/or
the attorney work product doctrine applies. Then it should be
up to an independent third party—whether a court or a special
master  appointed by a judge—to determine whether a privilege
objection is well-founded. However, the status quo among many
U.S. Attorney’s offices—whereby prosecutors with no involvement
in a case, little-to-no understanding of the full context for a
communication, and at least an unconscious bias in favor of
disclosure to the prosecution team make the decisions—cannot
be the right answer.

Every prosecutor is familiar with the Supreme Court’s direction
that a federal prosecutor’s interest in a prosecution is not that
he or she will win a case “but that justice shall be done.”86 The
bar, though, is even higher. As the Fourth Cir cuit court noted in
In re Search Warrant, “prosecutors have a responsibility to not
only see that justice is done, but to also ensure that justice
appears to be done.”87 Unchecked Government authority to in -
trude on attorney-client relationships is fundamentally at odds
with the appearance of justice.

A prosecutor’s issuance of a grand jury subpoena to an attor-
ney demanding materials related to a client relationship and a
prosecution taint team’s review of documents obtained from a
lawyer thus present similar dangers—which various Courts of
Appeals have acknowledged. The “service itself of an attor-
ney-subpoena seeking to compel evidence concerning a client
may cause irreparable damage to the attorney-client relation-
ship.”88 Like wise, “taint teams present inevitable, and reasonably
foreseeable, risks to privilege.”89 In both circumstances, the
Gov ernment is en croaching on venerable ground. Car penter
and In re Search War rant show that judges and/or opposing
counsel must be a part of the process from the outset and that
the Government can no longer go it alone.
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instrumentalities of the United States Attorney’s office or some other department of
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