
Nicola T. Hanna

John D.W. Partridge

F. Joseph Warin

Courtney M. Brown

White Collar Enforcement
Outlook 2021
February 4, 2021

Panelists:
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White Collar Landscape Under 
Biden Administration



White-Collar Enforcement in the Trump Administration
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Relative to the expectations of many observers, the Trump Administration continued the aggressive white‐collar enforcement approach 
of its predecessor and achieved several record‐breaking recoveries.  

Financial institutions have consistently been an area of focus for enforcement activity (approximately 38% of all DPAs and NPAs and 
more than 51% of total recoveries from 2010‐2020), a trend we expect to continue. 
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Increasing DOJ Enforcement Resources and Capacity
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The budgets and headcounts for the U.S. Attorney’s Offices and the DOJ Criminal Division have 
expanded steadily over the last four years and are projected to increase again in 2021. 
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Expansion of the Federal Criminal Docket
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As staffing and resource levels have increased, DOJ and the 93 U.S. Attorney’s Offices across the country have 
had the capacity to pursue an increasing number of federal criminal cases. Although the proportion of white‐
collar cases has decreased slightly in recent years, it has remained between 7‐10% of all cases.

Source: Office of the United States Attorneys, Annual Statistical Reports, Fiscal Years 2010‐2019
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Anticipated Shifts in DOJ’s Strategic Priorities
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Although DOJ’s new leadership has not yet announced its priorities, observers expect DOJ’s 
enforcement priorities under incoming Attorney General Merrick Garland to shift away from the 
previous administration’s focus on violent crime, border protection, and narcotics enforcement.

Trump Administration Priorities
1. Enhance national security and counter 

the threat of terrorism
2. Secure the borders and enhance 

immigration enforcement and 
adjudication

3. Reduce violent crime and promote 
public safety

4. Combat opioid crisis by investigating 
producers and distributors of narcotics 
and illicit drugs

5. Promote rule of law, integrity, and good 
government 

Source: DOJ FY 2018‐2022 Strategic Plan

Potential Biden Administration Priorities
1. Pandemic and recession‐related financial 

crimes
2. Environmental and climate‐related crimes
3. Renewed emphasis on protecting civil rights, 

including voting rights and policing reform
4. Continued focus on combatting fraud 

against consumers and fraud victimizing the 
general public

5. Increased emphasis on combatting domestic 
terrorism and hate groups

6. Continued focus on FCPA, sanctions, AML 
and cybersecurity

7. Fighting foreign efforts to influence U.S. 
politics and elections



Sanctions and 
Export Controls Trends



Sanctions and Export Controls Enforcement
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•DOJ’s National Security Division (“NSD”) enforces violations of sanctions and 
export controls statutes, including the Arms Export Control Act, the Export 
Control Reform Act, the International Emergency Economic Powers Act, and 
the Trading with the Enemy Act.  

Case Study (United States v. Ghanem):

‒A black‐market arms dealer, who was a naturalized U.S. citizen living in Egypt at the time of the 
offenses, was sentenced to 30 years of imprisonment for violating, among others, the Arms 
Export Control Act and International Traffic in Arms Regulations, which regulate the production 
and export of defense articles.

‒The defendant had transferred surface‐to‐air missile systems, including those made in Russia, to 
various restricted parties, including a militant faction in Libya and the leadership of Hezbollah.

‒Investigation into this defendant began when a company disclosed to the authorities that it had 
been solicited to provide military equipment to the defendant.



Voluntary Self-Disclosure Policy

12

• In December 2019, NSD updated its Export Control and Sanctions Enforcement Policy to encourage 
voluntary self‐disclosure by companies.  

‒The Policy’s requirements include timely and voluntary self‐disclosure, full cooperation, and timely 
and appropriate remediation.

‒If companies satisfy the requirements, NSD will presumptively resolve the matter through a non‐
prosecution agreement, absent aggravating factors (e.g., exports related to nuclear proliferation, 
weapons of mass destruction, and terrorism).

‒Where aggravating factors are present, companies that satisfy the requirements will be eligible for 
an at least 50% reduction off the statutory base penalty—effectively capping the penalty at the 
dollar value of the violative transaction.

‒The Policy more closely aligns with other recent guidance including DOJ’s Foreign Corrupt Practices 
Act Corporate Enforcement Policy and OFAC’s Economic Sanctions Enforcement Guidelines.

‒Disclosure to multiple agencies must be timed carefully, since mitigation credit from either NSD or 
OFAC may not be available if disclosure was made only to the other administrative agency.



China Initiative: Export Controls
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•DOJ launched its China Initiative in November 2018 and has since been prioritizing cases of 
economic espionage and trade secret theft, which are closely related to export controls statutes.  

•DOJ reported that it charged five cases of economic espionage and more than ten cases of trade 
secret theft in the first two years of the Initiative.

Case Study (United States v. Shih):

‒A Los Angeles‐based electric engineer was found guilty of, among others, conspiracy to violate the 
International Emergency Economic Powers Act.  

‒The defendant had obtained unauthorized access to a protected computer of a U.S. company that 
manufactured high‐power semiconductor chips with various military applications.  The defendant 
then transferred the chips to his former manufacturing company in China that had been 
designated to the Department of Commerce’s Entity List, without obtaining the required export 
authorization.

‒The defendant used a California‐based company to funnel funds from Chinese entities.



China Initiative: Export Controls
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•Under the China Initiative, DOJ identified academia as one of the most vulnerable sectors.  

‒Deputy Assistant Attorney General for National Security Hickey has identified the Thousand 
Talents Program, established by China in 2008, “as a vehicle to recruit individuals with access to 
U.S. government‐funded research to work in the interest of the Chinese Communist Party.”

•DOJ reported that, in 2020 alone, six individuals in U.S. research institutions were found to be 
connected to the People’s Liberation Army (“PLA”).

Case Study (United States v. Lei):

‒A researcher at the University of California, Los Angeles was arrested for destroying a hard drive 
with potential evidence of his transfer of sensitive software to China.  

‒The defendant was being investigated for concealing his connections with China’s National 
University of Defense Technology and PLA in his visa application.



China Initiative: Foreign Investment
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•Under the China Initiative, NSD has played a significant role in the inter‐
agency Committee on Foreign Investment in the United States (“CFIUS”), 
which has shown a trend of increasing enforcement. 

‒CFIUS imposed its first civil penalty in 2018 for breach of a mitigation 
agreement.  Consistent with CFIUS’ confidentiality procedures, the 
details, including the party name(s), were not published.  The second 
civil penalty followed in 2019 for violation of an interim CFIUS order.

‒Assistant Attorney General for National Security Demers has stated 
that the penalized companies “lacked a compliance culture up to the 
task of the compliance obligations they undertook.”

•NSD also developed a bankruptcy program to identify bankruptcy cases 
that could implicate national security concerns, which has been 
particularly significant in light of COVID‐19.

Permanent Member 
Agencies

1. Treasury (chair)
2. Commerce
3. Defense
4. Energy
5. Homeland Security
6. Justice
7. State 
8. OSTP
9. USTR

Observer Agencies
1. CEA
2. HSC
3. NEC
4. NSC
5. OMB

Other agencies may be 
added for specific reviews. 



Enforcement Outlook in the Biden Administration
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•We are seeing, and can expect to see, continuing scrutiny of China.

‒On January 29, 2021, DOJ unsealed an indictment of a Chinese national for participating in a 
conspiracy to violate the International Emergency Economic Powers Act. According to DOJ, the 
defendant shipped U.S. power amplifiers, with potential military applications, to China.  The 
defendant submitted paperwork to the U.S. manufacturer stating that the power amplifiers will 
be used in Hong Kong when, in fact, the defendant knew that they would be shipped to China.

“I also believe that 
President Trump was 

right in taking a tougher 
approach to China.” 
– Secretary of State 

Blinken

“We’re prepared to use 
the full array of tools” to 
counter “China’s abusive, 

unfair, and illegal 
practices.” 

– Secretary of Treasury 
Yellen

“Our approach to China 
has to . . . meet the 

reality of the particularly 
assertive and aggressive 
China that we see today.  

I do support an 
aggressive stance.” 

– Director of National 
Intelligence Haines

“Should I be confirmed, I 
plan to be very 

aggressive to help 
Americans compete 
against the unfair 
policies of China.” 
– Secretary of 

Commerce Nominee 
Raimondo



Enforcement Outlook in the Biden Administration
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•We can expect to see active enforcement of export control and foreign investment laws, especially in 
relation to unauthorized export of sensitive technologies and in cooperation with other 
government agencies.

“Criminal and civil penalties await companies and individuals who fail to adhere 
to laws protecting sensitive U.S. technologies.”

“The Office of Export Enforcement remains committed to enforcing our nation’s 
export control laws by investigating domestic and overseas companies who 
intentionally divert sensitive U.S.‐origin dual‐use commodities to prohibited end 
users and nations without the required licenses or license exceptions.”

“One of [Homeland Security Investigation’s] top enforcement priorities is 
preventing U.S. military and dual‐use products and sensitive technology from 
falling into the hands of those who might seek to harm America or its interests.”

FBI

Commerce

DHS



Healthcare Fraud and 
False Claims Act 
Developments 



DOJ Healthcare False Claims Act Enforcement in 2020

>$2 billion 2nd>$1.3 billion
FCA civil recoveries from 

settlements with healthcare 
providers and pharmaceutical and 
medical device companies in 2020

FY 2020 was very close but 
slightly behind the pace set by 
DOJ in FY 2019 for FCA civil 
recoveries with healthcare 

entities, despite COVID‐related 
obstacles to enforcement

from civil settlements
involving alleged 

Anti‐Kickback Statute 
violations in 2020
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• The Coronavirus Aid, Relief, and Economic Security Act (CARES Act) is 
the largest emergency stimulus package in history – $2.2 trillion in 
government funds to mitigate effects of COVID‐19.

• Key Programs:
‒ Paycheck Protection Program (PPP) – Small Business Administration (SBA) 
loan program

‒ Main Street Lending Program (Federal Reserve)
‒ “Provider Relief Fund”

• President Biden has outlined another $1.9 trillion in relief that he has 
asked Congress to pass quickly and during his first 100 days in office. 
Among other things, the package includes more than $400 billion to 
accelerate vaccine deployment.

The CARES Act

20



• DOJ has made clear that it sees the FCA as a prime tool for addressing 
fraud in COVID‐19 stimulus programs going forward.

• Then‐Principal Deputy Assistant Attorney General Ethan Davis gave a 
speech in June 2020 that made DOJ’s focus on the programs clear:

‒ “Going forward, the Civil Division will make it a priority to use the False 
Claims Act to combat fraud in the Paycheck Protection Program”

‒ “We will use the False Claims Act to hold accountable those who knowingly 
attempt to skirt th[e] requirements” of the Main Street Credit Facility

‒ “Our enforcement efforts may also include, in appropriate cases, private 
equity firms that sometimes invest in companies receiving CARES Act funds. 
. . . Where a private equity firm takes an active role in illegal conduct by the 
acquired company, it can expose itself to False Claims Act liability”

‒ But: “You can rest assured that the Civil Division will not pursue companies 
that made immaterial or inadvertent technical mistakes in processing 
paperwork, or that simply and honestly misunderstood the rules, terms and 
conditions, or certification requirements”

DOJ Enforcement in the COVID-19 Era
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• The CARES Act also created a Pandemic Response Accountability 
Committee (PRAC) and Special Inspector General for Pandemic 
Recovery (SIGPR), which is empowered to conduct audits and 
investigations into CARES Act relief programs.
‒ In June 2020, the Senate confirmed Brian Miller as the SIGPR. Miller had 
been a White House lawyer since 2018, and was previously a federal 
prosecutor and inspector general for the General Services Administration. 

‒ The SIGPR is staffed with DOJ personnel, including AUSAs known for 
aggressively pursuing cases of alleged healthcare fraud, such as Gregg 
Shapiro (AUSA, USAO Mass.), who is serving as Special Counsel to SIGPR.

DOJ COVID Enforcement Tools
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• Coronavirus Fraud Coordinator:
‒ In a March 16, 2020 memorandum to all U.S. Attorneys and a March 20, 2020 press 

release, then‐AG William Barr announced that DOJ would prioritize the investigation 
and prosecution of COVID‐related fraud. 

‒ In addition, Attorney General Barr directed U.S. Attorneys to appoint a “Coronavirus 
Fraud Coordinator” in each district—responsible for coordinating enforcement and 
conducting public outreach and awareness—and also established a national system 
for whistleblowers to report suspected fraud.

• DOJ will also combat COVID‐related fraud through “MOUs” between SIGPR and 
USAOs (see example below from M.D. Pa.), as well as through various DOJ‐
Agency Partnerships (e.g., HHS, FTC, SEC).

DOJ COVID Enforcement Tools
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COVID-19: Looking Forward

24

CARES Act ‐
“Provider Relief 
Fund” 

FCA liability can attach where providers in receipt of money from the Provider Relief 
Fund knowingly violate the conditions of the program, and/or falsely certify 
compliance with those terms and conditions (e.g., prohibition on balance billing); the 
CARES Act also expanded the pre‐existing Medicare Accelerated and Advance Payment 
Programs. Providers could be subject to reverse FCA liability for failure to pay back 
these loans.

CARES Act –
PPP Loans

DOJ, with the assistance of other agencies, is focused on providers who “double dip” by 
receiving COVID‐19‐related payments for the same expenses under multiple 
government programs. Providers should also be aware of misuse of PPP loan funds, 
which can result in FCA liability.

Medicare 
Telehealth

Telehealth remains a key area of potential FCA liability, particularly in the COVID era.
While the government has relaxed enforcement of certain Medicare telehealth 
provisions, providers and other entities operating in the telehealth space should stay 
vigilant.

Anti‐Kickback
Statute (AKS)

Despite some indication from the government that it would exempt COVID‐related
discounts and other payment arrangements by providers, AKS liability for such 
arrangements remains a possibility if not done in good faith.



• DOJ has sought to send a message regarding the seriousness with which it 
takes COVID‐related enforcement actions by quickly prosecuting fraud cases 
involving COVID‐related fraud schemes. Many of these prosecutions occurred 
within the first few months of the pandemic:

‒ April 10, 2020: DOJ announced that a Atlanta, Georgia resident had been arrested and 
charged with wire fraud for attempting to sell millions of nonexistent respirator masks 
to the Department of Veterans Affairs in exchange for large upfront payments.

‒ June 5, 2020: The U.S. Attorney’s Office for the District of New Jersey charged a 
Chinese manufacturer with producing and exporting half a million misbranded and 
defective masks falsely purporting to be N‐95 respirator masks.

‒ July 13, 2020: The U.S. Attorney’s Office for the Western District of Kentucky 
announced that it had filed a lawsuit in federal court to shut down a webpage, six 
related web addresses, and a Facebook page that allegedly attempted to lure 
consumers to “pre‐register” for the then non‐existent COVID‐19 vaccine in exchange 
for $100 worth of Bitcoin.

25

Early COVID-related Enforcement Actions



Although early COVID‐related fraud cases were swift, we can expect additional, 
more complex healthcare fraud enforcement actions in the future.

• On January 12, 2021, the Eastern District of California announced the nation’s first civil 
settlement for CARES Act‐related fraud. An internet retail company and its president and 
CEO agreed to pay $100,000 in damages and penalties to resolve allegations that it made 
false statements that it was not in bankruptcy to influence banks to approve, and the SBA 
to guarantee, a PPP loan for $350,000.

• Although a small monetary settlement, DOJ is beginning to wield the FCA in this space.

We can expect many more FCA cases to follow as DOJ and other agencies review 
how COVID relief funds were dispersed and investigate allegations raised through 
various channels:
• The National Center for Disaster Fraud Hotline; 
• Whistleblower attorney advertising/hotlines
• Audits (e.g., automatic audits for >$2 million PPP loans)

26

More Enforcement Actions on the Horizon



On February 2, 2021, the Treasury Department’s Financial Crimes Enforcement 
Network (FinCEN) issued an advisory to financial institutions regarding common 
COVID‐19 health insurance and health care‐related fraud schemes.

• The alert contained information regarding instances of potential fraud detected by law 
enforcement and financial institutions to date, including billing for unnecessary services 
(e.g., unnecessary COVID‐19 tests), payments of kickbacks, technology and telehealth 
schemes (e.g., stealing PII to submit fraudulent telehealth services claims) and various 
other schemes related to COVID relief programs.
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More Enforcement Actions on the Horizon



Change in Priorities?
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• In addition to targeting COVID relief program fraud, DOJ is also likely to 
continue its focus on pre‐pandemic priority areas, such as “quality of 
care” issues, nursing homes and elder care facilities, opioids, and 
telemedicine. 

• Indeed, many of these focus areas are only receiving more scrutiny by 
DOJ as a result of how the pandemic has impacted these issues.



Anti-Money Laundering 
Trends



Impact of the Anti-Money Laundering Act of 2020
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The Anti‐Money Laundering Act of 2020 (AMLA), passed by Congress as part of the NDAA, constitutes 
the most significant set of revisions to the U.S. AML regime since the USA PATRIOT Act in 2001.

Key changes effectuated by the legislation include:
1. Expansion of AML whistleblower program, including by increasing 

whistleblower awards from a maximum of $150,000 to 30 percent of the 
amount collected in an enforcement action;

2. Enhanced penalties for BSA/AML violations and new concealment penalties;
3. New requirements for disclosure of beneficial ownership information to 

FinCEN and creation of a new nonpublic registry for use by law enforcement;
4. Increased funding and resources to address money laundering and other 

financial crimes;
5. Explicit application of the BSA to additional types of value transfers, including 

cryptocurrency, art, and antiquities;
6. Expanded authority for DOJ to seek documents from foreign financial 

institutions;
7. Creation of a pilot project to facilitate cross‐border sharing of SAR information;
8. Expanded public‐private information sharing through the FinCEN Exchange; 

and 
9. Direction to FinCEN to modernize SAR and CTR filing processes and standards. 



AMLA: Whistleblower Provisions
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The AMLA has a number of provisions that could result in significantly increased civil and 
criminal enforcement of AML violations.  First and foremost, it provides for a significantly 
expanded whistleblower award program. 

‒ The previous program was discretionary and limited awards in most cases to 
$150,000.

‒ Under the revised program, when an AML enforcement action brought by DOJ or 
Treasury results in monetary sanctions over $1 million, the Secretary of the Treasury 
“shall” pay an award of up to 30 percent of what was collected to whistleblowers 
who “voluntarily provided original information” that led to a successful enforcement 
action.

‒ The AMLA also includes new anti‐retaliation protections for whistleblowers.

As with the SEC whistleblower program established by Dodd‐Frank, the new 
awards for BSA whistleblowers may incentivize employees and plaintiffs’ 
attorneys to provide a substantial number of new tips to law enforcement.



AMLA: Beneficial Ownership Disclosure Requirements
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The AMLA includes a new requirement for “reporting compan[ies]” to disclose beneficial ownership 
information to FinCEN.

‒ The definition of “reporting company” exempts a wide range of entities, including many 
classes of financial institutions and larger U.S. companies.  Instead, the new requirement is 
aimed at smaller businesses and non‐operating entities.

‒ Although the reporting requirement generally does not apply to financial institutions, it 
nevertheless may have consequences for them. 

 The AMLA allows FinCEN to disclose beneficial ownership information to a financial 
institution with the reporting company’s consent to facilitate the financial institution’s 
compliance with Customer Due Diligence (“CDD”) requirements.

 However, the AMLA also directs FinCEN to revise the beneficial ownership requirements 
in the CDD regulations to conform them to the AMLA.  In doing so, FinCEN shall reduce 
the burden on financial institutions of obtaining information that is unneccesary or 
duplicative given the new legislation.

 It therefore remains to be seen how the new database will impact CDD obligations.



AMLA: Potential Reforms to SAR/CTR Standards
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The AMLA seeks to address inefficiencies in the SAR and CTR filing processes.

‒ It requires that the Secretary of Treasury establish “streamlined, including 
automated, processes to, as appropriate, permit the filing of noncomplex categories 
of reports.”

‒ The AMLA also requires the government to conduct formal reviews of whether 
changes to the SAR and CTR reporting thresholds should be adjusted to reduce 
unnecessary burden and maximize the usefulness of these reports to enforcers.

The AMLA also contains a number of provisions to try to ensure the usefulness of 
information provided by financial institutions.

‒ For example, it requires FinCEN to periodically disclose in summary form 
information on SARs that proved useful to law enforcement, and to publish threat 
pattern and trend information based on reports filed under the BSA.



AMLA: Cross-Border Impacts
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The AMLA includes a pilot program for financial institutions to share information related to 
SARs, including their existence, “with the institution’s foreign branches, subsidiaries, and 
affiliates for the purpose of combating illicit finance risks.”

‒ Notably, this provision contains carve‐outs that would not permit sharing with any 
entities located in China or Russia, or in jurisdictions that are state sponsors of 
terrorism, subject to U.S. sanctions, or that the Secretary of the Treasury determines 
cannot reasonably protect the security and confidentiality of the data.

The AMLA also instructs Treasury to carry out studies on trade‐based money laundering, 
illicit finance risks from China, and the exploitation of the U.S. financial system by foreign 
authoritarian regimes.

‒ These provisions serve as a reminder that transactional activity involving countries 
like China and Russia may be subject to heightened scrutiny and therefore may pose 
an elevated risk to financial institutions.



FinCEN Guidance from 2020:
Key Developments
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Enforcement Guidance
• In August 2020, FinCEN released guidance regarding its approach to enforcing the BSA.  

The guidance included three key points:

‒ FinCEN clarified that in bringing enforcement actions, the agency will seek to 
establish violations of laws and regulations and will not treat noncompliance with 
standards of conduct promulgated in guidance documents as a violation.

‒ FinCEN clarified the types of actions it might take when an actual or potential 
violation of law is identified, including: no action, a warning letter, equitable 
remedies, a settlement, a civil money penalty, and/or a criminal referral.

‒ FinCEN identified the factors it will consider in bringing enforcement actions.

FinCEN Enforcement Factors:
1. Nature and seriousness of the violations
2. Impact or harm of the violations on FinCEN’s mission 

to safeguard the financial system
3. Pervasiveness of wrongdoing 
4. History of similar violations, or misconduct in general
5. Financial gain or other benefit

6. Presence or absence of prompt, effective action to 
terminate the violations

7. Timely and voluntary disclosure
8. Quality and extent of cooperation with FinCEN and 

other relevant agencies
9. Systemic nature of violations
10. Whether another agency took enforcement action 

for related activity



FinCEN Guidance from 2020:
Key Developments
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Customer Due Diligence (CDD) FAQs
• In these FAQs, FinCEN made clear that the CDD Rule does not categorically require the 

collection of any particular customer due diligence information (e.g. media searches) or 
the updating of that customer information on a specific schedule.

• Rather, covered financial institutions may take a risk‐based approach to collecting and 
updating customer information, based on established policies and procedures.

• Financial institutions also do not have to use a specific method to risk rate customers.

Politically Exposed Persons (PEPs) Updated Guidance
• FinCEN and other agencies issued a joint statement clarifying the BSA due diligence 
requirements for customers who may be considered “politically exposed persons” (PEPs).
‒ Doesn’t cover domestic PEPs.

•Not all PEPs are high risk.  Rather, the risk depends on facts and circumstances specific to 
the relationship; due diligence should be commensurate with that risk.
‒ Examples of these facts and circumstances include the volume and nature of 
transactions, type of products and services used, relevant jurisdiction(s), customer’s 
public office and level of influence, customer’s access to significant government assets or 
funds, and overall nature of the customer relationship.



FinCEN ANPRMs from 2020:
Key Developments
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Recordkeeping and Travel Rule
• In October 2020, FinCEN and the Federal Reserve announced a joint ANPRM that would 

amend the recordkeeping and travel rule regulations under the BSA.  The proposal would:
‒ Reduce the recordkeeping and travel rule thresholds from $3,000 to $250 for 

transmittals that begin or end outside the U.S.;
‒ Clarify that “money” as used in these provisions includes convertible virtual currency; 
‒ Clarify that these rules apply to domestic and cross‐border transactions involving digital 

assets that have legal tender status.

AML Effectiveness NPRM
• In September 2020, FinCEN solicited public comment on incorporating an “effective and 
reasonably designed” AML program component into the BSA regulations.  Elements 
include:
‒ Identifying, assessing, and mitigating risk from illicit financial activity consistent with the 
institution’s risk profile and the risks communicated by relevant government authorities;
‒ Assuring and monitoring compliance with the recordkeeping and reporting 
requirements of the BSA; and
‒ Providing information with a high degree of usefulness to government authorities.



Cryptocurrency
Key Developments and Regulatory Landscape
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• In May 2019, FinCEN issued guidance regarding the application of BSA registration, 
program, and reporting requirements to certain business models involving CVCs. 

• Law enforcement and regulator updates in 2020 show an increased focus on providers of 
cryptocurrency‐related services, particularly with respect to compliance with the BSA.

• On October 8, 2020, DOJ published its Cryptocurrency Enforcement Framework: 

“[I]n Part I, the Framework provides a detailed threat overview, cataloging the three categories 
into which most illicit uses of cryptocurrency typically fall: (1) financial transactions associated 
with the commission of crimes; (2) money laundering and the shielding of legitimate activity from 
tax, reporting, or other legal requirements; and (3) crimes, such as theft, directly implicating the 
cryptocurrency marketplace itself. 

Part II explores the various legal and regulatory tools at the government’s disposal to confront 
the threats posed by cryptocurrency’s illicit uses, and highlights the strong and growing 
partnership between the Department of Justice and the Securities and Exchange Commission, the 
Commodity Futures Commission, and agencies within the Department of the Treasury, among 
others, to enforce federal law in the cryptocurrency space.”



Cryptocurrency
Key Developments and Regulatory Landscape
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• On October 23, 2020, FinCEN announced its intention to issue further regulations 
regarding cryptocurrencies by issuing a Notice of Proposed Rulemaking soliciting 
comments on proposed amendments to modify the Travel Rule by changing the existing 
definition of money to include CVCs.

• This increased regulatory focus comes as regular use of CVCs
expands into the mainstream market.  In October 2020,
PayPal launched a new service enabling users to use cryptocurrency
as a funding source for purchases through PayPal’s 26 million
merchant partners.

• PayPal offers this service pursuant to a Bitlicense issued by
NYDFS.
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AML Enforcement
U.S. Enforcement Agencies and Regulators

Since 2015, U.S. federal and state enforcement agencies have collected more than $10.4 billion in 
AML‐related fines across over 230 enforcement actions.

Source: ACAMS Enforcement Actions Database, moneylaundering.com



AML Enforcement
Spotlight on C.D. Cal.
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Despite the increased focus on cryptocurrency and more complex AML issues, traditional AML 
violations are still actively prosecuted by DOJ.
• In August 2020, Fashion District clothing importer Ambiance Apparel and the company’s 

owner agreed to plead guilty to money laundering and customs offenses and pay a total of 
$117,897,708.
‒ Ambiance imported clothing from Asian countries and submitted fraudulent invoices to 

U.S. Customs and Border Protection (CBP) that undervalued the shipments and allowed 
Ambiance to avoid paying the full amount of tariffs owed on the imports.

‒ Ambiance also failed to file reports for cash transactions of more than $10,000 and 
utilized two sets of books and records to conceal transactions from outside accountants.

• In December 2020, Fashion District outfit C’est Toi Jeans, Inc. (CTJ) and two of its officers 
were indicted on similar charges.
‒ CTJ allegedly imported goods that were undervalued by more than $62 million, causing 

approximately $10,269,068 in unpaid tariffs and duties that should have been paid to CBP.
‒ The officers also used CTJ to receive bulk currency, failed to file currency transaction 

reports, and concealed the cash receipts from an accountant who prepared their taxes.
‒ The case was brought under the auspices of the El Camino Real Financial Crimes Task 

Force, which includes representatives from HSI, C.D. Cal. USAO, DEA, the FBI and the IRS.



Questions?

42



Upcoming Programs
•Feb. 23  Challenges in Compliance and Corporate Governance (17th Annual)

Recent Programs
•Feb. 2 Securities Docket: Navigating the Minefield of Dodd-Frank 
Whistleblower Provisions (2020 Update)
•Jan. 26 FCPA 2020 Year-End Update
•Jan. 12 FCPA Trends in Emerging Markets (11th Annual)

Resources
•Gibson Dunn Webcasts (CLE Credit Available)
•COVID-19 Resource Center
•Gibson Dunn White Collar Defense and Investigations Practice

Resources 
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Nicola Hanna
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Nick Hanna, who most recently served as United States Attorney for the Central District of California, is a litigation partner in Gibson Dunn’s Los Angeles office and co-chairs 
the firm’s global White Collar Defense and Investigations Practice Group. Mr. Hanna’s practice focuses on representing corporations in high-stakes civil litigation, white 
collar crime, and regulatory and securities enforcement – including internal investigations, False Claims Act cases, special committee representations, compliance counseling 
and class actions.

From 2018-2021, Mr. Hanna served as United States Attorney for the Central District of California in Los Angeles, where he represented the United States in all criminal, civil, 
national security and tax matters within the district, an area encompassing seven counties and nearly half the state’s population. In that capacity, Mr. Hanna led a team of 
over 280 Assistant U.S. Attorneys – the largest U.S. Attorney’s Office outside of Washington D.C. – and oversaw some of the most significant public corruption, fraud, money 
laundering, cybercrime, economic espionage, and civil rights cases in the country.

As U.S. Attorney, Mr. Hanna served for three years as the Chair of the White Collar Fraud Subcommittee of the Attorney General’s Advisory Committee, responsible for 
helping guide DOJ’s nationwide corporate enforcement strategy. He also served as a member of the President’s Task Force on Market Integrity and Consumer Fraud, and as a 
member of the Corporate Enforcement and Accountability Working Group. During his tenure, Mr. Hanna partnered with DOJ’s Antitrust Division to start the Procurement 
Collusion Strike Force in Los Angeles – focused on investigating antitrust crimes in public contracting, such as bid-rigging – created a Financial Crimes Task Force, and 
oversaw one of the largest Health Care Strike Force’s in the country.

Prior to becoming U.S. Attorney, Mr. Hanna was a litigation partner with Gibson Dunn for almost 20 years, focusing on white collar defense, regulatory enforcement, and 
commercial litigation. Mr. Hanna has significant experience handling Foreign Corrupt Practices Act matters, is one of the few attorneys to have litigated FCPA cases with 
both DOJ and the SEC, and has conducted sensitive cross-border internal investigations around the globe, including in Argentina, China, Colombia, UAE, Germany, Greece, 
India, Italy, Malaysia, Russia, and Venezuela.

Early in his career, Mr. Hanna served as a federal prosecutor in Southern California for eight years. Mr. Hanna was an Assistant U.S. Attorney for the Central District of 
California in Los Angeles from 1990 to 1994, handling matters involving illegal export of high-technology computer equipment, money laundering, financial structuring, 
narcotics, and other violent and economic crimes. From 1995 to 1998, Mr. Hanna was an Assistant U.S. Attorney for the Southern District of California in San Diego, where 
he served as Deputy Chief of the Organized Crime Drug Enforcement Task Force and handled cases involving transnational narcotics trafficking organizations, criminal tax 
and money laundering violations, and international chemical diversion. As an Assistant United States Attorney, Mr. Hanna has represented the government in numerous 
federal court jury trials and has briefed and argued cases before the U.S. Court of Appeals for the Ninth Circuit.

Mr. Hanna has significant first-chair jury trial experience and is a Fellow in the American College of Trial Lawyers, the preeminent organization of trial lawyers in North 
America. While in private practice, he regularly was recognized as one of the top white collar defense attorneys in California by Chambers USA Guide, listed in Best Lawyers 
in America®, recommended for class actions and white collar crime in Institutional Investor’s Benchmark Litigation Guide, and routinely named a Southern California 
“Super Lawyer” for white collar defense by Los Angeles magazine.

333 South Grand Avenue, Los Angeles, CA 90071-3197 USA

TEL: +1 213.229.7269

NHanna@gibsondunn.com
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F. Joseph Warin is chair of the 200-person Litigation Department of Gibson Dunn’s Washington, D.C., office, and he is co-chair of the firm’s global White Collar Defense and 
Investigations Practice Group. Mr. Warin’s practice includes representation of corporations in complex civil litigation, white collar crime, and regulatory and securities 
enforcement – including Foreign Corrupt Practices Act investigations, False Claims Act cases, special committee representations, compliance counseling, and class action civil 
litigation. 

Mr. Warin is continually recognized annually in the top-tier by Chambers USA, Chambers Global, and Chambers Latin America for his FCPA, fraud and corporate investigations 
expertise. Who’s Who Legal named Mr. Warin a “Global Elite Thought Leader” in its 2020 and 2019 Investigations guides list for Business Crime Defense – Corporate and 
Investigations. In 2020, Mr. Warin was selected by Chambers USA as a “Star” in FCPA, a “Leading Lawyer” in the nation in Securities Regulation: Enforcement, and a “Leading 
Lawyer” in the District of Columbia in Securities Litigation and White Collar Crime and Government Investigations. In 2017, Chambers USA honored Mr. Warin with the 
Outstanding Contribution to the Legal Profession Award, calling him a “true titan of the FCPA and securities enforcement arenas.” He has been listed in The Best Lawyers in 
America® every year from 2006 – 2020 for White Collar Criminal Defense. U.S. Legal 500 has repeatedly named him as a “Leading Lawyer” for Corporate Investigations and 
White Collar Criminal Defense Litigation. 

Mr. Warin’s group was recognized by Global Investigations Review in 2020 as the leading global investigations law firm in the world. This is the fifth time in six years to be so 
named. Global Investigations Review reported that Mr. Warin has now advised on more FCPA resolutions than any other lawyer since 2008. In 2016 Who’s Who Legal and 
Global Investigations Review named Mr. Warin to their list of World’s Ten-Most Highly Regarded Investigations Lawyers based on a survey of clients and peers, noting that he 
was one of the “most highly nominated practitioners,” and a “’favourite’ of audit and special committees of public companies.” 

Mr. Warin has handled cases and investigations in more than 40 states and dozens of countries. His clients include corporations, officers, directors and professionals in 
regulatory, investigative and trials involving federal regulatory inquiries, criminal investigations and cross-border inquiries by dozens of international enforcers, including UK’s 
SFO and FCA, and government regulators in Germany, Switzerland, Hong Kong, and the Middle East. His credibility at DOJ and the SEC is unsurpassed among private 
practitioners – a reputation based in large part on his experience as the only person ever to serve as a compliance monitor or counsel to the compliance monitor in three separate 
FCPA monitorships, pursuant to settlements with the SEC and DOJ: Statoil ASA (2007-2009); Siemens AG (2009-2012); and Alliance One International (2011-2013). He has 
been hired by audit committees or special committees of public companies to conduct investigations into allegations of wrongdoing in a wide variety of industries including 
energy, oil services, financial services, healthcare and telecommunications. 

Mr. Warin’s civil practice includes representation of clients in complex litigation in federal courts and international arbitrations. He has tried 10b-5 securities and RICO claim 
lawsuits, hostile takeovers and commercial disputes. He has handled more than 40 class action cases across the United States for investment banking firms, global corporations, 
Big 4 accounting firms, broker-dealers and hedge funds. 

Early in his career, Mr. Warin served as Assistant United States Attorney in Washington, D.C. As a prosecutor, he tried more than 50 jury trials and was awarded a Special 
Achievement award by the Attorney General. Mr. Warin was awarded the Best FCPA Client Service Award by Main Justice in 2013 and he joined the publication’s FCPA Masters 
list. He was named a Special Prosecutor by the District of Columbia Superior Court in 1988.

1050 Connecticut Avenue, N.W. Washington, D.C. 20036-5306, USA

Tel: +1 202.887.3609

FWarin@gibsondunn.com
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John Partridge, a Co-Chair of Gibson Dunn’s FDA and Health Care Practice Group and Chambers-ranked white collar defense and government 
investigations lawyer, focuses on government and internal investigations, white collar defense, and complex litigation for clients in the life science and 
health care industries, among others. Mr. Partridge has particular experience with the Anti-Kickback Statute, the False Claims Act, the Foreign Corrupt 
Practices Act, and the Federal Food, Drug, and Cosmetic Act, including defending major corporations in investigations pursued by the U.S. Department 
of Justice (DOJ) and the U.S. Securities and Exchange Commission (SEC). In its 2020 rankings, Chambers & Partners reported that Mr. Partridge’s 
clients regard him as a “smart and strategic tactician.”

Mr. Partridge has represented clients in criminal and civil enforcement actions relating to alleged health care fraud and abuse, including actions 
conducted by DOJ, the U.S. Food and Drug Administration’s Office of Criminal Investigations, the Department of Health and Human Services Office of 
Inspector General, and State Attorneys General.  His substantive experience includes cases involving allegations relating to, among other things, 
advisory boards, clinical trials, compounding pharmacies, consultancy and speaker programs, electronic health record technology, free-of-charge goods 
and sampling, grants and IITs, importation of regulated products, off-label promotion, proctoring, product defects (and associated regulatory issues), 
product support activities, specialty pharmacies, and telehealth/telemedicine providers.

Mr. Partridge has handled a range of internal and government investigations focusing on potential violations of the FCPA.  Among other engagements, 
he recently defended a multinational medical device and pharmaceutical company in parallel DOJ and SEC securities fraud and FCPA investigations 
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Virginia.

1050 Connecticut Avenue N.W. Washington, DC 20036

Tel: +1 202.955.8685

CMBrown@gibsondunn.com



Our Offices

Beijing
Unit 1301, Tower 1
China Central Place
No. 81 Jianguo Road
Chaoyang District
Beijing 100025, P.R.C.
+86 10 6502 8500

Brussels
Avenue Louise 480
1050 Brussels
Belgium
+32 (0)2 554 70 00

Century City
2029 Century Park East
Los Angeles, CA 90067‐3026
+1 310.552.8500

Dallas
2001 Ross Avenue, Suite 2100
Dallas, TX 75201‐2923
+1 214.698.3100

Denver
1801 California Street
Denver, CO 80202‐2642
+1 303.298.5700

Dubai
Building 5, Level 4
Dubai International Finance Centre
P.O. Box 506654
Dubai, United Arab Emirates
+971 (0)4 370 0311

Frankfurt
TaunusTurm
Taunustor 1
60310 Frankfurt
Germany
+49 69 247 411 500

Hong Kong
32/F Gloucester Tower, The Landmark
15 Queen’s Road Central
Hong Kong
+852 2214 3700

Houston
811Main Street, Suite 3000
Houston, TX  77002
+1 346.718.6600

London
Telephone House
2‐4 Temple Avenue
London EC4Y 0HB
England
+44 (0) 20 7071 4000

Los Angeles
333 South Grand Avenue
Los Angeles, CA 90071‐3197
+1 213.229.7000

Munich
Hofgarten Palais
Marstallstrasse 11
80539 Munich
Germany
+49 89 189 33‐0

New York
200 Park Avenue
New York, NY 10166‐0193
+1 212.351.4000

Orange County
3161 Michelson Drive
Irvine, CA 92612‐4412
+1 949.451.3800

Palo Alto
1881 Page Mill Road
Palo Alto, CA 94304‐1125
+1 650.849.5300

Paris
166, rue du faubourg Saint Honoré
75008 Paris
France
+33 (0)1 56 43 13 00

San Francisco
555 Mission Street
San Francisco, CA 94105‐0921
+1 415.393.8200

São Paulo
Rua Funchal, 418, 35°andar
Sao Paulo 04551‐060
Brazil
+55 (11)3521.7160

Singapore
One Raffles Quay
Level #37‐01, North Tower
Singapore 048583
+65.6507.3600

Washington, D.C.
1050 Connecticut Avenue, N.W.
Washington, D.C. 20036‐5306
+1 202.955.8500

48


