February 1, 2021

INTERNATIONAL CYBERSECURITY AND DATA PRIVACY
OUTLOOK AND REVIEW – 2021

To Our Clients and Friends:
For the third consecutive year, following the publication of Gibson Dunn’s ninth annual U.S.
Cybersecurity and Data Privacy Outlook and Review on Data Privacy Day, we offer this separate
International Outlook and Review.
Like many recent years, 2020 saw significant developments in the evolution of the data protection and
cybersecurity landscape in the European Union (“EU”):
•

On 16 July 2020, the Court of Justice of the EU (“CJEU” or “Court”) struck down as legally
invalid the EU-U.S. Privacy Shield, on which some companies relied to transfer personal data
from the EU to the U.S. While companies are turning to other frameworks to transfer personal
data, such as Standard Contract Clauses (“SCCs”) and Binding Corporate Rules (“BCRs”), EU
law also compels these companies to ensure that personal data will be safeguarded.

•

As a consequence of the COVID-19 pandemic, a number of public, corporate and workplace
practices have emerged to limit the spread of the virus, all which have privacy implications. To
respond to this, many EU Member States have issued rules and guidelines with respect to the
processing of personal data in the context of the pandemic.

•

Negotiations among EU Member States have been ongoing regarding the adoption of a new ePrivacy Regulation, due to replace the soon 20-year-old e-Privacy Directive. Meanwhile, EU
supervisory authorities have continued to publish guidance on cookie practices and other eprivacy matters, as well as to impose heavy fines on companies in breach of cookies-related
requirements.

•

Before Brexit was completed on 31 December 2020, the EU and the UK adopted the Trade and
Cooperation Agreement, which includes an overall six-month “bridging mechanism” to cover
transfers of personal data into the UK. The European Commission and the UK are in negotiations
to adopt an adequacy decision that can enable the free flow of personal data beyond this sixmonth period, as in the pre-Brexit scenario.

In addition to the EU, different legal developments occurred in other jurisdictions around the globe,
including in other European jurisdictions, the Asia-Pacific region, the Middle East, Africa and Latin
America.

We cover these topics and many more in this year’s International Cybersecurity and Data Privacy
Outlook and Review.
__________________________________________
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I. European Union
A. International Data Transfers
1. The Schrems II Ruling
On 16 July 2020, the CJEU struck down as legally invalid the EU-U.S. Privacy Shield, which some
companies had relied upon to transfer personal data from the EU to the U.S. The Court also ruled that
the Standard Contractual Clauses (“SCCs”) approved by the European Commission, another mechanism
used by many companies to transfer personal data outside of the EU, remained valid with some
caveats. The Court’s landmark decision has forced companies on both sides of the Atlantic to reassess
their data transfer mechanisms, as well as the locations where they store and process personal data.[1]
2. Guidance Adopted by the EDPB and Member State Authorities
Following the Schrems II ruling, several supervisory authorities shared their views and opinions on its
interpretation.[2] On its side, the UK Information Commissioner’s Office (“ICO”) invited companies
to continue transferring data on the basis of the invalidated Privacy Shield and, on the contrary, several
German Authorities have advised against it.
These initial reactions were overcome by the Frequently Asked Questions (“FAQ”) report issued by the
European Data Protection Board (“EDPB”) on 23 July 2020. In its FAQs on Schrems II, the EDPB
stated, in particular, the following:
i.

No “grace” period is granted for entities that relied on the EU-U.S. Privacy Shield. Entities
relying on the now invalidated Privacy Shield should immediately put in place other data
transfer mechanisms or frameworks.

ii.

Data controllers relying on SCCs and BCRs to transfer data should contact their processors to
ensure that the level of protection required by EU law is respected in the third country
concerned. If personal data is not adequately protected in the importing Member State, the
controller or the processor responsible should determine what supplementary measures would
ensure an equivalent level of protection.

iii. If data transferred cannot be afforded a level of protection essentially equivalent to that
guaranteed by EU law, data transfers should be immediately suspended. Companies willing to
continue transferring data under these circumstances should notify the competent supervisory
authority(ies).[3]
In October 2020, the U.S. Department of Commerce and the European Commission announced that they
had initiated discussions to evaluate the potential for a new version of the Privacy Shield that would be
compliant with the requirements of the Schrems II ruling.[4]
Pending the discussions between the EU and the U.S. on a new data transfer framework, on 10 November
2020, the EDPB issued important new guidance on transferring personal data out of the EEA, namely:
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i.

Recommendations 01/2020 on measures that supplement transfer tools to ensure
compliance with the EU level of protection of personal data,[5] which aim to provide a
methodology for data exporters to determine whether and which additional measures would
need to be put in place for their transfers; and

ii.

Recommendations 02/2020 on the European Essential Guarantees (“EEG”) for
surveillance measures,[6] which aim to update the EEG, in order to provide elements to
examine whether surveillance measures allowing access to personal data by public authorities
in a receiving country, whether national security agencies or law enforcement authorities, can
be regarded as a justifiable interference.

The EDPB’s guidance lessened some of the uncertainty caused by the Schrems II ruling. However, since
this guidance was issued in the form of a public consultation closing on 21 December 2020, it may be
subject to further changes or amendments.
In the Recommendations on supplementary transfer tools, the EDPB recommends that data exporters:
(i) map all transfers of personal data to third countries and verify that the data transferred is adequate,
relevant and limited to what is necessary; (ii) verify the transfer tool on which the transfers are based;
(iii) assess whether there is anything in the law or practice of the third country that may impinge on the
effectiveness of the appropriate safeguards, and document this assessment; (iv) identify and adopt
additional measures (examples are provided in Annex 2 of the Recommendations); (v) take any formal
procedural steps that the adoption of the supplementary measure may require; and (vi) re-evaluate at
appropriate intervals the level of protection afforded to the data transferred. Although the guidance takes
the form of non-binding recommendations, companies that transfer personal data outside of the EEA
would be well served to review their approach to such transfers in light of the EDPB guidance.
On 12 November 2020, the European Commission published a draft implementing decision on SCCs for
the transfer of personal data to third countries along with a draft set of new SCCs. The new SCCs include
several modules to be used by companies, depending on the transfer scenario and designation of the
parties under the GDPR, namely: (i) controller-to-controller transfers; (ii) controller-to-processor
transfers; (iii) processor-to-processor transfers; and (iv) processor-to-controller transfers.
These new SCCs also incorporate some of the contractual supplementary measures recommended by the
EDPB, as described above. They have been opened for public consultation that closed on 10 December
2020 and the final new set of SCCs is expected to be adopted in early 2021. At this stage, the draft
provides for a grace period of one year during which it will be possible to continue to use the old SCCs
for the execution of contracts concluded before the entry into force of the new SCCs.[7]
Besides, the European Commission also published on 12 November 2020 draft of SCCs for contracts
between controllers and processors. These SCCs are intended to be optional (the parties may choose to
continue using their own data processing agreements) and have also been opened for public consultation
that closed on 10 December 2020. The final draft of SCCs are also expected to be adopted in early
2021.[8]
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On 15 January 2021, the EDPB and European Data Protection Supervisor adopted joint opinions on both
sets of SCCs (one opinion on the SCCs for contracts between controllers and processors, and another
one on SCCs for the transfer of personal data to third countries).[9]
3. Conclusions on Data Transfers
As explained above, 2020 was a year of changes when it comes to data transfer mechanisms.
The EU-U.S. Privacy Shield, once believed to have put an end to the issues raised by the EU-U.S. Safe
Harbour, has again been deemed to be insufficient to safeguard the data protection rights of individuals
in the EU. It is expected that, with a change in the U.S. federal administration, and the need for
authorities to give legal certainty and facilitate cross-border commercial activity in the current economic
context, the EU and the U.S. will work swiftly towards a mechanism that can resolve transatlantic
transfers once and for all.
The adoption of new SCCs, expected to occur in 2021, will also bring more certainty to companies that
relied on this framework to transfer personal data. The new sets of SCCs will cover wider scenarios than
those under the current framework, reducing implementation costs and limiting uncertainty. However,
given the limited grace period expected to apply to pre-GDPR SCCs, and the introduction of changes to
the new SCCs, companies should take the opportunity to review the new contractual framework and
adapt it to their data transfer needs.
B. COVID-19 Pandemic
The COVID-19 pandemic and the ensuing health crisis has led to the emergence of new practices to limit
the spread of the virus, such as the issuance of tracing apps and the implementation of temperature checks
at public administration buildings or at the workplace. These practices involve the processing of various
health data, and may therefore have privacy implications. On the other hand, remote working has
increased the exposure of companies and their employees to cybersecurity risks, such as the use of
private (unprotected and non-certified) assets to review, print or process company information.[10]
1. Guidance Adopted by Supervisory Authorities
On 19 March 2020, the EDPB adopted a statement on the processing of personal data in the context of
COVID-19. In the statement, the EDPB emphasised that while data protection rules should not hinder
the fight against the virus, data controllers and processors must ensure the protection of personal data
even in these exceptional times.[11]
Further, on 17 April 2020, the European Commission set out the criteria and requirements that
applications supporting the fight against COVID-19 must meet in order to ensure compliance with data
protection regulations.[12] Building on this guidance, the EDPB adopted Guidelines on geolocation and
other tracing tools in the context of the COVID-19 outbreak as well as Guidelines on the processing of
health data for research purposes in the context of the COVID-19 outbreak.[13]
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Since the beginning of the pandemic, European authorities have also focused on pooling resources at the
EU level. The European Commission and the EDPB published materials relating to the interoperability
between the Members States’ contact tracing applications, in order for users to be able to rely on a single
app wherever they are located in the EU.[14]
The EDPS also issued a Preliminary Opinion on the European Health Data Space, which aims to promote
better exchange and access to different types of health data within the EU.[15]
2. Guidance at EU Member State Level
Member State supervisory authorities have also issued their own guidance with respect to the processing
of personal data in the context of the COVID-19 pandemic. Although authorities have emphasised the
general principles set forth under the GDPR, they have failed to adopt a unified approach.
As regards national tracing applications, the UK ICO issued a notice on the joint initiative by two tech
companies to enable the use of Bluetooth technology in contact research applications,[16] as well as on
the development of contact tracing applications in accordance with the principles of privacy by design
and privacy by default.[17] In France, the French supervisory authority (the “CNIL”) opened and closed
a formal enquiry into the national tracing app sponsored and developed by the French government,[18]
after requesting the Ministry of Solidarity and Health to remedy certain breaches identified in the
app.[19] In Germany, as in France, the authority emphasised that the use of the national COVID-19 app
should be voluntary.[20]
On a different note, supervisory authorities have also intervened in different degrees in the testing and
tracing efforts of public authorities. In the UK, for example, the ICO issued a notice on the recording
and retention of personal data in support of the test and trace scheme, where it advised in particular to
only collect data requested by the government, not to reuse the data for other purposes, and to delete the
data as soon as it is no longer necessary.[21] In Germany, a regional supervisory authority even issued
warnings for excessive health requests.[22]
Supervisory authorities have also issued substantial guidance in respect of measures to fight the COVID19 pandemic in an employment context, for example, in the UK,[23] France,[24] Italy,[25] Belgium[26]
and the Netherlands.[27] The topics covered by supervisory authorities include the implementation of
tests and the monitoring of employees, the reporting of sensitive information to the employer, and in turn
the communication of such information to the health authorities, as well as remote work.
The use of smart and thermal cameras has also been strictly regulated both in France and in Germany.[28]
3. Next Challenges for the Fight against the COVID-19 Pandemic
While data protection laws were not meant to hinder the deployment of necessary measures to trace and
contain the evolution of the virus, EU supervisory authorities have been adamant that this should not
come at a cost in terms of privacy.
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Privacy standards are likely to remain high as Member States commence their vaccination plans and
prepare for the post-COVID-19 economic recovery. For example, in the Member States the monitoring
of doses and medical supervision of patients are generally conducted by qualified medical staff, and
health and pharmaceutical institutions. However, there is still some debate whether private and public
institutions can issue or request vaccination “passports” or certificates to facilitate the safe movement of
people.[29] With regard to tracing and detection data, public administrations and companies have to
assess the proper retention periods that apply to the storage and archive of such information.
C. E-Privacy and Cookies
Against the backdrop of the ongoing EU discussions on the future e-Privacy Regulation, guidance has
been released by Member State supervisory authorities. Meanwhile, significant fines continue to be
imposed on companies that do not comply with applicable e-privacy rules.
1. Guidance Adopted by the EDPB and Member State Authorities
On 5 April 2020, the EDPB updated its Guidelines (05/2020) on consent, which now specifically address
the practice of so-called “cookie walls” (a practice which consists in making access to online services
and functionalities conditional on the consent of a user to cookies). Among others, in these Guidelines
the EDPB explicitly states that continuing browsing on a website does not meet the requirements of valid
consent.[30]
As a result of the additional clarifications provided by the EDPB, the Spanish supervisory authority
(“AEPD”) updated its guidance on the use of cookies, denying the validity of consent obtained through
cookie walls or continued browsing.[31]
In France, the CNIL adopted a different approach set by the French Administrative Court, which in a
2020 ruling invalidated the general and absolute ban on cookie walls. Consequently, the CNIL adopted
amending guidelines and a recommendation on the use of cookies and other tracing devices, offering
practical examples of the collection of user’s consent.[32]
2. Reform of the e-Privacy Directive
The e-Privacy Regulation was proposed by the European Commission in 2017 in order to update the
legislative rules applicable to digital and online data processing and to align e-privacy laws to the
GDPR. Ambitious and promising at first, eight presidencies of the Council of the EU have been unable
to push the project over the finish line.
In January 2021, the Portuguese Presidency of the Council of the EU (January to June 2021) proposed a
new version (the 14th) of the e-Privacy Regulation, with the aim to simplify the text and further align it
with the GDPR.[33]
While the new Regulation is not expected to be applicable before 2022, its adoption process should be
closely monitored in order to anticipate compliance efforts that will be required, in particular in view of
the shorter transition period (from 24 to 12 months) set out in the proposal of the Portuguese Presidency.
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3. Enforcement in Relation to Cookies
In parallel, Member State supervisory authorities continued to enforce their national e-privacy legislation
transposing the e-Privacy Directive.
In Spain, a social network service was fined €30,000 for breaching the rules relating to cookies,
specifically because its cookie banner did not enable users to reject the use of trackers or to issue consent
per type of cookie.[34] Similarly, the AEPD imposed a fine of the same amount to an airline for
implementing a “cookie wall” on its website.[35]
In France, hefty fines have been imposed for violations of the legal provisions on cookies. First, two
companies of a food and goods retail distribution group were fined €2,250,000 and €800,000 euros for
various violations, including the automatic setting of cookies on users’ terminals.[36] More recently,
two U.S. tech companies have been imposed fines of €100 million and €35 million, respectively, due to
violation of the legal framework applicable to cookies. In particular, the CNIL observed that these
companies placed advertising cookies on user’s computers without obtaining prior consent and without
providing adequate information.[37]
D. Cybersecurity and Data Breaches
As in previous years, EU and Member State supervisory authorities and cybersecurity agencies have
continued to be active in the adoption of measures and decisions that enhance and enforce cybersecurity
standards.
1. Guidance and Initiatives Adopted by ENISA
The EU Agency for Cybersecurity (“ENISA”) has the mandate of increasing the protection of public
and private networks and information systems, to develop and improve cyber resilience and response
capacities, and to develop skills and competencies in the field of cybersecurity, including management
of personal data.
In 2020, ENISA continued to issue guidelines and to spearhead initiatives to achieve these objectives:
•

On 27 January 2020, ENISA released an online platform to assist companies in the security of
personal data processing. Among others, the platform focuses on the analysis of technical
solutions for the implementation of the GDPR, including the principle of privacy by design. The
platform may assist data controllers and processors in the determination of their approach when
developing personal data protection policies.[38]

•

On 4 February 2020, ENISA published a report outlining frameworks, schemes and standards of
possible future EU cybersecurity certification schemes. The report focuses in particular on the
current standards applied to fields such as the Internet of Things, cloud infrastructure and
services, the financial sector and electronic health records. The Report also addresses gaps in the
current cybersecurity certification schemes, paving the way for the adoption of future EU
cybersecurity certification schemes.[39]
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•

On 19 March 2020, ENISA issued a report on security requirements for digital service providers
and operators of essential services, based on Directive (EU) 2016/1148 of 6 July 2016
Concerning Measures for a High Common Level of Security of Network and Information
Systems Across the Union (“NISD”) and the GDPR. Among other things, the report proposes
and sets the outline for a risk-based approach to security. It identifies the guidelines relevant to
NISD and GDPR security measures, recommends the establishment of certification mechanisms,
and sets the need for competent EU bodies and research bodies to continue providing specialised
guidance on state-of-the-art data protection and security techniques.[40]

•

On 9 June 2020, ENISA made available a visual tool to ensure transparency with regard to
cybersecurity incidents. The tool provides information on eight years of telecommunications
security incidents, as well as four years of trust services incident reports. In total, the tool
provides information on a total of 1,100 cybersecurity incidents notified as mandated by EU
legislation for over nine years. In its release, ENISA noted that, over the last four years, system
failure was the most common cause behind both telecom security incidents and trust services
incidents.[41]

Finally, it is worth noting the Strategy for a Trusted and Cyber Secure Europe released by ENISA on 17
July 2020. The Strategy aims to achieve a high common level of cybersecurity across the EU, containing
ENISA’s strategic objectives to boost cybersecurity, preparedness, and trust across the EU. The Strategy
sets out a list of seven objectives that it aims to reach, including the effective cooperation amongst
operational actors within the EU in case of massive cyber incidents, the creation of a high level of trust
in secure digital solutions, and efficient and effective cybersecurity information and knowledge
management for Europe.[42]
2. Enforcement in Relation to Cybersecurity
Member State supervisory authorities have been particularly active in sanctioning data breaches and the
lack of appropriate security measures, with significant monetary penalties.
For example, in the UK, three sanctions have been especially significant. First,an airline company was
fined £20 million following a cyberattack in 2018, compromising the personal and financial data of more
than 400,000 of its customers for over two months.[43] ICO investigators found that the airline company
should have identified weaknesses in its security and resolved them with security measures that were
available at the time, which would have prevented the cyber-attack.
Second, a hotel chain was fined £18.4 million after an estimated 339 million guest records worldwide
were affected following a cyberattack that occurred in 2014, but remained undetected until September
2018.[44] According to the ICO, the investigation revealed failures on the side of the hotel chain to put
appropriate technical or organisational measures in place to protect the personal data being processed on
its systems, as required by the GDPR. In those two cases, the ICO significantly reduced the amount of
the fine originally considered in its notice of intention to fine the companies, taking into account the
company’s representations and the economic impact of the COVID-19 pandemic in setting the final
amount of the fine.
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Third, a ticket sales and distribution company was imposed a £1.25 million fine for failing to comply
with its security obligations, in the context of a cyberattack on a chatbot installed on its online payment
page, potentially affecting the data of 9.4 million people.[45] The ICO concluded that the company
failed to assess the risks of using a chat-bot on its payment page, identify and implement appropriate
security measures to negate the risks, and identify the source of suggested fraudulent activity in a timely
manner.
In Germany, a German telecommunications service provider was fined by the German Federal Data
Protection Authority for insufficient data security procedures established in a call centre that lead to an
inappropriate disclosure of a cell phone number of an individual who then complained to a data
protection authority. While the fine initially amounted to €9.5 million, it was challenged by the
telecommunications service provider and later reduced by the competent district court in Bonn to
€900,000.
More recently, in Ireland, a social network service was fined €450,000 concerning its 2019 data
breach. This decision bears great importance, as it represented the outcome of the first application of
the GDPR dispute resolution mechanism, where the Irish Data Protection Commission adopted a
decision further to the adoption of a prior decision by the EDPB.[46]
On 30 July 2020, the Council of the EU imposed its first ever sanctions on cyberattacks. In particular,
the Council adopted restrictive measures against six individuals and three entities responsible for or
involved in various cyberattacks, including a travel ban and an asset freeze. In addition, EU individuals
and entities are forbidden from making funds available to these individuals and entities.[47]
E. The UK and Brexit
The UK regained full autonomy over its data protection rules at the end of the Brexit transition period,
on 31 December 2020. However, before Brexit was concluded, the EU and the UK entered into the EUUK Trade and Cooperation Agreement on 30 December 2020.[48] This Agreement regulates data flows
from the EU/EEA to the UK under a so-called “bridging mechanism”, and sets a timeline for the adoption
of an EU-UK adequacy decision thereafter.
The Trade and Cooperation Agreement includes mechanisms to enable the UK to make changes to its
data protection regime or exercise international transfer powers, subject to mutual agreement, without
affecting the bridging mechanism. The EU does not have the power to block changes to the UK’s
framework or use of its powers. However, if the EU objects to changes considered by the UK, and the
UK implements them despite these objections, the EU/EEA-UK bridge will be terminated.
1. Transfers from and into the EU/EEA and the UK
As indicated above, the bridging mechanism contained in the EU-UK Trade and Cooperation Agreement
covers personal data transfers from the EU/EEA to the UK. According to the provisions in the
Agreement, it will apply for up to a maximum period of six months, unless an adequacy decision comes
into effect earlier. The adoption of an EU adequacy decision for the UK, which is expected to be adopted
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in 2021, would enable the ongoing free flow of personal data from the EEA to the UK thereafter, without
needing to implement additional safeguards.
Notwithstanding the stability offered by the Trade and Cooperation Agreement, the UK Government has
advised companies to put in place alternative transfer mechanisms that may safeguard personal data
received from the EEA against any interruption to the free flow of personal data.[49] SCCs have been
identified as the most relevant mechanism that organisations may resort to in order to safeguard such
transfers.
On the other side, regarding personal data transfers from the UK to the EU/EEA and Gibraltar, the
conditions under which such transfers may be made will remain unchanged and unrestricted, according
to the UK Government.[50]
2. Transfers from and into the UK and other Jurisdictions
The transfer of personal data from third countries and territories to the UK generally raises questions of
legal compliance in the exporting jurisdiction. The impact of Brexit has been particularly significant
regarding the regulation of data transfers into the UK from jurisdictions that were already covered by an
adequacy decision of the European Commission.
Pre-Brexit, the European Commission had made findings of adequacy of personal data transfers to a
number of jurisdictions.[51] These adequacy decisions generally address the inbound transfer of
personal data from these jurisdictions into the EU/EEA. However, in order to obtain and maintain these
adequacy decisions, these jurisdictions put in place legal restrictions on (onward) transfers of personal
data to countries outside the EEA, which now include the UK.
To resolve potential issues on transfers of personal data from these jurisdictions to the UK, the
governments of most of these jurisdictions have issued statements, resolutions and even modified their
legal regimes in order to permit the continued transfer of personal data into the UK. The UK ICO has
indicated that it is continuing to work with these jurisdictions in order to make specific arrangements for
transfers of personal data to the UK.[52]
On the UK side, the 2019 Brexit regulations applicable to data protection matters recognised the
European Commission’s adequacy decisions, and rendered permissible cross-border transfers of
personal data to these jurisdictions.[53] The Government and the ICO are working on the adoption of
new UK adequacy regulations, to confirm that particular countries, territories or international
organisations ensure an adequate level of protection, so as to allow transfers of personal data from the
UK to these jurisdictions, without the need for adoption of additional safeguards. SCCs and other
mechanisms for lawful international data transfers may be put in place to cover transfers of personal data
from the UK to jurisdictions not covered by adequacy decisions.
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F. Other Significant Developments in the EU
More generally, this year has been marked by the adoption of important EDPB Guidelines. In addition
to those mentioned above, the EDPB released new Guidelines on the concepts of controller and
processor, on the targeting of social media users, and on data protection by design and by default.[54]
Furthermore, hefty fines were imposed as mentioned in Sections I.A to D above, in particular in France
with the €100 million fine imposed on a tech company which is the highest penalty ever imposed by a
supervisory authority as of end of December 2020.
Fines were also imposed on topics other than those addressed above. In particular, in Germany, the
Hamburg supervisory authority fined a retail company €35.3 million for illegally collecting and storing
sensitive personal data from employees, such as information about health condition, religious beliefs and
family matters. According to the authority’s investigation, data about the personal life of the company’s
employees had been collected comprehensively and extensively by supervisors since at least 2014, and
stored on the company’s network drive. This information was accessible to up to 50 managers of the
company and was used, among other things, to create profiles of individual employees in order to
evaluate their work performance and to adopt employment decisions. In sum, the practice of the
company amounted to a number of data protection violations, including a lack of legal basis for the data
processing, illegal processing of the data, and the absence of controls to limit storage and access to the
data.[55]
Significant monetary penalties have also been imposed due to the lack of valid consent under the GDPR:
•

In Italy, two telecommunications operators were fined approximately €17 and €12 million for
processing hundreds of unsolicited marketing communications without having obtained users’
prior consent, without having offered to users their right to object to the processing, and for
aggressive telemarketing practices, respectively.[56]

•

In Spain, the AEPD fined a bank €5 million for violations of the right to information and for lack
of valid consent. In particular, the bank used imprecise terminology to define the privacy policy,
and provided insufficient information about the category of personal data processed, especially
in relation to customer data obtained through financial products, services, and
channels. Moreover, the bank failed to obtain consent before issuing promotional SMS
messages, and did not have in place a specific mechanism for consent to be obtained by customers
and account managers.[57]

As regards the requirements for valid consent under the GDPR, the CJEU, in its ruling on Orange
România SA v Autoritatea Naţională de Supraveghere a Prelucrării Datelor cu Caracter Personal,
decided that valid consent cannot be inferred from a preselected box in a contract for the provision of
telecommunications services, whereby the customer allegedly consents to the collection and storage of
his/her identity document. The Court specified that this is also the case where the customer is misled as
to the possibility of concluding the contract if he/she refuses to consent to the processing of his/her data,
or where the freedom to choose to object to that collection and storage is affected by the requirement to
complete an additional form setting out that refusal.[58]
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In addition to increased scrutiny by data protection authorities, there is also a slightly increasing trend in
private enforcements actions from consumers and (former) employees. These actions primarily relate to
both the enforcement of transparency and access rights to personal data as well as claims for
compensation for alleged GDPR violations.
II. Developments in Other European Jurisdictions: Switzerland, Turkey and Russia
As explained in the 2020 International Outlook and Review, the increasing impact of digital services in
Europe and the overhaul brought about by the GDPR in the EU have continued to influence the
regulatory and enforcement actions of jurisdictions in the vicinity of the EU.
A. Russia
1. Access Restriction Trend in Privacy Laws Enforcement
Russian local data privacy laws have continued to be heavily enforced by the Russian Federal Service
for the Supervision of Communications, Information Technology and Mass Communications
(“Roskomnadzor”). This activity reflects the growing priority and concern that personal data protection
represents for the Russian population. According to Roskomnadzor’s statistics, in the previous year the
number of complaints concerning personal data protection had increased to 50,300. The largest number
of complaints related to the actions of the owners of internet sites, including social networks, credit
institutions, housing and communal services organisations, and collection agencies.[59]
The most notable activity of Roskomnadzor in 2020 was its use of its regulatory powers to manage
activities of numerous Internet-based services. Below we describe three noteworthy cases where the
access to Internet resource was restricted by Roskomnadzor until the respective company satisfied
certain expectations and /or requests of the regulator.
On 29 January 2020, Roskomnadzor announced that it would restrict access to the mail service of a tech
company. In deciding so, Roskomnadzor noted that the company was used by cybercriminals to send
false messages under the guise of reliable information, and that it had categorically refused
Roskomnadzor’s repeated requests for information to be included in the register of information
dissemination organisers on the Internet.[60] However, the company has taken actions to address the
situation, and currently it is accessible for the Russian users.
On 20 February 2020, Roskomnadzor took a similar measure and temporarily restricted access to another
email service provider.[61] The authority stated that, in 2019 and in February 2020, the email service
had been used by cyber-attackers to send false messages under the guise of reliable information about
the massive mining of social transport infrastructure and ships in the Russian Federation.
On 18 June 2020, Roskomnadzor also announced that it had removed the requirements to restrict access
to the messaging application of a tech company.[62] This decision was paired with Roskomnadzor’s
declaration of its readiness to cooperate with internet companies operating in Russia to quickly suppress
the spread of terrorist and extremist information, child pornography, and the promotion of suicide and
drugs. In addition, Roskomnadzor noted that, through joint efforts with leading Russian and foreign
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companies, it had removed, on average and weekly, 2,500 materials relating to suicidal behaviours, 1,300
materials of an extremist and terrorist nature, 800 materials propagandising drug use, and 300 materials
containing pornographic images of minors.
2. The Russian Data Protection Authority Has Continued to Target Large,
Multinational Digital Companies
In 2020, Roskomnadzor followed its set trend in targeting large, multinational digital companies. On 31
January 2020 the authority announced that it had initiated administrative proceedings against two social
network services.[63] In particular, Roskomnadzor stated that these companies did not meet the
requirements for data localisation of Russian users on servers located in the Russian Federation.
Following the authority’s proceedings, on 13 February 2020, the Tagansky District Court of Moscow
fined both social network services RUB 4 million (approx. €45,000) for these violations.[64] The Court
affirmed the authority’s finding that one of the companies had violated Russia’s legal requirement to
record, organise and store the personal data of Russian citizens in databases located in the Russian
Federation.[65]
3. Legislative Updates
Several notable laws have been adopted at the end of 2020.
New amendments to the Code of Administrative Offenses of the Russian Federation entail considerable
fines for failure to delete prohibited information upon the request of Roskomnadzor.[66] The fines can
be imposed on hosting providers or any person enabling other persons to publish information on the
Internet for failure to restrict access to prohibited information and owners of the websites or Internet
resources for non-deletion of prohibited information may be up to RUB 4,000,000 (approx. €45,000) for
the first offence and up to 10% of the company’s annual turnover from the preceding calendar year (but
not less than RUB 4,000,000) for the subsequent offence. If prohibited information contains propaganda
of extremism, child pornography, or drugs, liability is increased for up to RUB 8,000,000 (approx.
€90,000) for the first offence or up to 20% of the company’s annual revenue from the preceding calendar
year (but not less than RUB 8,000,000) for the subsequent offence. This law is aimed at establishing
liability for hosting providers, owners of websites and information resources who fail to restrict access
to or delete the information, dissemination of which is prohibited in Russia, and has come into force on
10 January 2021.
Another amendment to Russian law[67] increases significantly the risks of blocking of internet resources
in Russia. The law introduces the status of the owner of an Internet resource involved in violations of
the fundamental human rights of Russian citizens. The Prosecutor General, in consultation with the
Russian Foreign Ministry, may assign this status to the owner of an Internet resource that discriminates
against materials from the Russian media. Such a decision can be made if the internet resource limits
access to socially important information based on the nationality, language, or in connection with the
imposition of sanctions against Russia or its citizens. If the owner of the internet resource censors or
anyhow restricts the access to accounts of Russian media, Roskomnadzor is entitled to restrict access to
such internet resource, fully or partially. This law has come into force on 10 January 2021.
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The law amending the Personal Data Law significantly changes the legal landscape with regard to the
processing of publicly available personal data.[68] As per the new law, data controllers making personal
data publicly available for further processing by third parties must obtain individuals’ explicit consents,
which shall not be bundled to any other consents and data subjects have a wide range of rights in this
regard.
Third parties who intend processing publicly available personal data have three options: (i) to rely on
the consent obtained by the controller when making the data publicly available, subject to compliance
with the rules of data processing; (ii) to rely on the consent provided by an individual to Roskomnadzor
via a dedicated web-based platform to be set up under the law, but also subject to compliance with the
rules of data processing; or (iii) to ensure on their own that they have appropriate legal grounds as per
the general requirements of Russian Personal Data Law. The above rules will enter into force as of 1
March 2021.
In addition, the new law introduces the data controller’s obligation to publish information on the
processing terms and existing prohibitions and conditions for processing of personal data, permitted by
a data subject for dissemination, by an unlimited number of persons. These new requirements will come
into force as of 1 July 2021. According to the amendments to the Law on Information, Information
Technologies, and Information Protection, if a resource is considered a social network, it will be included
in the register maintained by the Roskomnadzor.[69] These amendments impose moderation obligations
on social networks regarding the content published by users, and require them to make available certain
information on their websites.
In practice, social networks will now be required to identify and restrict access to illegal
content.[70] Furthermore, the following information must be posted on the social network by its owner:
(i) name, email address and an electronic form for sending requests about the illegal content; (ii) annual
reports on the results of the consideration of requests and monitoring activities; (iii) terms of use of the
social network. This amendment will enter into force on 1 February 2021.
The recently adopted laws evidence the trend of the increased regulation of IT-industry activities in
Russia. With these new regulations, the Russian authorities increase the regulatory mechanisms that
may affect the activities of websites, news media, social media, social networks and video hosting
services in Russia.
B. Switzerland
1. The Revised FADP
On 25 September 2020, the Swiss Parliament adopted the revised version of the Federal Act on Data
Protection 1992 (“Revised FADP”).[71] The Revised FADP is not in force yet, as it was subject to
approval by referendum until 14 January 2021 (which was not held). The Federal Council will decide
on entry into force which is expected during 2021 or at the beginning of 2022. The specific date is
particularly important because the Revised FADP does not provide for any transitional periods.
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One of the main reasons behind the adoption of the Revised FADP was to ensure that the EU recognises
Switzerland as providing an adequate level of protection to personal data according to GDPR standards.
The most significant differences between the Revised FADP and the previous version, are the following:
•

The Revised FADP now codifies expressly the international principle of the effects doctrine,
subject to the principles governing civil and criminal enforcement that remain in
place.[72] Hence, the Revised FADP will also apply on persons that are domiciled outside of
Switzerland if they process personal data and this data processing has an effect in Switzerland.

•

Personal data pertaining to legal entities is no longer covered by the Revised FADP, which in
line with the GDPR, and most foreign data protection laws.[73]

•

The Revised FADP will extend the term of sensitive data by adding two new categories:
(i) genetic data; and (ii) biometric data that uniquely identifies an individual.[74]

•

The Revised FADP now contains a legal definition of profiling that corresponds to the definition
in the GDPR.[75]

•

The Revised FADP distinguishes controllers and processors.[76]

•

Like the GDPR, the Revised FADP contains provisions concerning data protection by design and
by default.[77]

•

The Revised FADP provides that a processor can hire a sub-processor only with the prior consent
of the controller.[78]

•

Under the Revised FADP and subject to specific exemptions, controllers and processors must
maintain records of data processing activities under their respective responsibility. The former
duty to notify data files to and register with the Federal Data Protection and Information
Commissioner (“FDPIC”) has been abolished.[79]

•

Under the Revised FADP and under specific conditions, controllers that are domiciled or resident
abroad and process personal data of Swiss individuals must designate a representative in
Switzerland.[80]

•

The Revised FADP provides that individuals must (at the time of collection) be informed about
certain minimum information[81] and have a new right to intervene in case of automated
decision-making.[82]

•

Under the Revised FADP, the FDPIC will have the power to issue binding decisions. However,
it will not have the unilateral power to impose fines, unlike most data protection authorities in
Europe – resort to Swiss courts will be required.

17

•

Controllers are required to conduct a Data Protection Impact Assessment (“DPIA”) where there
is a high risk for the privacy and the fundamental rights of data subjects.[83]

•

Controllers will have a data breach notification obligation to the FDPIC where an incident results
in high risk for data subjects.[84]

•

The Revised FADP introduces the right to data portability, which was not covered by the previous
data protection law.[85]

•

The maximum amount of sanctions for individuals will be CHF 250,000 (approx. €232,000),[86]
and the Revised FADP also extends criminal liability to the violation of additional data protection
obligations.

As can be seen, there are significant similarities between the Revised FADP and the GDPR. The entry
into force of the Revised FADP is therefore expected to lead to continuity in the cross-border data
transfers between the EU and Switzerland.
2. The Swiss-U.S. Privacy Shield
On 8 September 2020, the FDPIC published an assessment on the Swiss-U.S. Privacy Shield where it
found that the cross-border transfer mechanism did not guarantee an adequate level of protection
regarding data transfers from Switzerland to the U.S.[87] Prior to FDPIC’s assessment, the CJEU had
delivered its judgment in Schrems II,[88] in July 2020, which rendered the European Commission's
decision on the EU-U.S. Privacy Shield invalid.
The FDPIC identified two key problems concerning the Swiss-U.S. Privacy Shield, namely: (i) the lack
of an enforceable legal remedy for persons concerned in Switzerland in particular due to the inability to
assess the effectiveness of the Ombudsman mechanism because of a lack of transparency; and (ii) the
inability to assess the decision-making abilities of the Ombudsman and its independence with respect to
U.S. intelligence services. Since FDPIC’s assessment is a soft-law instrument without legally binding
nature, the Swiss-U.S. Privacy Shield will remain valid and binding for the companies registered unless
and until it is repealed or annulled on a case-by-case basis by the competent Swiss courts or in its entirety
by the U.S.
C. Turkey
1. Turkish Data Protection Authority and Board Issues a Number of Regulations,
Decisions and Guidance Documents
In 2020, the Turkish Data Protection Authority (“KVKK”) and the Turkish Data Protection Board (the
“Board”) continued to issue a number of statements, decisions and guidance documents regarding the
application and enforcement of Turkish data protection provisions. We outline and briefly explain below
the most relevant ones:
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•

On 16 December 2020, the KVKK issued a statement on the data protection rules related to
publicly available personal data. In the statement, the KVKK acknowledged that the Law on
Protection of Personal Data No. 6698 (“Turkish Data Protection Act”) allows personal data to
be processed where the data concerned is made available to the public by the data subject
themselves.[89] However, the KVKK clarified that the concept of “making data public” has a
narrow meaning under the Turkish Data Protection Act, and only covers scenarios where the data
subjects wish the data to be public for data processing – the mere act of making personal data
available to the public is not sufficient.

•

On 26 October 2020, the KVKK issued a statement on cross-border data transfers outside of
Turkey.[90] The statement noted that the Turkish Data Protection Act allowed a grace period
for compliance with relevant data transfer provisions, and that several deadlines had been
extended due to the COVID-19 pandemic. The KVKK also committed to eliminate and correct
any misunderstandings arising from the interpretation and implementation of the Act, which had
led to criticism from practitioners and scholars. As a start, the KVKK clarified that the Board
will carry out assessments on the adequacy of foreign jurisdictions for data transfers based on a
number of factors, including the reciprocity concerning data transfers between the importing
country and Turkey. The KVKK also indicated that “Binding Corporate Rules” (“BCRs”) may
be applicable and used in data transfers between multinational group companies. Indeed, on 10
April 2020, the KVKK introduced BCRs to the Turkish data protection law, to be used in crossborder personal data transfers of multinational group companies.[91] In its announcement, the
KVKK described the undertaking letter procedure for data transfers outside of Turkey, and states
that although the undertaking letters make bilateral data transfers easier; they may be inadequate
in terms of data transfers between multinational group companies. Therefore, the KVKK
determined BCRs as another mean that could be used in international data transfers between
group companies.

•

On 17 July 2020, the KVKK issued a statement on de-indexing of personal data from search
engine results[92] based on the Board’s decision with number 2020/481.[93] The KVKK stated
in its announcement that, they have evaluated the applications submitted before the KVKK with
regards to the requests as to de-indexing web search results and within the scope of “right to be
forgotten”, the Board decided that search engines should be considered as “data controllers”
under the Turkish Data Protection Act, that individuals may primarily convey their de-indexing
requests to the search engines and file complaints before the KVKK and search engines should
make a balance test between fundamental right and freedoms and public interest. Additionally,
KVKK also published a criteria document[94] by indicating that de-indexing requests should be
considered per the issues indicated therein, which is mainly based on Article 29 Working Party’s
Opinion on the Guidelines on the Implementation of the Court of Justice of the European Union
Judgment on Costeja Case.

•

On 26 June 2020, the KVKK issued a statement on obligation to inform data subjects.[95] The
statement concerns the general rules that are already regulated under the Turkish Data Protection
Act and secondary legislation concerning the obligation to inform set forth for the data
controllers. KVKK indicated in its announcement that privacy policies or data processing
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policies should not be used to fulfill the obligation to inform and thus, privacy notices should be
separated from these texts. Following that, the KVKK listed several examples with regards to
the deficiencies and illegalities as to obligation to inform.
•

In the context of the COVID-19 pandemic, on 9 April 2020, the KVKK issued a statement on the
processing of location data in light of the COVID-19 pandemic.[96] The statement highlights
that many other countries have used and allowed the use of personal data, such as the health,
location and contact information of individuals, to identify those who carry or are at risk of
carrying this disease. The KVKK reminds that the processing of this data needs to be carried out
within the framework of the basic principles enshrined in the Turkish Data Protection Act.
2. Turkish Data Protection Act Continues to be Enforced

2020 was also a year in which the KVKK enforced the Turkish Data Protection Act in a number of data
protection proceedings.
On 6 February 2020, the KVKK fined an undisclosed bank TRY 210,000 (approx. €27,800) for illegally
processing personal data to gain potential customers.[97] The case concerned the creation of bank
accounts without the knowledge or consent of individuals, using information gained by the bank via a
third party. The KVKK found that the bank had acted in breach of its security obligations to prevent
unlawful processing of personal data.
On 22 July 2020, the KVKK fined an automotive company TRY 900,000 (approx. €101,840) for
violations related to the transfer of personal data based on the Convention for the Protection of
Individuals with Regard to Automatic Processing of Personal Data (“Convention 108”).[98] The
software provider sought to rely on the fact that the receiving country was party to Convention 108 and,
therefore, offered sufficient protection to personal data imported from Turkey. However, the KVKK
outlined that the fact that a receiving country is a party to Convention 108 is in itself an insufficient
measure in determining adequate protection of data. The data transfer had thus been carried out in breach
of the Turkish Data Protection Act, without data subjects’ consent and not benefitting from any of the
exceptions set out in the Turkish Data Protection Act. It is worth noting, in this regard, that the KVKK
is yet to publish the list of countries deemed to provide sufficient protection under Turkish law. Finally,
the decision notes that the data controller failed to comply with its data security obligations, as it had
failed to prevent the unlawful processing and transfer of personal data. The KVKK ordered the data
controller to delete/destroy the personal data unlawfully transferred outside of Turkey.
On 16 April 2020, the KVKK fined a gaming company TRY 1,100,000 (approx. €120,000) for failing
to notify the KVKK of data breach within seventy-two (72) hours after becoming aware of the relevant
data breach and to take required data security measures.[99]
On 27 February 2020, the KVKK fined an e-commerce company TRY 1,200,000 (approx. €120,000)
mainly, TRY 1,100,000 for failing to fulfil the obligations relating to data security and TRY 100, 000
for failing to comply with the obligation to inform data subjects.[100] Besides, the Board also ordered
the data controller to revise the data processing processes and privacy policy, Conditions of Sale and
Use and Cookie Notice in accordance with the determined irregularities and in line with the Turkish
20

Data Protection Act. The Board stated in its decision that (i) the privacy policy contains lots of
information and general information about personal data processing and this does not mean that the data
subjects are duly informed; (ii) although the data processing activities start with the cookies as soon as
a user enters the website, information obligation is not complied with at any stages such as cookies or
member login to the website; (iii) explicit consent is not obtained for commercial electronic
communications and cross-border transfer of personal data; and (iv) considering that the undertaking
letters submitted for cross-border transfer of personal data are not approved and the safe countries have
not been announced, data controller may only transfer personal data abroad based on data subjects’
explicit consent.
III. Developments in Asia-Pacific, Middle East and Africa
A. Australia
The Australian government released the Terms of Reference and Issues Paper for the review of the
Privacy Act 1988, and solicited public submissions by 29 November 2020. This wholesale review may
update main provisions of the Privacy Act 1988, such as increasing maximum civil penalties, creating a
binding privacy code for social media platforms, strengthening notification and consent requirements,
modifying international data transfers, and expanding the definition of personal information. The
government plans to issue a discussion paper seeking specific feedback on preliminary outcomes and
possible areas of reform in early 2021.
B. China
1. New Developments in Chinese Legislation
The most significant legislative framework in China for the protection of personal data is the
Cybersecurity Law (“Cybersecurity Law”) which came into effect on 1 June 2017. Two additional
laws were introduced into the pipeline in 2020: the Draft Personal Information Protection Law[101]
(“Draft PIPL”); and the Draft Data Security Law (“Draft DSL”). Once adopted, the combination of
these three legal instruments (the Cybersecurity Law, the Draft Data Security Law and the Draft PIPL)
are expected to become the fundamental laws in the field of cybersecurity and data protection in China.
The Draft PIPL is intended to be a general data protection law, which could harmonise the current
fragmented legislative framework. However, even after the adoption of the Draft PIPL, personal
information protection in China would remain sector based.
The Draft PIPL was partially inspired by the GDPR, but it has important differences that prevent a
common cross-border approach (e.g., regarding the legal grounds for data processing, there is no legal
basis of legitimate interest of the controller). Using a single privacy framework for EU and Chinese
companies would consequently not result in adequate compliance.
The Draft PIPL introduces substantial new fines. For example, data processors are subject to fines of
RMB 50 million (approx. €8 million, or $7.4 million), or 5% of the company’s revenue from the previous
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year.[102] In addition, the Cyberspace Administration of China would also have the competence to
blacklist organisations and individuals for misusing data subjects’ data.[103]
On 18 November 2020, the Centre for Information Policy Leadership (“CIPL”) submitted
recommendations on possible modifications of the Draft PIPL in order to ensure the protection of
China’s citizens, businesses and government data,[104] including the following:
•

The Draft PIPL includes definitions for sensitive personal information,[105] including biometric,
financial, ethnic and religious information. The CIPL suggested a risk-based approach to assess
personal data processing, rather than providing categories of predefined “sensitive information”.

•

According to the CIPL, exemptions should be provided to the general requirement to appoint
data protection officers and representatives, in line with other foreign privacy laws like the
GDPR.

•

The Draft PIPL should explain further what conditions or factors are required to satisfy the
Cyberspace Administration’s security assessment for cross-border transfers of personal data.

•

The Draft PIPL should clarify what constitutes a “serious” unlawful act.

•

Finally, the CIPL recommended that organisations be afforded a two-year grace period from the
date that the Draft PIPL is passed, to be fully compliant.

The other major legislative proposal, the Draft DSL, is intended to provide the fundamental rules of
data security for both personal and non-personal data. The intended scope of application of the Draft
DSL is broad, applying to “activities” (actions including collection, storage, processing, use, supply,
trade and publishing) regarding “data” (any record of information in electronic or non-electronic form).
Finally, on 1 January 2021 the Civil Code of the People’s Republic of China entered into force, adopted
by the third session of the 13th NPC. The Civil Code applies to all businesses in general (without
distinguishing among controllers and processors), and introduces rules for the protection of personal
information, including its collection, use, disclosure, and processing.
2. Enforcement of Chinese Data Protection and Cybersecurity Legislation
In August 2020, the China Banking and Insurance Regulatory Commission (“CBIRC”) issued two
separate fines of RMB 1 million ($150,000) on two banks.[106] In both cases the banks were fined for
failures to provide protection to personal data of credit card customers.
C. Hong Kong SAR
On June 30, 2020, the Law of the People’s Republic of China on Safeguarding National Security in the
Hong Kong Special Administrative Region (the “NSL”) passed by the Standing Committee of the
National People’s Congress of the People’s Republic of China (the “PRC”) became effective in Hong
Kong. The NSL empowers law enforcement authorities to search electronic devices and premises that
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may contain evidence of related offenses and carry out covert surveillance upon approval of the Chief
Executive; criminalizes acts of terrorism, subversion, secession, or collusion with foreign or external
forces to endanger national security; and holds incorporated or unincorporated entities accountable for
violations of the NSL.
Furthermore, the Committee for Safeguarding National Security (the “Committee”), which consists of
specified Hong Kong officials and an advisor appointed by the Central People's Government of the PRC
(the “CPR”), is established pursuant to the NSL and assumes various duties including formulating work
plans and policies, advancing the enforcement mechanisms and coordinating significant operations for
safeguarding national security in Hong Kong. Decisions made by the Committee are not subject to
judicial review.
The Office for Safeguarding National Security of the CPG (the “Office”) may in specified circumstances
assume jurisdiction over serious or complex cases which would be difficult or ineffective for Hong Kong
to handle in light of, for example, involvement of a foreign country or external elements. Such cases
shall be investigated by the Office and, upon prosecution by a body designated by the Supreme People's
Procuratorate, adjudicated by a court designated by the Supreme People’s Court of the PRC.
The NSL applies not only to offenses committed or having consequences in Hong Kong by any person
or entity, but also offenses committed from outside Hong Kong against Hong Kong by any person or
entity.
D. India
1. Legislative initiatives
As indicated in the 2020 International Outlook and Review, the Personal Data Protection Bill 2019
(“PDP Bill”) was introduced in Parliament on 11 December 2019 adapted from the draft data protection
legislation presented to the Ministry of Electronics and Information Technology on 27 July 2018[107],
by the committee of experts led by Justice Srikrishna. Thereafter the PDP Bill was referred to a Joint
Parliamentary Committee for its review. As of January 2021, the PDP Bill is in its final stages of
deliberation and is expected to be promulgated soon. Several industry bodies and stakeholders were
asked to depose before the Joint Parliamentary Committee for their views on the amendments made in
the PDP Bill and the desired requisites of a national data protection law. Until the PDP Bill is enacted,
the Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data
or Information) Rules 2011, continue to govern data protection in India.
In September 2019, the Ministry of Electronics and Information Technology constituted a committee of
experts (“Committee”) to devise a framework for the regulation of non-personal data. Ultimately, on
12 July 2020, the Committee released a Report on Non-Personal Data Governance Framework (“NPD
Framework”)[108], where it emphasised that the regulation of non-personal data is necessary to
incentivise innovation, create value from data sharing, address privacy concerns, and prevent harm. The
NPD Framework was met with criticism for the imposition of compulsory data sharing obligations and
onerous compliance requirements on entities collecting and managing non-personal data. After
reviewing feedback from public and stakeholders, the Committee released a revised version of the NPD
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Framework on 1 January 2021, wherein the Committee provided several clarifications to the earlier draft
and streamlined the jurisdictions of the PDP Bill and the NPD Framework. The NPD Framework is still
under public consultation and is yet to be presented before the Parliament as a bill for the promulgation
of a single national-level regulation to establish rights over non-personal data collected and created in
India.
In August 2020, the Government of India also proposed a data-sharing framework in the fintech
sector. The National Institution for Transforming India (“NITI Aayog”) released a draft framework on
the Data Empowerment and Protection Architecture[109] which will be implemented by the four
government regulators: the Reserve Bank of India, the Securities and Exchange Board of India, the
Insurance Regulatory and Development Authority, and the Pension Fund Regulatory and Development
Authority, and the Ministry of Finance. The draft aims to institute a mechanism for secure consentbased data sharing in the fintech sector, which may be an important step towards empowering individuals
in relation to their personal data. The draft aims to enable individuals to share their financial data across
banks, insurers, lenders, mutual fund houses, investors, tax collectors, and pension funds in a secure
manner.
In August 2020, the Government of India also launched the National Digital Health Mission (“NDHM”),
a visionary project which intends to digitise the entire health care ecosystem of India. The National
Health Data Management Policy, 2020[110] came into force on 15 December, 2020, and is the first step
in realising the NDHM’s guiding principle of “security and privacy by design” for the protection of data
principals’ personal digital health data privacy. It is intended to be a guidance document across the
National Digital Health Ecosystem and sets out the minimum standard for data privacy protection for
data relating to the physiological and psychological health of individuals in India.
2. Regulatory opinions and guidance
Indian institutions have also adopted certain measures in response to the challenges resulting from the
COVID-19 pandemic. For instance, the Data Security Council of India (“DSCI”) issued the best
practices on working from home in light of COVID-19[111] on 18 March, 2020. The guidance notes,
among other things, that virtual private networks should only be used on company-owned devices,
employees should access company data and applications through a browser-based webpage or virtual
desktop, and a risk assessment should be conducted when selecting a remote access method. In addition,
the guidance outlines a basic mandate for organisations and employees, which includes taking care of
the confidentiality of valuable transactions and sensitive financial documents when working from home.
In a similar vein, the DSCI published, on 24 April 2020, its guidelines on data privacy during the
COVID-19 pandemic, which highlights the privacy implications of COVID-19 for different sets of
stakeholders and provides privacy and data protection practices.[112] The guidelines address healthcare
privacy considerations and note the importance of notifying patients of all information that is collected,
having specific protocols in place to ensure that consent is obtained, having internal and external audit
mechanisms to assess privacy measures, and using health data solely for the specific purposes of their
collection. Finally, the guidelines provide working from home considerations both for employers and
employees, noting the importance of revisiting data protection strategies, data management practices,
24

remaining compliant with regulatory obligations, conducting Data Protection Impact Assessments to
ascertain privacy risks, and spreading privacy awareness and training across organisations.[113]
The DSCI also published its Report for Enabling Accountable Data Transfers from India to the United
States Under India’s Proposed Personal Data Protection Bill on 8 September 2020[114] (“Report on
Data Transfers”). The purpose of the Report on Data Transfers is to make additional recommendations
to the existing draft of the PDP Bill to enable free flow of data between countries, especially with the
U.S. owing to the value it adds to India’s digital economy, and to provide solutions for facilitating IndiaUS data transfers. The Report on Data Transfers also suggests, among other things, that the PDP Bill’s
provision on the creation of codes of practice should include certification requirements in order to
increase interoperability between different privacy regimes as well as facilitate cross-border transfer
mechanisms.
On 2 September 2020, the Artificial Intelligence Standardisation Committee for the Department of
Telecommunication released its Indian AI Stack discussion paper.[115] The Discussion Paper notes that
the AI Stack will, among other things, secure storage environments that simplify archiving and extraction
from data based on the data classification, ensure the protection of data through data federation, data
minimisation, an open algorithm framework, defined data structures, interfaces and protocols, and
monitoring, auditing, and logging, as well as ensuring the legitimacy of backend services.
3. Enforcement of data protection laws
In 2020, the Government of India adopted three decisions to block applications following information
that they were engaging in activities which were prejudicial to the integrity and the national security of
India.[116]
In particular, the Government had received complaints regarding the misuse of mobile application data,
stealing and secretly transmitting users’ data in an unauthorised manner to servers located outside of
India. As a result, on 29 June 2020, the Government decided to disallow the use of 59 applications to
safeguard the interests of Indian mobile and internet users.[117] Similarly, on 2 September 2020[118],
and 29 November, 2020,[119] the Indian Government decided to further block 118 and 43 mobile
applications respectively for misusing users’ data and engaging in activities which are prejudicial to the
sovereignty, integrity and defence of India, as well as the security of the state and public
order. According to the Government, the applications’ practices raised concerns relating to the fact that
they were collecting and sharing data in a manner which compromised the personal data of users, posing
a severe threat to the security of the State.
On 23 November 2020, the Orissa High Court delivered an important judgment emphasising the need to
recognise the right to be forgotten, noting the presence of objectionable images and videos of rape
victims on social media platforms.[120] The court emphasised that the principle of purpose limitation
is already embodied in law by virtue of the precedent of the Supreme Court’s judgment in K.S.
Puttaswamy v. Union of India, and that capturing images and videos with the consent of the victim cannot
justify the subsequent misuse of such content. The court referred to existing case law and the PDP Bill,
which provide for the right to be forgotten. Accordingly, the court recognised the right to be forgotten
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as a right in rem and stressed that, in the absence of legislation, victims may nevertheless seek appropriate
orders to have offensive posts erased from public platforms to ensure protection their right to privacy.
E. Indonesia
On 24 January 2020, a draft of the Personal Data Protection Act (“PDP Bill”) was submitted to the
Indonesian House of Representatives.[121] The PDP Bill consolidates the rules related to personal data
protection in Indonesia, and is anticipated to establish data sovereignty and security as the keystone of
Indonesia’s data protection regime.[122]
On 1 September 2020, the Ministry of Communication and Information Technology of Indonesia
(“Kominfo”) issued a statement claiming that the PDP Bill would be completed by mid-November
2020.[123] However, it appears that the COVID-19 pandemic has led to delays in the adoption of the
Bill.
Finally, on 10 March 2020, Kominfo submitted a new draft regulation on the Management of Privately
Managed Electronic System Organiser (“Draft Regulation”) for approval. The Draft Regulation is
intended to serve as an implementing regulation of Government Regulation No. 71 of 2019 on the
Implementation of Electronic Systems and Transactions, which, as noted in the 2020 International
Outlook and Review, became effective in October 2019.
F. Israel
On 29 November 2020, the Israeli Ministry of Justice (“MoJ”) launched a public consultation on the
introduction of amendments to the Protection of Privacy Law 5741-1981.[124] The MoJ also launched,
on 23 July 2020, a public consultation on proposed amendments to privacy law database registration
requirements which would reduce the scope of the obligation to register a database and amend certain
definitions contained in the law.[125]
Moreover, the Privacy Protection Authority (“PPA”) published a number of reports and
recommendations on a series of topics, including:
•

privacy protection in the context of epidemiological investigations,

•

security recommendations following security incidents,

•

the protection of privacy in the context of money transfers and app payments,

•

data processing and storage service providers,

•

smart transportation services,

•

digital monitoring tools for COVID-19 contact tracing,

•

GSS assistance in contact tracing,
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•

recommendations in the context of the COVID-19 pandemic (e.g., remote learning, privacy for
individuals entering workplaces, medical institutions privacy compliance).

Following the CJEU’s decision to annul the EU-U.S. Privacy Shield in Schrems II, the PPA issued, on
29 September 2020, a statement regarding transfers of personal information from Israel to the U.S. In
this statement, the PPA indicated that data transfers from Israel to the U.S. could no longer rely on the
EU-U.S. Privacy Shield or the Transfer of Information Regulations, and that alternative exceptions
provided for in Section 2 of the Regulations could only be used where applicable. The PPA had
nonetheless clarified that personal data could be transferred from Israel to EU Member States, as well as
to countries which will cease to be EU Member States but will continue to apply and enforce the
provisions of EU Law on the protection of personal data.[126]
On the enforcement side, in 2020 the PPA identified and investigated a number of violations, including
the leak of personal data of 6.5 million Israeli voters.[127] The PPA also offered security
recommendations following the security incident at an insurance company.
G. Japan
On 5 June 2020, the Parliament of Japan adopted a bill to amend the currently applicable general data
protection law, the Act on the Protection of Personal Information (“APPI”).[128]
Under the bill, the rights of the data subjects have been expanded. For example, if the proposed
amendments to the APPI are introduced, data subjects will be entitled to request an organisation to delete
their personal information, but only if certain requirements are met. Consequently, the scope has
remained narrower than the right to erasure and the right to object under the GDPR.
Regarding data retention periods, the currently applicable law provides that any data which was to be
erased after six months is not considered as “retained personal data”, and therefore is not not subject to
data subject requests. The Amendments will abolish this six-month rule, and data subjects will be able
to exercise their data-related rights regardless of the retention period.
Under the current applicable law, organisations should “duly make an effort” to report data breaches to
the Personal Information Commission (“PIC”). In contrast, the bill will introduce a mandatory
obligation to notify data breaches, obliging organisations to report data breaches to the PIC and to notify
the affected data subjects if their rights and interests are infringed. Although this requirement is similar
to the corresponding provisions in the GDPR, the latter sets a strict deadline of 72 hours for notification,
while the bill requires “prompt” reporting.
The amended APPI will include the concept of “pseudonymously processed information”, which
similarly to the GDPR will mean personal information that cannot be used to identify an individual
unless combined with other information. Pseudonymously processed information will not be subject to
some requirements, such as requests for disclosure, utilisation, or correction. In the event of a data
breach concerning pseudonymously processed information, reporting to the PIC will not be mandatory.
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One of the main goals of the bill is to address the increasing risks associated with cross-border data
transfers. Under the new provisions, data subjects should be informed about the details of any data
transfer to a third party located in a foreign country. The bill has also increased the criminal penalties,
such as the penalty for violating an order of the PIC (100 million yen; approx. €800,000). However,
administrative fines will not be introduced.
The bill is expected to enter into force no later than June 2022. The new rules will bring the APPI into
closer alignment with the EU’s data protection standards and strengthen Japan’s data protection regime.
H. Malaysia
On the legislative side, on 14 February 2020, a public consultation paper was released proposing
amendments to the Malaysian Personal Data Protection Act 2010, which currently regulates data
protection in Malaysia.[129] If adopted, the amendments would introduce significant changes to
Malaysia’s data protection regime, including: the obligatory appointment of a data protection officer,
mandatory breach reporting, the introduction of civil litigation against data users, the implementation of
technical and organisational measures such as data portability and privacy by design, and the broadening
of the Malaysian Personal Data Protection Act’s scope to data processors. Many of the proposed
amendments have been inspired by the GDPR and aim to bring the Malaysian regime closer to EU data
protection standards.
On 29 May 2020, the Department of Personal Data Protection (“PDP”) released advisory guidelines on
the handling of personal data by businesses under the Conditional Movement Control Order.[130] The
advisory guidelines highlight that only names, contact numbers, and the dates and times of attendance
can be collected from customers, and requires a clearly visible notice detailing the purpose of
collection. The PDP also advises that personal data should only be collected for informational purposes
and must be permanently deleted six months after the Control Order is terminated.
I. Singapore
As explained in the 2020 International Outlook and Review, Data protection in Singapore is currently
governed by the Personal Data Protection Act 2012 (“Singapore PDPA”).
The Personal Data Protection Commission (“PDPC”) conducted a review of the Singapore PDPA and,
on 14 May 2020, the PDPC released a joint statement with the Ministry of Communications and
Information announcing the launch of an online public consultation on a bill to amend the Singapore
PDPA and the Spam Control Act 2007 (“SCA”).[131]
On the basis of this, the proposed amendments to the Singapore PDPA to address Singapore’s evolving
digital economy needs, and related amendments to the SCA, were passed in Parliament on 2 November
2020.[132] The bill introduced several notable amendments, including mandatory data breach
notification requirements, enabling meaningful consent where necessary and providing consumers with
greater autonomy over their personal data through the incorporation of a data portability obligation.[133]
Moreover, the bill strengthened the enforcement powers of the PDPC.[134]
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Subsequently, on 20 November 2020, the PDPC issued the draft Advisory Guidelines on Key Provisions
of the Personal Data Protection (Amendment) Bill (“Draft Advisory Guidelines”).[135] The Draft
Advisory Guidelines provide clarifications on key provisions in the bill, covering, inter alia, the
framework for the collection, use, and disclosure of personal data, mandatory breach notification
requirements, financial penalties, and offences for mishandling personal data. The Draft Advisory
Guidelines will be finalised and published when the amendments to the Singapore PDPA come into
effect, i.e., upon their signing and publication in the Gazette, which is expected in early 2021.
J. South Korea
In January 2020, the National Assembly of the Republic of Korea adopted amendments (“Data 3 Act”)
to the Personal Information Protection Act 2011 (“PIPA”)[136] and to other main data protection
laws. The adoption of the Data 3 Act meant the implementation of a more streamlined approach to
personal data protection in South Korea. In addition, it is expected that these legislative changes will
facilitate the adequacy assessment under the GDPR and the adoption of an adequacy decision from the
European Commission.
The Data 3 Act aims to extend the powers of the Personal Information Protection Commission (“PIPC”),
which will be the supervisory authority for any data breaches. Data protection issues are currently
handled by several different agencies, but with the entry into force of the reforms these will now be
handled exclusively by the PIPC. In addition, the PIPC will have the competence to impose fines similar
to those provided under the GDPR.
The Data 3 Act introduced to the PIPA the concept of “pseudonymised information” (i.e., personal
information processed in a manner that cannot be used to identify an individual unless combined with
other information). Pseudonymised information may be processed without the consent of the data
subject for purposes of statistical compilation, scientific research, and record preservation for the public
interest.
Finally, it should be noted that the cross-border transfer of the personal data of Korean data subjects has
remained restricted as their consent is required prior to transferring their personal data abroad.
K. Thailand
As noted in the 2020 International Outlook and Review, the Personal Data Protection Act 2019
(“Thailand PDPA”), which is the first consolidated data protection law in Thailand, was originally
expected to come into full effect on 27 May 2020. However, in May 2020, the government of Thailand
approved a Royal Decree to postpone the application of the Thailand PDPA until 31 May 2021, citing
the negative effects of the COVID-19 pandemic as one of the main reasons for doing so.[137]
Subsequently, on 8 June 2020, the Ministry of Digital Economy and Society (“MDES”) issued a
statement on the Thailand PDPA’s postponement, noting that government agencies, and private and
public institutions, were not ready for the enforcement of the legislation.[138] This was followed by a
notice published by the MDES on 17 July 2020 for data controller requirements and security measures
to be implemented during the postponement period of the Thailand PDPA.[139]
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Reference must be made to the fact that the Thailand PDPA is largely modelled upon the GDPR,
containing many similar provisions, although they differ in areas such as anonymisation. Moreover, the
Thailand PDPA provides for the creation of the Personal Data Protection Committee (“PDPC”), which
is yet to be fully established. As such, the MDES is currently acting as the supervisory authority for any
data protection–related issues within Thailand. Once created, the PDPC is expected to adopt notices and
regulations to clarify and guide data controllers and other stakeholders on how to prepare for and remain
compliant with the requirements under the Thailand PDPA by 27 May 2021.
L. United Arab Emirates
On 19 November 2020, the Abu Dhabi Global Market (“ADGM”)[140] announced the issuance of a
public consultation on proposed new Data Protection Regulations 2020 amending the existing Data
Protection Regulations 2015.[141] The proposed draft aims at aligning the ADGM with certain
international standards, especially the GDPR,[142] and introduces, amongst other things, the following
elements: definitions, the principles of accountability and transparency, the processing of special
categories of data, individual rights, security obligations, and the notification of data breaches. The
proposed data protection framework is aimed to have a broad scope of application, including the
processing of personal data in the context of the activities of an establishment in ADGM, regardless of
whether the processing takes place in ADGM. In a similar vein, it will apply to natural persons, whatever
their nationality or place of residence, excluding cases where a data controller is only connected to
ADGM because it uses a data processor located inside the ADGM. In the latter case, the Proposed Data
Protection Framework would not apply to the data controller.[143]
On 1 July 2020, the Dubai International Financial Centre (the “DIFC”) published the Data Protection
Regulations, which entered into effect on the same date with the Data Protection Law No. 5 of
2020.[144] In particular, the Regulations comprise provisions regarding, in particular, the content and
format to be followed by personal data processing records, activities requiring data processing
notifications to the Data Protection Commissioner, conditions to transfer data outside of the DIFC, and
fines. Moreover, in September 2020, the DIFC became a fully accredited member of the Global Privacy
Assembly (“GPA”).[145]
M. Other Developments in Africa
Data protection authorities in Africa have generally been monitoring compliance with data protection
requirements, especially in the context of the COVID-19 pandemic. Moreover, Nigeria and other
African nations have developed a framework that aims to harmonise laws on data protection and the
digital economy.[146]
Egypt: On 17 July 2020, Resolution No. 151 of 2020 (“Egypt Data Protection Law”) was approved
and published in the official gazette, and within three months it came into force.[147] The Egypt Data
Protection Law governs the processing of personal data carried out electronically, in part or in full, and
gives to data subjects’ rights in relation to the processing of personal data. The key elements that the
law provides for are the following:
•

consent is the main legal basis for the processing of personal data;
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•

conditions and principles for data processing must be respected;

•

the Centre for the Protection of Personal Data is the regulatory body aiming to maintain
compliance with the Egypt Data Protection Law; and

•

activities covered include the processing of sensitive personal data, cross-border transfers,
electronic direct marketing practices, monetary penalties and criminal sanctions for violations of
the Egypt Data Protection Law itself.

Kenya:[148] The Information Technology Industry Council (“ITI”) announced, on 28 April 2020, that
it had submitted comments to the Office of the U.S. Trade Representative on the U.S. and Republic of
Kenya Trade Agreement negotiations. These comments include measures that should ensure protection
of personal data by taking into account best international practices for privacy and interoperability,
strengthen regulatory practices in emerging technologies such as artificial intelligence and machine
learning, and promote risk-based cybersecurity and vulnerability disclosure in alignment with
international standards.[149] The formal negotiations were launched in July 2020.[150]
Namibia: Namibia has not yet enacted a comprehensive data protection legislation. On 24 February
2020, the Council of Europe organised, in coordination with Namibia’s Ministry of Information and
Communication Technology, a two-day stakeholders’ consultation workshop on a draft data protection
bill for Namibia.[151] A draft of the bill is expected to be published in 2021.
Nigeria: In Nigeria, data privacy is currently protected by a comprehensive data protection regime
comprising a variety of laws, regulations, and guidelines. As underlined in a statement, issued on 27
January 2020 by the National Information Technology Development Agency (“NITDA”), the Nigeria
Data Protection Regulation concerns the use, collection, storage or transfer of personal data and intends
to provide a clear framework for data protection in Nigeria. However, pursuant to the Nigerian
Communications Commission, appropriate legal instruments must be put in place in order in order to
strengthen cybersecurity.[152]
The NITDA issued, on 17 May 2020, its Guidelines for Management of Personal Data by Public
Institutions in Nigeria.[153] On 20 August 2020, the NITDA had published the Draft Data Protection
Bill 2020 for public comments. The Draft Bill aims primarily to promote a code of practice that ensures
the protection of personal data and its lawful, fair and transparent process in accordance with the
principles set out in the Draft Bill while taking into account the legitimate interests of commercial
organisations as well as government security agencies. In addition, the Draft Bill provides for a Data
Protection Commissioner, an impartial, independent and effective regulatory authority.
South Africa:[154] In 2013, the Protection of Personal Information Act (“POPIA”) was signed into law
by the President of South Africa and the Information Regulator was established as the supervisory
authority. In June 2020, the President announced that certain essential remaining sections of POPIA
would commence to apply on 1 July 2020 and that, following a 12-month transition period, public and
private bodies would need to comply from 30 June 2021.
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In addition, on 3 April 2020, the South African Regulator published a guidance note on processing
personal information during the Coronavirus pandemic encouraging proactive compliance by
responsible parties when processing personal information belonging to COVID-19 cases and their
contacts.[155]
Togo: On 9 December 2020, the National Assembly announced that it had adopted a draft decree on the
organisation and functioning of the body for the protection of personal data, the IPDCP, which will have
a power of investigation and enforcement in order to support the government’s policy on personal data
protection.[156]
Rwanda: A final draft of the data protection bill was approved and published on 27 October 2020 by
the Office of the Prime Minister of the Republic of Rwanda.[157] The Bill includes provisions on data
subject rights, general rules for data collection and processing, and procedures for data activities, such
as transfers, sharing and retention.[158] Moreover, the Ministry of ICT and Innovation (MINICT)
published, on 5 May 2020, COVID-19 guidelines addressing cybersecurity measures.[159]
N. Other Developments in the Middle East
Whereas data protection was mainly provided for in sectoral regulations, privacy laws are progressively
emerging across the region.
Oman: On 12 July 2020, the State Council of the Sultanate of Oman announced that it had held
discussions on the draft law on the protection of personal data, which comprises in particular provisions
regarding the role of the Ministry of Technology and Communications, the responsibility to protect the
rights of personal data owners, and the obligations of controllers and processors, as well as the applicable
sanctions.[160] The State Council also announced on 10 September 2020 that it had discussed a draft
law of a new legislation dealing with cybersecurity. The Technology and Innovation Committee of the
State Council had approved in part the content of the draft law.
Pakistan: Data protection is still governed through sectoral legislation. However, the Ministry of
Information Technology and Telecommunication (“MOITT”) finalised the draft Personal Data
Protection Bill 2020 which was presented to the Cabinet of Pakistan for approval.[161] The bill, which
was introduced in April 2020, provides for the general requirements for personal data collection and
processing and contains several similar provisions to those found within GDPR, but is silent regarding
the right to data portability and does not require data controllers to notify data subjects of data
breaches. In addition, the MOITT adopted, on 18 November 2020, social media rules setting measures
and obligations applicable to social media and internet providers in order to prevent unlawful online
content and to protect national security.[162]
O. Other Developments in Southeast Asia
Throughout 2020, developments related to the data protection and cybersecurity landscape occurred in
certain other jurisdictions in the south-eastern subregion of Asia, including the following:
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Cambodia: While the country does not have a general personal data protection law or a data protection
authority, there have been recent legislative developments addressing relevant areas. In particular, a
draft cybercrime law is currently being prepared that would regulate Cambodia’s cyberspace and
security, aiming to prevent and combat cyber-related crimes.
Philippines: On 9 March 2020, the APEC Cross-Border Privacy Rules (“CBPR”) system Joint
Oversight Panel approved the Philippines’ application to join the APEC CBPR system. As such, the
Philippines becomes the ninth APEC economy to join the CBPR system.
The institutions in the Philippines have been particularly active in formulating data protection measures
and statements to address issues relating to the collection and processing of data in the wake of the
COVID-19 pandemic. On 1 June 2020, the Philippines created a task force in order to drive practical
responses to privacy issues emerging from the pandemic.
Vietnam: The data protection framework in Vietnam was fragmented, and relevant provisions can be
found in numerous laws. In 2020, the government of Vietnam issued Decree No. 15/2020/ND-CP,
providing for regulations on penalties for administrative offences in the sectors of post,
telecommunication, radio frequency, information technology, and electronic transactions, which is in
effect as of 15 April 2020. In February 2020, however, a draft personal data protection decree was
released, which has already undergone public consultation. The draft decree sets out principles of data
protection, including purpose limitation, data security, data subject rights, and the regulation of crossborder data transfers. Moreover, the draft decree contains provisions on obtaining consent of data
subjects, the technical measures needed to protect personal data, and the creation of a data protection
authority.
IV. Developments in Latin America and in the Caribbean Area
A. Brazil
The biggest data protection development in Brazil in 2020 was the entry into force of Law No. 13.709
of 14 August 2018, the General Personal Data Protection Law[163] (as amended by Law No.
13.853[164] of 8 July 2019) (“LGPD”) on 18 September 2020. The specific enforcement provisions of
the LGPD are expected to enter into force on 1 August 2021, further to an additional law passed in June
2020.
Compared to the EU’s GDPR, the LGPD shows both differences and similarities. The definitions of
“personal data” are very similar in both instruments, both having the goal of assuring a high level of
protection for any “information related to an identified or identifiable natural person”. Thus,
anonymised data falls expressly out of scope in the two jurisdictions, with a caveat on the Brazilian side
existing in the sense that if anonymised data is used to create or enhance the behavioural profiling of a
natural person, it may also be deemed as personal data, provided that the impacted person can be
identified in the process.
Both legislations apply to the processing of personal data carried out by both public and private entities,
online and offline. As for the territorial scope, the rules apply to organisations that are physically present
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in the EU and Brazil as well as to organisations that, although not located in those states/regions, may
offer goods or services there. When it comes to the handling of sensitive data, the LGPD sets forth a
narrower list of legal grounds that can be elected to legitimise the processing of such data, such as the
necessity to comply with a legal obligation, to protect the life and physical safety of the subject or a third
party, for the exercise of rights in contractual or judicial proceedings and for the prevention of fraud.
The LGPD offers ten legal grounds for processing of personal data, which are comparable to the ones
provided in the GDPR. In addition, the LGPD offers four additional grounds that may authorise the
processing of personal data, namely for the conduction of studies of research bodies, for the exercise of
rights in judicial, administrative, and arbitral proceedings, for the protection of health in procedures
conducted by health professionals and health entities, and for the protection of credit.
Both the LGPD and the GDPR expressly provide for a set of rights granted to data subjects with respect
to their personal data. Both norms recognise individuals’ right of access to their personal data, right to
be informed of processing activities based on their personal data, and rights of rectification and
erasure. Although the rights prescribed in both pieces of legislation are fairly similar, it could be argued
that the major element that sets both norms apart are the timeframes for responding to data subject
requests. While on the European side organisations must generally respond to requests within one month
of the receipt of a request, the LGPD is limited to a 15-day period for complying with access requests,
while requests for the exercise of other rights should be responded to immediately.
The role of data protection officers (“DPOs”) is fairly similar under both legislations. DPOs are legally
tasked with acting as a point of contact between the organisation they represent, the supervisory
authorities, and data subjects, as well as advising and orienting the organisation they represent with
regard to its data protection obligations. There are, however, two major differences between the
Brazilian and the EU rules concerning the position of DPOs. The first one is that the GDPR expressly
specifies instances where an organisation is required to appoint a DPO, while the LGPD makes no such
limitation, thus obliging virtually every organisation subject to its scope to appoint one. The second
difference is that, while the GDPR establishes the need for DPOs to be independent within the
organisational structure of their organisations and also to be provided with monetary and human
resources to fulfil their tasks, the LGPD does not provide such express guidance.
A significant difference between the two instruments is their enforcement. The legal structure of the
Brazilian supervisory authority lacks some traits of independence and autonomy when compared to the
structure provided for under the GDPR. However, the LGPD has introduced a number of sanctions that
can be imposed by the ANPD, such as public disclosure of a violation, erasure of personal data relating
to a violation, and even a temporary suspension of data processing activities. The entry into force of the
provisions of the LGPD governing administrative sanctions has been deferred to 1 August 2021.
On 23 September 2020, Bill 4695/2020,[165] seeking to protect the personal information of students
when using distance learning platforms, was introduced. The bill would require distance learning
platforms to follow data processing requirements provided by the LGPD and to, whenever possible, use
the technology without collecting and sharing personal and sensitive data, revealing racial origin,
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religious or political beliefs, or genetics of the users. Furthermore, the bill requires that processing of
personal data can only take place when prior and express consent has been obtained.
Finally, on 18 December 2020, the National Telecommunications Agency (“Anatel”) approved the
Cybersecurity Regulation[166] applied to the telecommunications sector. The regulation is intended to
promote cybersecurity in telecommunications networks and services and support ongoing supervision
of the market, infrastructures, and the adoption of proportional corrective measures. Moreover, the
regulation imposes an obligation on telecommunication providers to develop, maintain and implement a
detailed cybersecurity policy, which must include, inter alia, national and international norms, best
practices, risk mapping, incident response time and sharing and sending information to Anatel. The
regulation came into force on 4 January 2021.
B. Other Developments in South America
1. Argentina
On 28 January 2020, The Argentinian data protection authority (“AAIP”) issued a resolution[167]
against a telecommunication company for violations of Law No. 26.951 (“DNC Law”).[168] In
particular, the AAIP issued a fine of ARS 3,000,000 (approx. €45,000) for 248 charges relating to
violations of Article 7 of the DNC Law, which provides that those who advertise, offer, sell or give away
goods or services by means of telephone communications may not address any individual who is
registered in the “Do Not Call” registry.
On 6 June 2020, the AAIP imposed a fine[169] of ARS 280,000 (approx. €3,770) against a tech company
for violations of the Personal Data Protection Act No. 25.326 of 2000. In particular, the AAIP found
that the company did not allow a user to access their personal data in their email account and related
applications after changes to their passwords were made by an un-authorised third party.
2. Chile
On 1 June 2020, the Chilean Transparency Council (“CPLT”) announced that an audit of 12,000
purchase orders made by 86 organisations in the health sector had revealed some disclosures of sensitive
personal data of patients without their express consent.[170] Moreover, the CPLT highlighted that in
some cases the data had even been made public through online platforms. To remedy that, the CPLT
has offered technical support to the Chilean Ministry of Health.[171]
3. Colombia
On 26 November 2020, the Colombian data protection authority (“SIC”) announced that it had issued
an order[172] requiring a videoconference service provider (with no physical presence in Colombia) to
implement new measures guaranteeing the security of personal data of its users in Colombia. SIC
emphasised that the measures should be effective and meet the standards of data security required under
the Colombian Data Protection Law, and required the company to provide a certificate issued by an
independent data security expert. SIC’s order raise significant jurisdictional question, since the
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Colombian Data Protection Law does not apply to processing that occurs outside of Colombia (and there
was no allegation that any processing in violation of the Law occurred in Colombia).[172a]
Through 2020, SIC also imposed a number of fines on various companies for non-compliance with data
protection rules. Some of the biggest and most notorious fines were imposed on a health company[173]
and on financial institutions[174]
4. Mexico
Since the beginning of the COVID-19 pandemic, the Mexican data protection authority, the National
Institute of Transparency, Access to Information and Data Protection (“INAI”) began a series of actions
to provide information to the general public on how to protect their personal data and the guidelines for
data controllers on how to process personal and sensitive personal data.
Among these actions, it became imperative to announce to health-related data controllers, public and
private hospitals, to comply with their legal obligations as per the Mexican data protection laws, on how
to process personal data of patients diagnosed with COVID-19. This was especially the case because
Mexican data protection laws consider health-related data to be sensitive and thus require stronger
security measures.
One of the first actions by the Mexican data protection authority was that, on 29 March, 2020, it launched
a COVID-19 microsite[175] dedicated specifically to provide useful information and guidelines to
protect personal data and provide transparency during the pandemic. This microsite has been a useful
tool for both data subjects and data controllers to handle personal data processed as a result of the
COVID-19 pandemic.
On 2 April 2020, the INAI released a statement calling for the adoption of extreme precautions with
regard to personal data of COVID-19 patients.[176] Medical personnel handling such data must use
strict administrative, physical and technical safeguards to avoid any loss, destruction of improper
use. The INAI also recommended that only minimum necessary personal data is collected, and only for
purposes of preventing and containing the spread of the virus. This communication also speaks of the
responsibility that all data processors bear when handling personal data.
As the pandemic grew, on 13 July 2020, the INAI expressed its concerns on the deficiencies of the health
sector in the processing of personal data of COVID-19 patients. Francisco Javier Acuña Llamas, the
then President Commissioner of INAI, noted that data bases that contain COVID-19 patients must be
kept for a specific period of time and not indefinitely. He established that all data transferences of
sensitive personal data should be under the specificities of the Mexican data protection laws. He also
recognised that the Global Privacy Assembly, to be held in Mexico in 2021, should have at its core a
discussion of the impact of the pandemic.[177]
The pandemic brought a series of events that had not been taken into consideration on a regular basis,
because of the pandemic many companies allowed their employees to work from home. Because of this
development, on 8 April 2020, the INAI issued recommendations for the protection of personal data in
a home office environment. These guidelines highlighted the need to implement security measures that
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included only using computer equipment provided by the employer, not using public connections, using
only official communication sites to share information, and using passwords on all equipment used at
home for work-related activities.[178]
In Mexico this brought legislative changes to the Federal Labor Law[179] that now establishes how work
from home is to be regulated. These modifications to the law establish both the employers and
employees’ obligations when working from home. This comes to show how, due to the COVID-19
pandemic, a new normality is underway and will be here to stay.
This pandemic is far from over and it poses a challenge not only to the processing of sensitive personal
data, but also to the implementation of health check points in every public space or while working from
home. It has changed the way organisations protect their information from any loss or improper access
putting cybersecurity at the forefront for any organisation. It has changed the way organisations interact
with clients and how products or services are purchased, turning evermore to an online commerce
activity. This will bring challenges not only regarding companies’ operations, but also how companies
collect and process a data subjects’ information.
5. Uruguay
On 21 February 2020, the Council of Ministers adopted Decree No.64/020 on the Regulation of Articles
37-40 of Law No. 19.670 of 15 October 2018 and Article 12 of Law No. 18.331 of 8 November
2008.[180]
The Decree regulates new personal data protection obligations with major changes, including requiring
all database owners and data controllers to report security incidents involving personal data to the
Uruguayan data protection authority within a maximum of 72 hours. Reports must contain relevant
information relating to the security incident, including the actual or estimated date of the breach, the
nature of the personal data affected and possible impacts of the breach.
The Decree establishes the obligation to assess the impact of a breach when data processing involves
specially protected data, large volumes of personal data (i.e., data of over 35,000 persons) and
international data transfers to countries not offering an adequate level of protection. The Decree obliges
public entities, and private entities that focus on the processing of sensitive personal data or of large
volumes of data, to appoint a data protection officer.

[1] See
http://curia.europa.eu/juris/document/document.jsf;jsessionid=2BDC80771D0FB7EA8B6F60B9A3C4
F572?text=&docid=228677&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=20
032710.
[2] See, e.g., https://www.cnil.fr/en/invalidation-privacy-shield-cnil-and-its-counterparts-arecurrently-analysing-its-consequences (French CNIL); https://www.aepd.es/es/derechos-y-
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deberes/cumple-tus-deberes/medidas-de-cumplimiento/transferencias-internacionales/comunicadoprivacy-shield (Spanish AEPD).
[3] See https://edpb.europa.eu/sites/edpb/files/files/file1/20200724_edpb_faqoncjeuc31118.pdf.
[4] See https://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=684836.
[5] See https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2020/recommendations012020-measures-supplement-transfer_en.
[6] See
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_recommendations_202002_europeanessentialgu
aranteessurveillance_en.pdf.
[7] See https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12741-CommissionImplementing-Decision-on-standard-contractual-clauses-for-the-transfer-of-personal-data-to-thirdcountries.
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