March 19, 2021

CALIFORNIA’S PRIVACY LAWS CONTINUE TO TAKE FORM: NEW
REGULATIONS FOR CCPA AND APPOINTMENT OF CPPA MEMBERS
To Our Clients and Friends:
With the California Privacy Rights and Enforcement Act (“CPRA”) almost two years out from its
effective date of January 1, 2023, the California Consumer Privacy Act (“CCPA”) remains in effect—
but remains a moving target for businesses seeking to comply. On March 15, 2021, the California Office
of Administrative Law (“OAL”) approved additional regulations relating to the right to opt out of sale
of personal information; these changes are effective immediately. Even as these changes to the CCPA
took effect, California has begun preparing for enforcement of the CPRA: on March 17, 2021, California
announced the appointment of the inaugural five-member board for the California Privacy Protection
Agency (“CPPA”), which is empowered to draft regulations supporting to CPRA, and to enforce the
CPRA after it becomes effective.
Highlights of the New CCPA Regulations
Among the notable provisions in the new CCPA regulations are the following:
•

New “Do Not Sell My Personal Information” Icon (§ 999.306(f)). This new regulation permits
(but does not require) businesses that sell personal information (defined under the CCPA as the
disclosure of personal information to a third party “for monetary or other valuable
consideration”[1]) to provide consumers with the ability to opt-out of the sale of their personal
information by clicking the icon below. The icon, however, cannot replace the requirement to
post the notice of the right to opt-out and the “Do Not Sell My Personal Information” link at the
bottom of the business’s homepage.[2] Earlier drafts of the CCPA regulations contained
examples of similar icons that businesses could use, but they were omitted from the final version
of the regulations issued in August 2020.

•

Offline Opt-Out Notices Explained (§ 999.306(b)(3)). The new regulations explicitly require
offline businesses to inform consumers in an offline context of their right to opt-out and offer an
offline method to exercise such right, but the requirements are more flexible than that those that
apply to online platforms.[3] The regulations include the following examples for accomplishing
this offline notice requirement.
o

Notify consumers of their right to opt-out on the paper forms that collect the personal
information.[4]

•

•

o

Post signage in the area where the personal information is collected directing consumers
where to find opt-out information online.[5]

o

Inform consumers from whom personal information is collected over the phone during
the call of their opt-out right.[6]

Mechanisms to Submit Opt-Out Requests Clarified (§ 999.306(h)). This new regulation
provides that methods to submit opt-out requests should be “easy to execute and shall require
minimal steps.”[7] Businesses are explicitly prohibited from using a method “that is designed
with the purpose or has the substantial effect of subverting or impairing a consumer’s choice to
opt-out.” The regulations include the following examples:
o

The opt-out process cannot require more steps than the process to opt-in to the sale of
personal information after having previously opted out or use confusing language,
including double negatives (i.e., “Don’t Not Sell My Personal Information”).[8]

o

Businesses cannot require consumers to scroll through a privacy policy (or similar
document) to locate the mechanism for submitting a request after clicking on the “Do Not
Sell My Personal Information” link. Businesses also generally cannot require consumers
to click through or listen to reasons why they should not opt-out before confirming their
request.

o

Consumers cannot be required to provide personal information that is not necessary to
implement the request (which is in addition to the August 2020 regulations’ prohibition
against requiring consumers to provide additional personal information not previously
collected by the business).

Verifying Authorized Agents to Exercise Consumer Requests (§ 999.326(a)). The CCPA
creates a mechanism by which an authorized agent may submit personal information-related
requests on behalf of a consumer, provided the agent is registered with the Secretary of State to
conduct business in California. The March 2021 regulations amended Section 999.326 to provide
that businesses may require the authorized agent to provide proof that the consumer gave the
agent permission to submit a request to know or delete the personal information about the
consumer collected by the business. However, the new regulations do not affect a business’s
ability to require consumers to verify their own identity directly with the business or confirm that
they provided the authorized agent permission to submit the request.[9]

California Privacy Protection Agency Members Announced
The CPRA established the CPPA, which is “vested with full administrative power, authority, and
jurisdiction to implement and enforce [along with the Attorney General]” the CPRA
(Section 1798.199.10(a)).[10] The Agency will consist of five members, appointed by the Governor
(who appoints the Chair and one other member), the Attorney General, the Senate Rules Committee, and
the Speaker of the Assembly (each of whom appoints one member).
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This week, Governor Gavin Newsom, Attorney General Xavier Becerra, Senate President pro Tempore
Toni Atkins, and Assembly Speaker Anthony Rendon announced their choices for the members of the
California Privacy Protection Agency. Their choices span across academia, private practice, and
nonprofits. Newsom appointed Jennifer M. Urban, Clinical Professor of Law and Director of Policy
Initiatives for the Samuelson Law, Technology, and Public Policy Clinic at the University of California,
Berkeley School of Law, as Chair of the state agency. Newsom designated John Christopher Thompson,
Senior Vice President of Government Relations at LA 2028. Becerra appointed Angela Sierra, who
recently served as Chief Assistant Attorney General of the Public Rights Division. Atkins appointed
Lydia de la Torre, professor at Santa Clara University Law School, where she has taught privacy law
and co-directed the Santa Clara Law Privacy Certificate Program. Rendon appointed Vinhcent Le,
Technology Equity attorney at the Greenlining Institute, focusing on consumer privacy, closing the
digital divide, and preventing algorithmic bias.
These members are tasked with—among other things—drafting CPRA regulations by July 2022, and
enforcing the CPRA when it takes effect in January 2023.
We will continue to monitor the development of the CCPA, the CPRA, and other notable state privacy
laws and regulations.
_______________________
[1] Cal Civ. Code § 1798.140(t)(1).
[2] Cal Civ. Code § 1798.135.
[3] Cal. Code Regs. Tit. 11, Div. 1, Chap. 20 § 999.306(b)(3).
[4] Cal. Code Regs. Tit. 11, Div. 1, Chap. 20 § 999.306(b)(3)(a).
[5] Id.
[6] Cal. Code Regs. Tit. 11, Div. 1, Chap. 20 § 999.306(b)(3)(b).
[7] Cal. Code Regs. Tit. 11, Div. 1, Chap. 20 § 999.306(h).
[8] Cal. Code Regs. Tit. 11, Div. 1, Chap. 20 § 999.306(h)(a).
[9] Cal. Code Regs. Tit. 11, Div. 1, Chap. 20 § 999.326(a)(1)-(2).
[10]
For more information on the CPPA, please refer to our previous alert:
https://www.gibsondunn.com/potential-impact-of-the-upcoming-voter-initiative-the-california-privacyrights-act/.
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