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To Our Clients and Friends:  

Personal Data Watch 

Europe 

03/30/2021 – European Commission | Republic of Korea’s adequacy 

The European Commission announced that it will proceed with launching a decision-making 
procedure with a view to having an adequacy decision adopted for the Republic of Korea as soon 
as possible in the coming months. 

This involves obtaining an opinion from the European Data Protection Board and the green light from a 
committee composed of representatives of the EU Member States. Once this procedure will be 
completed, the Commission will adopt the adequacy decision on the Republic of Korea. 

For further information: Press Release 

 

03/25/2021 – European Parliament | Resolution | GDPR enforcement  
 
The European Parliament calls for improved implementation and enforcement of the GDPR.  
  
For further information: Press Release 

 

03/22/2021 – European Union Agency for Cybersecurity | Technical Guideline  
 
The European Union Agency for Cybersecurity (ENISA) published a Technical Guidelines on 
Incident Reporting under the European Electronic Communications Code. 

For further information: ENISA website 

 

https://ec.europa.eu/commission/presscorner/detail/en/statement_21_1506
https://www.europarl.europa.eu/news/en/press-room/20210322IPR00527/parliament-calls-for-improved-implementation-and-enforcement-of-the-gdpr
https://www.enisa.europa.eu/publications/enisa-technical-guideline-on-incident-reporting-under-the-eecc
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03/19/2021 – European Union Agency for Cybersecurity | Report | Microsoft Exchange vulnerabilities 

The European Union Agency for Cybersecurity (ENISA) published a report relating to Microsoft 
Exchange vulnerabilities following active exploitation that has been observed on on-premises 
running Microsoft Exchange installations. 

For further information: Press Release; ENISA situational report 

 

03/18/2021 – European Data Protection Supervisor | Formal Comments | European Health Union 
Package 

The European Data Protection Supervisor published its Formal Comments, dated 4 March 2021, 
on a package of three legislative proposals for a European Health Union. 

For further information: Press Release; EDPS Formal Comments 

 

03/16/2021 – European Data Protection Board | Work Programme 2021/2022 

The European Data Protection Board (EDPB) published its Work Programme for 2021/2022 in 
which it lists Guidelines and other documents it intends to adopt. 

The EDPB based its upcoming work on four pillars: (i) advancing harmonization and facilitating 
compliance; (ii) supporting effective enforcement and efficient cooperation between national 
supervisory authorities; (iii) a fundamental rights approach to new technologies; and (iv) the global 
dimension. 

For further information: EDPB Work Programme 2021/2022 

 

03/11/2021 – European Data Protection Supervisor | Opinion | Proposal for a NIS 2.0 Directive 

The European Data Protection Supervisor (EDPS) published its Opinion 5/2021 on the 
Cybersecurity Strategy and the NIS 2.0 Directive.  

In its Opinion, the EDPS welcomes the “Proposal for a NIS 2.0 Directive” which aims to replace the 
existing Directive on security of network and information systems. 

For further information: Press Release; EDPS Opinion 5/2021 

 

https://www.enisa.europa.eu/news/enisa-news/statement-on-microsoft-exchange-vulnerabilities
https://www.enisa.europa.eu/publications/situational-report-on-microsoft-exchange-vulnerabilities
https://edps.europa.eu/press-publications/press-news/news_en?page=0#news_6406
https://edps.europa.eu/system/files/2021-03/21-03-04_edps_formal_comments_on_reinforced_role_ema_en_0.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_workprogramme_2021-2022_en.pdf
https://edps.europa.eu/press-publications/press-news/press-releases/2021/edps-welcomes-eu-cybersecurity-update_en
https://edps.europa.eu/system/files/2021-03/21-03-11_edps_nis2-opinion_en.pdf
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03/10/2021 – European Data Protection Board & European Data Protection Supervisor | Joint Opinion | 
Data Governance Act 

The European Data Protection Board and the European Data Protection Supervisor adopted a 
joint opinion on the proposal for a Data Governance Act (DGA). 

For further information: EDPB Press Release; EDPS Press Release; EDPB-EDPS Joint Opinion 03/2021 

 

03/09/2021 – European Data Protection Board | Letter | Cloud services cybersecurity  
 
The European Data Protection Board sent a letter to the European Union Agency for 
Cybersecurity (ENISA) providing recommendations on the draft cloud services cybersecurity 
scheme. 

For further information: EDPB letter to ENISA 

 

03/09/2021 – European Data Protection Board | Guidelines | Final versions 

After public consultation, the EDPB adopted the final versions of (i) Guidelines 01/2020 on 
processing personal data in the context of connected vehicles and mobility related applications and 
(ii) Guidelines 09/2020 on relevant and reasoned objection under GDPR. 

For further information: EDPB Guidelines 01/2020 adopted after public consultation; EDPB Guidelines 
09/2020 adopted after public consultation 

 

03/09/2021 – European Data Protection Board | Guidelines | Virtual Voice Assistants 

The EDPB adopted Guidelines on Virtual Voice Assistants which are opened for comments until 
23 April 2021. 

For further information: EDPB Guidelines 02/2021 

 

03/09/2021 – European Data Protection Board | Statement | ePrivacy Regulation 

The European Data Protection Board (EDPB) adopted a Statement on the ePrivacy Regulation.  
It welcomes the agreed negotiation mandate adopted by the Council on 10 February 2021, but noted that 
this Regulation should complement the GDPR and not de facto change it. 

https://edpb.europa.eu/news/news/2021/edpb-edps-adopt-joint-opinion-data-governance-act-dga_fr
https://edps.europa.eu/press-publications/press-news/press-releases/2021/edpb-edps-adopt-joint-opinion-data-governance-act_en
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb-edps_joint_opinion_dga_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/letteredpbtoenisa_feedbackooneucsscheme.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_202001_connected_vehicles_v2.0_adopted_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_202009_rro_final_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_202009_rro_final_en.pdf
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_022021_virtual_voice_assistants_adopted-public-consultation_en.pdf
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For further information: EDPB Statement 03/2021 

 

03/08/2021 – European Data Protection Supervisor | Opinion | Europol Regulation 

The European Data Protection Supervisor published its Opinion on the proposal for amendment 
of the Europol Regulation, which aims, in particular, to broaden the scope of Europol’s mandate. 

For further information: Press Release; EDPS Opinion 4/2021 

 

Belgium 

03/16/2021 – Belgian Supervisory Authority | Tools | Compliance 

The Belgian Supervisory Authority announced that it has released a set of new tools to help 
controllers, processors and Data Protection Officers with GDPR compliance. 

For further information: APD website (in French) 

 

Czech Republic 

03/05/2021 – Czech Supervisory Authority | Statement | Covid-19 employees testing 

The Czech Supervisory Authority published a statement, updated on 26 March 2021, relating to 
the conditions under which employers can conduct data processing to comply with their obligation 
to test their employees with Covid-19. 

For further information: UOOU website (in Czech)  

 

France 

03/22/2021 – French Supervisory Authority | Data breach notification 

Following the fire which took place in an OVH data center in Strasbourg, the French Supervisory 
Authority published a reminder on the obligations regarding data breach notifications. 

For further information: CNIL website (in French) 

 

https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_032021_eprivacy_regulation_en.pdf
https://edps.europa.eu/system/files/2021-03/EDPS-2021-04-Europol-mandate-review_EN.pdf
https://edps.europa.eu/system/files/2021-03/21-03-08_opinion_europol_reform_en.pdf
https://www.autoriteprotectiondonnees.be/citoyen/actualites/2021/03/16/l-apd-developpe-de-nouveaux-documents-et-outils-pratiques
https://www.uoou.cz/vismo/dokumenty2.asp?id_org=200144&id=48835
https://www.cnil.fr/fr/incendie-ovh-faut-il-notifier-la-cnil
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03/18/2021 – French Supervisory Authority | Q&A | Cookies  
 
The French Supervisory Authority published a Q&A with more than 30 questions addressing 
practical issues related to the implementation of its Guidelines and Recommendations on cookies. 

For further information: CNIL website (in French) 

 

03/17/2021 – French Supervisory Authority | Investigation | Social network 

The French Supervisory Authority opened an investigation against an audio social network 
(Clubhouse). 

For further information: CNIL website (in French) 

 

03/08/2021 – French Supervisory Authority | Evaluation program | Audience measurement tools 

The French Supervisory Authority (CNIL) is inviting any provider of audience measurement tools 
to submit its tool to the CNIL’s evaluation of the consent exemption before 30 June 2021. 

A specific form, with proper documentation, should be submitted to the CNIL. If the tool is “validated” 
by the CNIL, the tool will be referred to on the CNIL’s website and the provider will be able to display 
on the tool’s page that it has participated to the evaluation program proposed by the CNIL and is therefore 
in capacity to offer a tool exempted from the consent requirement in accordance with the guidelines 
issued by the CNIL. 

For further information: CNIL website (in French) 

 

03/02/2021 – French Supervisory Authority | Focus for 2021  
 
The French Supervisory Authority (CNIL) published its priority topics for the investigations that 
it will conduct in 2021. 

In particular, the CNIL will focus on: (i) cybersecurity of websites; (ii) security of health data; and (iii) 
compliance with the principles applicable to cookies and other trackers. 

For further information: CNIL website (in French) 

 

https://www.cnil.fr/fr/questions-reponses-lignes-directrices-modificatives-et-recommandation-cookies-traceurs
https://www.cnil.fr/fr/la-cnil-ouvre-une-enquete-sur-lapplication-clubhouse
https://www.cnil.fr/fr/solutions-de-mesure-daudience-exemptees-de-consentement-la-cnil-lance-un-programme-devaluation
https://www.cnil.fr/fr/cybersecurite-donnees-de-sante-cookies-les-thematiques-prioritaires-de-controle-en-2021
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Germany 

03/26/2021 – German Data Protection Conference | Opinion | COVID-19 contact tracing technologies 
 
The German Data Protection Conference (DSK) published an opinion regarding the importance 
of compliance with data protection principles when developing COVID-19 contact tracing 
solutions. 

In particular, the DSK criticized that there are no uniform, national regulations for digital contact tracing 
and emphasized that the principle of data minimization should always be adhered to when developing 
contact tracing technologies. 

For further information: DSK website (in German) 

 

03/25/2021 – German Federal Commissioner for Data Protection and Freedom of Information | Annual 
report 
 
The German Federal Commissioner for Data Protection and Freedom of Information (BfDI) 
published the annual activity report for data protection and freedom of information highlighting 
the 2020 activities of the BfDI. 

For further information: BfDI website (in German) 

 

03/16/2021 – German Federal Office for Information Security | Standard | Video conferencing 

The Federal Office for Information Security (BSI) launched, on 16 March 2021, a public 
consultation on a draft of minimum standards for securing video conferencing services. 

For further information: BSI website (in German) 

 

03/10/2021 – Baden-Württemberg Supervisory Authority | Sanction | Accountability 

The Baden-Württemberg Supervisory Authority imposed a fine of €300,000 against a German 
soccer club for a breach of the accountability principle provided by the GDPR. 

For further information: Press Release (in German) 

 

https://www.datenschutzkonferenz-online.de/media/st/20210329_DSK_Stellungnahme.pdf
https://www.bfdi.bund.de/DE/Infothek/Pressemitteilungen/2021/07_29-T%C3%A4tigkeitsbericht.html
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2021/210316_Mindeststandards-Videokonferenzen.html
https://www.baden-wuerttemberg.datenschutz.de/vfb-stuttgart-bussgeld-erlassen/
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Ireland 

03/17/2021 – Irish Supervisory Authority | Correspondence | Schrems II 

The Irish Supervisory Authority (DPC) published its correspondence with the Committee on Civil 
Liberties, Justice and Home Affairs of the European Parliament (LIBE) in relation to two draft 
resolutions regarding the Schrems II case proceeding. 

For further information: DPC website 

 

Italy 

03/11/2021 – Italian Supervisory Authority | Sanction | Adequate technical and organization measures 

The Italian Supervisory Authority (Garante) issued a fine of €350,000 against the City of Rome 
and a fine of €60,000 against its processor, for failing to implement adequate technical and 
organizational measures when processing personal data of citizens and carrying out the processing 
without appropriate legal basis. 

For further information: Garante decision against the City of Rome (in Italian); Garante decision against 
the City of Rome's processor (in Italian) 

 

03/11/2021 – Italian Supervisory Authority | Sanction | Unlawful disclosure and DPO designation 

The Italian Supervisory Authority issued a fine of €75,000 against the Ministry of Economic 
Development for not appointing a data protection officer and having unlawfully disclosed on its 
website the resumes of more than 5,000 individuals. 

For further information: Garante website (in Italian) 

 

03/01/2021 – Italian Supervisory Authority | Statement | Covid-19 vaccination pass 

The Italian Supervisory Authority announced that, in the absence of a legislative framework, the 
use in any form, by public or private entities providing services to the public, of apps or passes 
intended to distinguish vaccinated citizens from unavaccinated citizens against Covid-19 is to be 
considered illegitimate.  

For further information: Garante website (in Italian) 

 

https://www.dataprotection.ie/en/news-media/latest-news/dpc-correspondence-libe-committee
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9562852
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9562831
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9562831
https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/9556705#1
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9550331
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Netherlands 

03/31/2021 – Dutch Supervisory Authority | Sanction | Data breach notification  
 
The Dutch Supervisory Authority published its decision, dated 10 December 2020, imposing a fine 
of €475,000 on a hotel booking website for late notification (delay of 22 days) of a data breach that 
affected more than 4,000 individuals. 

For further information: AP website (in Dutch); AP decision (in Dutch) 

 

Norway 

03/08/2021 – Norwegian Supervisory Authority | Sanction | CCTV 

The Norwegian Supervisory Authority imposed a fine of NOK 150,000 (approx. €14,700) against 
an electricity provider for installing a camera on the top of its building and broadcasting the 
images live on Internet, without having a legal basis to do so. 

For further information: Datatilsynet website (in Norwegian); Datatilsynet decision (in Norwegian) 

 

Poland 

03/04/2021 – Polish Supervisory Authority | Sanction | Data breach notification  
 
The Polish Supervisory Authority published a sanction, dated 11 January 2021, imposing a fine of 
PLN 136,000 (approx. €30,000) against a company for failure to report a data breach. 

For further information: UODO website (in Polish); UODO decision (in Polish) 

 

Spain 

03/18/2021 – Spanish Supervisory Authority | Sanction | Data breach notification 

The Spanish Supervisory Authority (AEPD) issued a fine of €600,000 against an airline company, 
for late notification (delay of 41 days) of a data breach of 1,5 million data records. 

For further information: AEPD resolution (in Spanish) 

 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/boete-bookingcom-voor-te-laat-melden-datalek
https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/besluit_boete_booking.pdf
https://www.datatilsynet.no/aktuelt/aktuelle-nyheter-2021/dragefossen-as-far-gebyr/
https://www.datatilsynet.no/contentassets/bb8618c1ce604468b3b478676bf196c5/vedtak-om-overtredelsesgebyr---dragefossen-as.pdf
https://uodo.gov.pl/pl/138/1944
https://www.uodo.gov.pl/decyzje/DKN.5131.7.2020
https://www.aepd.es/es/documento/ps-00179-2020.pdf
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03/11/2021 – Spanish Supervisory Authority | Sanction | Various GDPR non- compliances 
 
The Spanish Supervisory Authority (AEPD) pronounced a fine of €8.15 million against a 
telecommunications operator for various GDPR non-compliances (e.g., transfers outside the EU 
without sufficient safeguards; no cross-reference of the numbers registered on the national “Do-
Not-Call” register). 

For further information: AEPD resolution (in Spanish) 

 

03/09/2021 – Spanish Supervisory Authority | Appeal against a decision 

The Spanish Supervisory Authority issued a decision by which it upheld the appeal filled by a 
social network fined for breaching the rules on cookies.   

For further information: AEPD resolution (in Spanish) 

 

03/09/2021 – Spanish Supervisory Authority | Sanction | Scoring  
 
The Spanish Supervisory Authority imposed a fine of €50,000 against a credit scoring company 
for processing data related to individual’s assets solvency and credits, without informing them and 
with no legitimate purpose. 

For further information: AEPD resolution (in Spanish) 

 

United Kingdom 

03/23/2021 – UK communications regulator & UK Supervisory Authority | Joint plan | Nuisance calls 
and messages 

The UK Office of Communications (Ofcom) published the updated 2021 joint action plan for 
nuisance and messages elaborated with the UK Supervisory Authority. 

For further information: Press Release; Ofcom and ICO 2021 Joint plan 

 

03/05/2021 – UK Supervisory Authority | Sanctions | Nuisance messages  
 
The UK Supervisory Authority imposed fines totaling £330,000 (approx. €385,000) against two 
companies that sent nuisance text messages during the Covid-19 pandemic. 

https://www.aepd.es/es/documento/ps-00059-2020.pdf
https://www.aepd.es/es/documento/reposicion-ps-00299-2019.pdf
https://www.aepd.es/es/documento/ps-00406-2020.pdf
https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/tackling-nuisance-calls
https://www.ofcom.org.uk/__data/assets/pdf_file/0025/216439/nuisance-calls-joint-action-plan-2021.pdf
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For further information: ICO website 

 

03/02/2021 – UK Supervisory Authority | Reminder | Children’s Code  
 
The UK Supervisory Authority published an article where it urges businesses to comply with the 
Children’s Code as it comes into force within 6 months. 

For further information: ICO website 

 

This newsletter has been prepared by the EU Privacy team of Gibson Dunn. For further information, 
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Penny Madden – Partner, London (pmadden@gibsondunn.com) 
Michael Walther – Partner, Munich (mwalther@gibsondunn.com) 

Kai Gesing – Partner, Munich (kgesing@gibsondunn.com) 
Alejandro Guerrero – Of counsel, Brussels (aguerrero@gibsondunn.com) 

Vera Lukic – Of counsel, Paris (vlukic@gibsondunn.com) 
Sarah Wazen – Of counsel, London (swazen@gibsondunn.com) 

Adélaïde Cassanet – Associate, Paris (acassanet@gibsondunn.com) 
Selina Grün – Associate, Munich (sgruen@gibsondunn.com) 

Clémence Pugnet – Associate, Paris (cpugnet@gibsondunn.com) 
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