
 

 

 

Supreme Court Narrows Scope Of Computer 
Fraud and Abuse Act, Holding It Does Not 
Prohibit Accessing Otherwise Available 
Information For An Improper Purpose  

Van Buren v. United States,  
No. 19-783  Decided June 3, 2021 

  
 

Today, the Supreme Court held 6-3 that the Computer Fraud 
and Abuse Act does not cover obtaining information for an 
improper purpose if the user is otherwise authorized to 
access that information. 

Background: 
The Computer Fraud and Abuse Act of 1986 (CFAA) creates 
criminal and civil liability for “[w]hoever . . . intentionally accesses a 
computer without authorization or exceeds authorized access, and 
thereby obtains . . . information.” 18 U.S.C. § 1030(a)(2). The 
phrase “exceeds authorized access” means “to access a computer 
with authorization and to use such access to obtain or alter 
information in the computer that the accesser is not entitled so to 
obtain or alter.” Id. § 1030(e)(6). 

Van Buren, a police officer, used his access to a law-enforcement 
database to run an unauthorized license-plate search in exchange 
for money, and was charged under the CFAA. The Eleventh Circuit, 
applying a broad view of the CFAA, held that Van Buren had 
exceeded his authorized access because he accessed the database 
for an improper purpose, in violation of his department’s policies.  

The Supreme Court granted certiorari to resolve the split between 
the narrow approach of the Second, Fourth, and Ninth Circuits, 
which hold that a person “exceeds authorized access” only if he 
accesses information on a computer that he is prohibited from 
accessing, and the broader approach of the First, Fifth, Seventh,  
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and Eleventh Circuits, which hold that a person “exceeds authorized 
access” if he accesses otherwise available information for an 
unauthorized purpose.     

Issue:  
Whether a person who is authorized to access information on a 
computer for certain purposes violates the CFAA if he accesses the 
same information for an unauthorized purpose.  

Court's Holding:  
No. The CFAA proscribes only obtaining information from 
computers, files, folders, or databases that a person is not authorized to access. It does not create 
liability for those who, like Van Buren, obtain information otherwise available to them for an 
unauthorized purpose.   

What It Means: 

o By holding that the CFAA does not prohibit accessing otherwise-available information for an 
improper purpose, today’s decision clarifies that day-to-day violations of computer-use 
policies, such as using an employer-provided electronic device for a non-business purpose in 
violation of workplace rules, or using a pseudonym on a social media website in violation of 
the site’s terms and conditions, do not in and of themselves give rise to liability under the 
CFAA.  

o The Court explained that section 1030(a)(2)’s “exceeds authorized access” clause targets 
“inside hackers”—“those who access a computer with permission, but then exceed the 
parameters of authorized access by entering an area of the computer to which that 
authorization does not extend,” whereas the “without authorization” clause targets “outside 
hackers”—those who “access a computer without any permission at all.” The Court held that 
liability under both clauses turns on “a gates-up-or-down inquiry”—“one either can or cannot 
access a computer system, and one either can or cannot access certain areas within the 
system”—rejecting the Government’s view that the “exceeds authorized access” inquiry 
depends on the facts and circumstances.  

o The Court specifically left open the question of whether the scope of authorization turns only 
on technological or code-based restrictions on access or violations of contractual terms 
alone may give rise to liability under the CFAA. Nonetheless, the Court’s reasoning suggests 
that a user violating terms-of-service or other policy restrictions alone likely does not exceed 
authorized access under the CFAA.  

 

 
 

 



The Court's opinion is available here.  
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