September 10, 2021

CHINA PASSES THE PERSONAL INFORMATION PROTECTION LAW, TO
TAKE EFFECT ON NOVEMBER 1
To Our Clients and Friends:
On August 20, 2021, the Standing Committee of China’s National People’s Congress passed the Personal
Information Protection Law (“PIPL”), which will take effect on November 1, 2021. We previously
reported on this development here, when the law was in draft form. An unofficial translation of the newly
enacted PIPL is available here and the Mandarin version of the PIPL is available here.[1]
The PIPL applies to “personal information processing entities (“PIPEs”),” defined as “an organisation
or individual that independently determines the purposes and means for processing of personal
information.” (Article 73). The PIPL defines “personal information” broadly as “various types of
electronic or otherwise recorded information relating to an identified or identifiable natural person,”
excluding anonymized information, and defines “processing” as “the collection, storage, use, refining,
transmission, provision, public disclosure or deletion of personal information.” (Article 4).
The PIPL shares many similarities with the EU’s General Data Protection Regulation (the “GDPR”),
including its extraterritorial reach, restrictions on data transfer, compliance obligations and sanctions for
non-compliance, amongst others. The PIPL raises some concerns for companies that conduct business
in China, even where such companies’ data processing activities take place outside of China, and the
consequences for failing to comply could potentially include monetary penalties and companies being
placed on a government blacklist.
Below, we describe the companies subject to the PIPL, key features of the PIPL, and highlight critical
issues for companies operating in China in light of this important legislative development.
I. Which Companies are Subject to PIPL?
•

The PIPL applies to cross-border transmission of personal information and applies
extraterritorially. Where PIPEs transmit personal information to entities outside China, they
must inform the data subjects of the transfer, obtain their specific consent to the transfer, and
ensure that the data recipients satisfy standards of personal information protection similar to those
in the PIPL.The PIPL applies to organisations operating in China, as well as to foreign
organisations and individuals processing personal information outside China in any one of the
following circumstances: (1) the organisation collects and processes personal data for the
purpose of providing products or services to natural persons in China; (2) the data will be used
in analysing and evaluating the behaviour of natural persons in China; or (3) under other
unspecified “circumstances stipulated by laws and administrative regulations” (Article 3). This
is an important similarity between the PIPL and GDPR, as the GDPR’s data protection
obligations apply to non-EU data controllers and processors that track, analyze and handle data
from visitors within the EU. Similarly, under the PIPL, a foreign receiving party must comply

with the PIPL’s standard of personal information protection if it handles personal information
from natural persons located in China.
•

The PIPL gives the Chinese government broad authority in processing personal information.
State organisations may process personal information to fulfil statutory duties, but may not
process the data in a way that exceeds the scope necessary to fulfil these statutory duties
(Article 34). Personal information processed by state organisations must be stored within China
(Article 36).

II. Key Features of PIPL
•

The PIPL establishes guiding principles on protection of personal information. According to
the PIPL, processing of personal information should have a “clear and reasonable purpose” and
should be directly related to that purpose (Article 6). The PIPL requires that the collection of
personal information be minimized and not excessive (Article 6), and requires PIPEs to ensure
the security of personal information (Articles 8-9). To that end, the PIPL imposes a number of
compliance obligations on PIPEs, including requiring PIPEs to establish policies and procedures
on personal information protection, implement technological solutions to ensure data security,
and carry out risk assessments prior to engaging in certain processing activities (Articles 51 –
59).

•

The PIPL adopts a risk-based approach, imposing heightened compliance obligations in
specified high-risk scenarios. For instance, PIPEs whose processing volume exceeds a yet-tobe-specified threshold must designate a personal information protection officer responsible for
supervising the processing of personal data (Article 52). PIPEs operating “internet platforms”
that have a “very large” number of users must engage an external, independent entity to monitor
compliance with personal information protection obligations, and regularly publish “social
responsibility reports” on the status of their personal information protection efforts
(Article 58).The law mandates additional protections for “sensitive personal information,”
broadly defined as personal information that, once disclosed or used in an illegal manner, could
infringe on the personal dignity of natural persons or harm persons or property (Article 28).
“Sensitive personal information” includes biometrics, religious information, special status,
medical information, financial account, location information, and personal information of minors
under the age of 14 (Article 28). When processing “sensitive personal information,” according to
the PIPL, PIPEs must only use information necessary to achieve the specified purpose of the
collection, adopt strict protective measures, and obtain the data subjects’ specific consent
(Article 28-29).

•

The PIPL creates legal rights for data subjects. According to the new law, PIPEs may process
personal information only after obtaining fully informed consent in a voluntary and explicit
statement, although the law does not provide additional details regarding the required format of
this consent. The law also sets forth certain situations where obtaining consent is unnecessary,
including where necessary to fulfil statutory duties and responsibilities or statutory obligations,
or when handling personal information within a reasonable scope to implement news reporting,
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public opinion supervision and other such activities for the public interest (Articles 13-14, 17).
Where consent is required, PIPEs should obtain a new consent where it changes the purpose or
method of personal information processing after the initial collection (Article 14). The law also
requires PIPEs to provide a convenient way for individuals to withdraw their consent (Article
15), and mandates that PIPEs keep the personal information only for the shortest period of time
necessary to achieve the original purpose of the collection (Article 19).If PIPEs use computer
algorithms to engage in “automated decision making” based on individuals’ data, the PIPEs are
required to be transparent and fair in the decision making, and are prohibited from using
automated decision making to engaging in “unreasonably discriminatory” pricing practices
(Article 24, 73). “Automated decision-making” is defined as the activity of using computer
programs to automatically analyze or assess personal behaviours, habits, interests, or hobbies, or
financial, health, credit, or other status, and make decisions based thereupon
(Article 73(2)).When individuals’ rights are significantly impacted by PIPEs’ automated decision
making, individuals can demand PIPEs to explain the decision making and decline automated
decision making (Article 24).
III. Potential Issues for Companies Operating in China
The passage of the PIPL and the uncertainty surrounding many aspects of the law creates a number of
potential issues and concerns for companies operating in China. These include the following:
•

Foreign organisations may be subject to the PIPL’s regulatory requirements. The PIPL applies
to data processing activities, even where those activities take place outside of China, provided
they are carried out for the purpose of conducting business in China or evaluating individuals’
behavior in the country. The law is currently silent on how close the nexus must be between the
data processing and Chinese business activities. The law also mandates that data processing
activities taking place outside of China are subject to the PIPL under “other circumstances
stipulated by laws and administrative regulations.” At present there is no guidance as to what
these circumstances will be.Foreign organisations subject to the PIPL will need to comply with
requirements including security assessments, assigning local representatives to oversee data
processing, and reporting to supervisory agencies in China, though the exact parameters of these
requirements remain unclear (Articles 51–58).

•

The PIPL creates penalties for organisations that fail to fulfil their obligations to protect
personal information (Article 66). These penalties include disgorgement of profits and
provisional suspension or termination of electronic applications used by PIPEs to conduct the
unlawful collection or processing. Companies and individuals may be subject to a fine of not
more than 1 million RMB (approximately $154,378.20) where they fail to remediate conduct
found to be in violation of the PIPL, with responsible individuals subject to fines of 10,000 to
100,000 RMB (approximately $1,543.81 to $15,438.05).Companies and responsible individuals
face particularly stringent penalties where the violations are “grave,” a term left undefined in the
statute. In these cases, the PIPL allows for fines of up to 50 million RMB (approximately
$7,719,027.00) or 5% of annual revenue, although the PIPL does not specify which parameter
serves as the upper limit for the fines. Authorities may also suspend the offending business
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activities, stop all business activities entirely, or cancel all administrative or business licenses.
Individuals responsible for “grave” violations may be fined between 100,000 and 1 million RMB
(approximately $15,438.29 to $154,382.93), and may also be prohibited from holding certain job
titles, including Director, Supervisor, high-level Manager or Personal Information Protection
Officer, for a period of time. In contrast, fines for severe violations of the GDPR can be up to
€20 million (approximately $23,486,300.00) or up to 4% of the undertaking’s total global
turnover of the preceding fiscal year (whichever is higher).
•

Foreign organisations may also be subject to consequences under the PIPL for violating
Chinese citizens’ personal information rights or harming China’s national security or public
interest. The state cybersecurity and informatization department may place offending
organisations on a blacklist, resulting in restrictions on receiving personal information for
blacklisted entities (Article 42). The PIPL does not provide clarity on what constitutes a violation
of Chinese citizens’ personal information rights or what qualifies as harming China’s national
security or public interest.

Companies operating in China should pay particular attention to the cross-border data transfer issues
raised by the PIPL:
•

Foreign organisations will need to disclose certain information when transferring personal
information outside of China’s borders. Under the PIPL, PIPEs must obtain the data subject’s
consent prior to transfer, although the required form and method of that consent is not clear
(Article 39). Entities seeking to transfer data must also provide the data subject with information
about the foreign recipient, including its name, contact details, purpose and method of the data
processing, the categories of personal information provided and a description of the data subject’s
rights under the PIPL (Article 39).

•

Certain companies may need to undergo a government security assessment prior to crossborder data transfers. In addition to the consent and disclose requirements under Article 39,
“critical information infrastructure operators” and PIPEs processing personal information in
quantities exceeding government limits must pass a government security assessment prior to
transferring data outside of China (Article 40). The term “critical information infrastructure
operator” is not further defined within the PIPL, the term is, however, broadly defined within the
newly passed Regulations on the Security and Protection of Critical Information Infrastructure
(the “Regulations on Critical Information Infrastructure”), which come into effect on
September 1, 2021 (the Mandarin version is available here). Under Article 2 of the Regulations
on Critical Information Infrastructure, a “critical information infrastructure operator” is a
company engaged in important industries or fields, including public communication and
information services, energy, transport, water, finance, public services, e-government services,
national defense and any other important network facilities or information systems that may
seriously harm national security, the national economy and people’s livelihoods, or public
interest in the event of incapacitation, damage or data leaks.The PIPL also does not specify the
data thresholds beyond the quantities provided by the state cybersecurity and information
department or the nature of the security assessment, nor does it reference any specific legislation
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issued by the state cybersecurity and informatization department for purposes of determining
such data thresholds (Article 40).
•

PIPEs outside China that conduct personal data processing activities for the purpose of
conducting business in China or evaluating individuals’ behaviour in the country must
establish an entity or appoint an individual within China to be responsible for personal
information issues. Such foreign organisations must report the name of the relevant entity or the
representative’s name and contact method to the departments fulfilling personal information
protection duties, although the PIPL does not specify or name to which departments foreign
organisations must report in such instances (Article 53).

•

Companies and individuals may not provide personal information stored within China to
foreign judicial or enforcement agencies, without prior approval of the Chinese government.
As summarized in our prior client alert, the PIPL adds to a growing list of laws that restrict the
provision of data to foreign judiciaries and government agencies, which could have a far-reaching
impact on cross-border litigation and investigations. Chinese authorities will process requests
from foreign judicial or enforcement agencies for personal information stored within China in
accordance with applicable international treaties or the principle of equality and reciprocity
(Article 41). The PIPL does not provide any guidance on how a company should seek approval
if it wishes to export personal data in response to a request from a foreign government agency or
a foreign court.

IV. Next Steps
The passage of the PIPL comes during a time where China has increased its regulatory scrutiny on
technology companies and other entities with large troves of sensitive public information, and their data
usage. Given the broad scope of the PIPL and its extraterritorial reach, organisations inside and outside
of China will need to review their data protection and transfer strategies to ensure they do not run afoul
of this network of legislation.
Even for companies that currently have GDPR compliance programs in place, the PIPL introduces new
requirements not currently required under the GDPR. Examples of such requirements unique to the PIPL
include, amongst others, establishing a legal entity within China and passing a security review prior to
exporting personal data that reaches a certain undisclosed threshold. How the government enforces the
statute and interprets its provisions remain to be seen, and a PIPL compliance program will likely require
a nuanced understanding of Chinese cultural and business practices.
Companies operating in China should pay close attention to regulations, guidance documents and
enforcement actions related to the PIPL as the Chinese government continues to bolster its data
protection legal infrastructure, and seek guidance from knowledgeable counsel.
___________________________
[1] Please note that the discussion of Chinese law in this publication is advisory only.
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