
 
 

 

December 14, 2021 

 

VIRGINIA AND COLORADO PRIVACY UPDATE: IN 2022, PREPARE FOR 
NEW RULES AND POSSIBLE PRIVACY LAW AMENDMENTS 

To Our Clients and Friends:  

Virginia and Colorado, which earlier this year enacted comprehensive state privacy laws following 
California’s 2018 lead, are now poised to follow California in another way in 2022: writing 
implementing regulations and weighing changes to the laws themselves.  Companies should account for 
these regulations and changes as they develop programs to comply with the laws, which take effect in 
2023. 

In Virginia, lawmakers are exploring possible updates to the Virginia Consumer Data Protection Act 
(“VCDPA”), which passed in March 2021, such as giving a state agency rulemaking authority.  Unlike 
the California and Colorado laws, the VCDPA itself does not give a state agency the power to issue 
regulations to implement the new law.  But a recent report mandated by the VCDPA recommended that 
the legislature give the Virginia Attorney General’s Office (“Virginia AG”) or another agency such 
rulemaking authority.   

The report was issued in response to a provision in the VCDPA, which required the creation of a working 
group made up of government, business, and community representatives to study potential changes to 
the VCDPA before it goes into effect.  The group met six times before issuing its final report in 
November.  In addition to rulemaking authority, the report also suggested other significant changes, 
including increasing the Virginia AG’s enforcement budget, allowing the Virginia AG to collect actual 
damages from violations that cause consumer harm, giving companies a right to cure violations that 
would sunset in the future, requiring companies to honor an automated global opt-out signal, changing 
the “right to delete” to a “right to opt out of sale,” and considering amending statutory definitions such 
as “sale,” “personal data,” “publicly available information,” and “sensitive data,” among others.  The 
final report is available here.   

In Colorado, meanwhile, the Colorado Attorney General’s Office (“Colorado AG”), which already has 
rulemaking authority, has begun the rulemaking process for the Colorado Privacy Act (“CPA”), which 
passed in July 2021.  In its regulatory agenda for 2022, the Colorado AG stated that it expects to propose 
and finalize rules for universal opt-out tools, which are mechanisms that allow users to automatically 
inform websites that they want to opt out of the processing of their personal data.  

As we have reported in prior updates, California is tackling these issues in its own privacy laws, 
particularly as California is transitioning from the California Consumer Privacy Act (“CCPA”) to the 
California Privacy Rights Act (“CPRA”), which will take effect in 2023.  In the meantime, the California 
Attorney General’s Office (“California AG”) promulgation of CCPA regulations that were last revised 
in March 2021, remain in force.  Now, the new CPRA-created California Privacy Protection Agency has 
embarked in earnest on its own rulemaking to consider amending the California AG’s CCPA rules and 
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to enact its own rules for the CPRA.  In response to a request for comments on its proposed rulemaking, 
the agency received scores  of comments from individuals, organizations, and government officials, 
which are available here. 

There is no sign of a slowdown in the development of state privacy laws.  In fact, more than two dozen 
other states have floated their own proposals for comprehensive privacy laws.  

Although the precise contours of these laws remain in flux, the laws will almost certainly usher in notable 
regulatory changes affecting how companies collect and manage data while imposing a host of new 
obligations and potential liability.  Companies would be well-served to focus their compliance programs 
accordingly. 

We will continue to monitor developments, and are available to discuss these issues as applied to your 
particular business. 

 

This alert was prepared by Ryan T. Bergsieker, Cassandra L. Gaedt-Sheckter, and Eric M. Hornbeck. 

Gibson Dunn lawyers are available to assist in addressing any questions you may have about these 
developments.  Please contact the Gibson Dunn lawyer with whom you usually work, the authors, or 

any member of the firm’s Privacy, Cybersecurity and Data Innovation practice group. 
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