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Keeping Up With New US Push On Strategic Tech Competition
By Stephenie Gosnell Handler, Chris Mullen and Claire Yi
(September 19, 2022, 5:24 PM EDT)
Recent actions by the U.S. government make clear that it views strategic
competition surrounding emerging technologies as an urgent national security
imperative.
This focus likely will only sharpen in coming months as the government increasingly
explores novel legal and regulatory tools to supplement more traditional
approaches to achieve national security objectives.
Key recent developments include:


Legislative proposals to screen outbound investments;



Funding restrictions designed to curtail expansion of semiconductor
manufacturing abroad;



White House consideration of using executive orders to protect technology
competitiveness and restrict technology transfers; and



The increasing use of export control restrictions.

Each of these developments is intended to enable the U.S. government to exert
more control over outbound technology transfers, particularly aimed at curbing the
potential flow of sensitive technologies or technologies of significant importance to
U.S. national security to strategic competitors such as China and Russia.
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While uncertainty remains over the precise mechanisms the government will
leverage to achieve its national security objectives, it is increasingly clear that the
government will supplement its traditional toolkit with innovative tools to do so.
Given this evolving landscape, companies should carefully consider their potential
exposure and proactively assess their approaches to navigating geopolitical
strategic competition.
Legislative Proposals for Outbound Investment Screening — Reverse CFIUS
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The U.S. government's lack of visibility into outbound investments has recently gained heightened
attention amid concerns that outbound capital flows and technology transfers could undermine national
security objectives.
A new mechanism to implement outbound investment screening was introduced by Congress in the
National Critical Capabilities Defense Act last year, and gained significant momentum this year.[1]
At its core, the NCCDA proposes to create a new interagency Committee on National Critical Capabilities
that would function in a similar way to the Committee on Foreign Investment in the United States, or
CFIUS, charged with reviewing inbound foreign investment.
The CNCC, however, would function in reverse and review outbound investment — hence its colloquial
name "reverse CFIUS."
The list of outbound covered transactions that would be overseen by the CNCC broadly includes
activities that could enhance a national critical capability of a country of concern or an entity of concern,
in effect, giving significant interpretive power to the CNCC to define its mandate and to impose
measures to mitigate perceived risks.[2]
Despite recent efforts over the summer months to modify the NCCDA for inclusion in other legislative
packages, the proposed legislation is currently on the cutting room floor, with limited remaining
opportunities to progress this year.
The current proposal has been met with significant criticism from the business community for its broad
scope and significant authority.[3] However, the general concept of restricting certain types of outbound
investment continues to garner bipartisan support that could lead to the establishment of outbound
screening mechanisms in the future.
Guardrails on Offshoring of Semiconductor-Related Capacity
The CHIPS and Science Act, signed into law by President Joe Biden last month, did partially address
underlying national security concerns regarding the offshoring of critical technological capabilities
highlighted during pandemic-driven supply chain challenges.
Specifically, the CHIPS Act, while incentivizing investment in U.S. semiconductor manufacturing, also
includes guardrails to prevent U.S. companies receiving subsidies under the act from engaging in
significant transactions involving "the material expansion of semiconductor manufacturing capacity in
the People's Republic of China or any other foreign country of concern."[4]
This legislation marks a historic departure for the U.S. government, which until recently had not
significantly restricted private companies' strategies for offshoring and outsourcing technology outside
traditional export control regimes.
While there exists some uncertainty as to what constitutes a significant transaction or a material
expansion under the legislation, it is possible this act may lead to an overall chilling effect in the
semiconductor industry for transactions involving China and other countries of concern.
Executive Push for Reviews on Inbound and Outbound Investment

In parallel with these legislative efforts, the White House's recent priorities have also included inbound
and outbound investment restrictions to prevent technology transfers.
On Sept. 15, Biden signed a first-ever executive order defining the specific national security risk factors
for CFIUS to consider in its inbound investment reviews.[5]
While the executive order does not change the CFIUS review process, it gives long-awaited and muchneeded transparency into what may constitute core national security concerns, including:


The security of critical U.S. supply chains;



U.S. leadership in emerging technologies such as microelectronics, artificial intelligence,
biotechnology and biomanufacturing, quantum computing, advanced clean energy, and climate
adaptation technologies; and



Prevention of technology transfers in key U.S. industries.

The White House is also reportedly considering an executive order to establish its authority to review
outbound technology investment.[6] The precise contours of the executive order appear to be under
discussion and may depend on the outcome of further legislative discussions.
Yet, public sources generally forecast that the executive order could require disclosures for any
investments in Chinese advanced technologies and establish a system, similar to the CNCC, that could
block investments to China and potentially other countries of concern.[7]
Earlier this year, National Security Adviser Jake Sullivan provided some indication of the government's
likely approach, stating that "it is important to have the ability to limit narrow classes of investments
that raise national security concerns, using rulemaking that would engage a broad variety of
stakeholders."[8] Given this appetite, an executive order, if issued, may be narrower in scope than the
proposed NCCDA.
Export Controls for Microchips and Semiconductors
Controlling the manufacture and supply of microchips and semiconductors lies at the heart of the
strategic competition policy discussions surrounding emerging technologies. In recent weeks, the U.S.
government has deployed both traditional and nontraditional methods to strengthen control over these
strategic supply chains and to limit the export of these key technologies to strategic competitors, most
notably China and Russia.
Consistent with its traditional authorities, on Aug. 12, the U.S. Department of Commerce's Bureau of
Industry and Security, or BIS, issued an interim rule to implement new controls on four Section 1758
technologies[9] — named after the section of the Export Control Reform Act of 2018 that tasked the
department with regulating emerging and foundational technologies.[10]
These measures impose new restrictions on certain ultrawide band gap semiconductors and certain
emerging electronic computer aided design software in a clear effort to limit the ability of U.S.
adversaries to produce advanced technologies for their militaries.[11]

While these new additions to the commerce control list demonstrate the department is actively
exercising traditional authorities to control emerging technologies, the slow pace of defining and
implementing controls underscores the limitations of the U.S. government relying solely on the
department's traditional authorities, particularly given the speed of innovation and the broader
geopolitical landscape.
In response, the department has demonstrated increased willingness to employ more novel authorities
as well. In an unusual move, in late August, the department appears to have leveraged a relatively
obscure provision of the Military End Use/User Rule that permits BIS to, without any formal rulemaking
process, privately inform parties that a license is required for specific exports of any item due to an
"unacceptable risk of use in or diversion to a 'military end use' or a 'military end user.'"[12]
In this case, BIS appears to have utilized this mechanism to impose additional restrictions on Nvidia
Corp.'s export to China, including Hong Kong, and Russia of certain advanced integrated circuits and
associated technology used in sophisticated artificial intelligence applications, as revealed in the
company's U.S. Securities and Exchange Commission Form 8-K disclosure.[13]
Soon after, the U.S. government appeared to backtrack somewhat on these restrictions according to an
updated filing on Sept. 1, in which the company noted it had received certain time-limited
authorizations to continue to service U.S. customers, fulfill orders through the company's Hong Kong
facility, and to engage in export activities necessary to develop certain chips.[14]
This temporary reprieve was likely designed to address the unintended global supply chain disruptions
caused by the government's initial mandate — including that some of the targeted processors appear to
have been developed in the company's Hong Kong facility.
Nvidia's tribulations are not unique — news reports indicate Advanced Micro Devices Inc. was also
notified of a separate licensing requirement for the export of certain processors to China and Russia.[15]
These novel efforts to more closely control strategic supply chains may very well be a harbinger of
broader restrictions to come, including greater use of the nonpublic notification provisions of the MEU
Rule.
These situations similarly underscore the difficulty of effectively using existing export control
mechanisms amidst globalized supply chains — often with complex and geographically distributed
development, sourcing, and manufacturing facilities — as such actions carry the potential for
unintended business interruptions and compliance challenges.
What Is Next and How Can You Be Prepared?
While the legal and regulatory tools on the horizon may be novel, the policy areas of focus, namely U.S.
technology and military competitiveness, are longstanding areas of U.S. interest with broad bipartisan
support. The Biden administration and U.S. Congress have both made clear they will continue to view
technology transfers and investments in strategic competitors with greater scrutiny and will leverage a
broad government approach to curb the activities deemed the greatest threat to U.S. national security.
In this rapidly evolving landscape, companies should review potential areas of exposure and potential
mitigation strategies, including the following:



Carefully trace and document tracing of supply chains from cradle-to-grave to understand
potential weaknesses and areas of exposure, and consider potential alternatives.



Ensure proper export controls and sanctions compliance measures are in place to manage the
flow of goods and technology across borders, including at the local business unit level.



Review current and future mergers, acquisitions, and investments for potential areas of
heightened concern with regard to ownership, board membership, and technologies involved.



Ensure proper operating procedures are in place to prevent unauthorized technology transfers
both within the United States and abroad.



Proactively develop response strategies for emerging technologies that could be designated as
Section 1758 technologies and subject to enhanced restrictions in the near future, potentially
with little warning.

As the geopolitical landscape continues to fracture, companies will need to remain vigilant of shifts in
the regulatory landscape and be prepared to respond quickly to such changes in order to mitigate
business impacts, including potentially significant losses to revenue.
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