
 
 

 

November 15, 2022 

 

NEW YORK STATE DEPARTMENT OF FINANCIAL SERVICES REVISES 
CYBERSECURITY REGULATION TO INCLUDE NEW REQUIREMENTS 

 

To Our Clients and Friends:  

On November 9, 2022, the New York Department of Financial Services (“DFS”) announced proposed 
amendments (“Proposed Amendments”) to DFS’ Part 500 Cybersecurity Rules (the “Cybersecurity 
Rules”).  The Proposed Amendments reflect a revised set of amendments based on the draft Part 500 
amendments released on July 29, 2022 (“Draft Amendments”).  The initial Draft Amendments were 
covered in our prior alert.  The Proposed Amendments continue to reinforce DFS’ forward-leaning, 
“catalytic” role in strengthening cybersecurity practices, but reflect that DFS did consider the comments 
received in response to the Draft Amendments as they clarify certain security requirements, strengthen 
some requirements to protect consumers and covered entities, and soften others to make them more 
closely aligned with industry standards and better account for public concerns. 

We highlight seven key takeaways of the Proposed Amendments: 

• Continue the Draft Amendments’ stringent 72-hour and 24-hour notification requirements—and 
add new provisions that would require covered entities to (i) notify DFS within 72 hours if 
affected by a third-party service provider cybersecurity event, and (ii) respond within 90 days to 
any requests by DFS in connection with DFS’ investigation of the cybersecurity event; 

• Modify the definition of Class A companies, likely reducing the scope of those subject to 
heightened requirements; 

• Soften some of the increased requirements on boards and senior management; 

• Ease the heightened requirements for incident preparedness and operational resilience; 

• Adjust certain technical requirements and their implementation timelines to be less aggressive; 

• Expand requirements for risk assessments; and 

• Reinforce new enforcement considerations. 

We discuss each in turn below. 
  

https://www.dfs.ny.gov/system/files/documents/2022/10/rp23a2_text_20221109_0.pdf
https://www.dfs.ny.gov/system/files/documents/2022/10/rp23a2_text_20221109_0.pdf
https://govt.westlaw.com/nycrr/Browse/Home/NewYork/NewYorkCodesRulesandRegulations?guid=I5be30d2007f811e79d43a037eefd0011&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)
https://www.gibsondunn.com/wp-content/uploads/2022/11/nydfs-proposed-second-amendment-to-23-NYCRR-500.pdf
https://www.gibsondunn.com/wp-content/uploads/2022/11/nydfs-proposed-second-amendment-to-23-NYCRR-500.pdf
https://www.gibsondunn.com/new-york-state-department-of-financial-services-meaningfully-rachets-up-cyber-requirements-with-new-draft-amendments/
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1. Even More Stringent Notification Obligations 

The Draft Amendments previously proposed new, more stringent, cybersecurity event notification 
obligations, including: 

• Requiring notification to DFS within 72 hours of unauthorized access to privileged accounts or 
the deployment of ransomware within a material part of a covered entity’s information systems; 
and 

• Imposing a new 24-hour notification obligation in the event a ransom payment is made and a 30-
day requirement to provide a written description of why the payment was necessary, alternatives 
considered, and sanctions diligence conducted. 

The Proposed Amendments maintain these tight timetables, as well as add other obligations for incident 
notification, which reinforces DFS’ desire to be promptly kept informed about cybersecurity events at 
covered entities.  These additional obligations include: 

• Requiring covered entities to provide DFS with any information requested regarding the 
investigation of the notified cybersecurity event within 90 days; and 

• Requiring covered entities affected by a cybersecurity event at a third-party service provider to 
notify DFS within 72 hours from the time the covered entity becomes aware of the event. 

2. Revised Definition of “Class A” Companies with Heightened Requirements 

The Draft Amendments increased cybersecurity obligations for a newly defined group of larger DFS 
covered entities, termed “Class A companies.”  Although some requirements were removed or altered 
under the Proposed Amendments, the heightened requirements on this class of covered entities under the 
Draft Amendments included to: 

• Conduct weekly systematic scans or reviews reasonably designed to identify publicly known 
cybersecurity vulnerabilities and document and report any material gaps in testing to the board 
and senior management; 

• Implement an endpoint detection and response solution to monitor anomalous activity and a 
solution that centralizes logging and security event alerting; 

• Monitor privileged access activity and implement a password vaulting solution for privileged 
accounts and an automated method of blocking commonly used passwords; 

• Conduct an annual, independent audit of their cybersecurity programs; and 

• Use external experts to conduct a risk assessment at least once every three years. 
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After considering public comments, DFS modified its proposed scope for the new category of “Class A 
companies,” likely reducing the number of covered entities that would fall within this definition.  The 
new definition for Class A companies under the Proposed Amendments include covered entities with: 

• In-state gross annual revenue of $20 million in each of the last two fiscal years from business 
operations of the covered entity and its affiliates, and that have: 

o averaged over 2,000 employees over the last two fiscal years; or 

o over $1 billion in gross annual revenue in each of the last two fiscal years. 

While this is a broad definition that will still cover a large number of entities, it is a material narrowing 
of the Draft Amendments, which would have covered any entity with over 2,000 employees or 
companies with a three-year average of over $1 billion in gross annual revenue.  Notably, the changes 
in the Proposed Amendments may result in excluding from the Class A definition certain covered entities 
that have a small presence in New York, and also shifts the Draft Amendments’ focus on gross annual 
revenues averaged over three years. 

Under the Draft Amendments, Class A companies were required to conduct weekly systematic scans or 
reviews with respect to vulnerability assessments.  The Proposed Amendments remove this requirement, 
instead requiring covered entities more broadly to have a monitoring process that ensures prompt 
notification of any new security vulnerabilities.  The Proposed Amendments also revise certain technical 
and audit requirements included in the Draft Amendments for Class A companies, requiring: 

• A privileged access management solution along with an automated method of blocking 
commonly used passwords, or a reasonable equivalent of such blocking if approved annually by 
the CISO and if there is a reasonably equivalent or more secure compensating control; and 

• Independent audits to be conducted by external auditors, modifying the initial proposal that an 
internal auditor would suffice, and thereby reducing flexibility on how such audits should be 
conducted. 

3. Softened Increased Obligations on Company Governing Bodies 

Under the Proposed Amendments, DFS re-commits to its focus on the accountability of boards and senior 
management, but softens and removes some of the previously proposed obligations. These revised 
obligations: 

• Continue to require that the CISO has adequate authority and now also the “ability to direct 
sufficient resources to implement and maintain a cybersecurity program” (notably, the Proposed 
Amendments remove the Draft Amendments’ requirement for adequate “independence”); 

• Only require that the CISO’s annual board reports consider certain factors (i.e., the 
confidentiality of nonpublic information and the integrity and security of the covered entity’s 
information systems, the covered entity’s cybersecurity policies and procedures, plans for 
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remediating material inadequacies, etc.) in the report, but no longer require those factors be 
expressly addressed; 

• Remove the obligation included in the Draft Amendments that the CISO review the feasibility of 
encryption of nonpublic information at rest and the effectiveness of compensating controls 
annually; 

• Change the obligation that both the CEO and CISO sign an annual certification or 
acknowledgement of noncompliance to a requirement that the “highest-ranking executive” and 
the CISO sign—the Proposed Amendments now also require that such certification or 
acknowledgement include remediation plans and a timeline for their implementation; and 

• Clarify that the role of the board (or its equivalent or the appropriate committee) shall also include 
exercising oversight of and providing direction to management on cybersecurity risk 
management. 

These changes in the Proposed Amendments help clarify some ambiguities. For example, changing the 
obligation for signing certifications or acknowledgements of noncompliance to the CISO and the 
“highest-ranking executive” clarifies that all companies, even those without a CEO, are required to have 
and sign annual certifications or acknowledgements of noncompliance. 

4. Eased Expanded Requirements for Incident Response and Operational Resilience  

The Draft Amendments expanded measures requiring covered entities to have written plans for business 
continuity and disaster recovery (“BCDR”), including requiring certain measures to mitigate disruptive 
events.  DFS also increased its requirements for incident response plans (“IRPs”) in the Draft 
Amendments, requiring certain additional content requirements for IRPs, such as clearly defined 
roles.  These requirements for BCDR and IRPs have remained largely the same in the Proposed 
Amendments, with a few practical changes.  Specifically, the Proposed Amendments: 

• Remove the Draft Amendments’ requirement that covered entities provide relevant personnel 
with copies of the IRPs and BCDR plans and maintain these plans “offsite,” instead requiring 
only that these plans be distributed to or otherwise accessible to relevant personnel; and 

• Replace the requirement that backups be “isolated from network connections” with a requirement 
that backups be “adequately protected from unauthorized alterations or destruction.” 

Practically implemented, there may not be a significant difference concerning the changes to distribution 
of the IRPs and BCDR plans, as the Proposed Amendments require that the plans be accessible during a 
cybersecurity event, but the revised requirement will afford more flexibility for covered entities to 
develop an approach most effective for them.  Further, in the Proposed Amendments, training is still 
required for personnel involved in implementing the plans, as are incident response and BCDR exercises, 
which are required at least annually.  However, the changes to the requirement concerning backups is a 
significant technical change that will reduce the burden of compliance for many covered entities who do 
not have backups fully isolated from network connections. 
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5. Modified Enhanced Technology and Policy Requirements 

The Proposed Amendments make significant changes to the strengthened technical and written policy 
requirements proposed by the Draft Amendments. Changes to technical requirements—focused on 
penetration testing, vulnerability management, and access controls—include: 

• Requiring user access privileges for privileged accounts be reviewed at least annually and 
terminated upon employee departures, supplementing the Draft Amendments’ requirements (i.e., 
that privileged accounts have multi-factor authentication and be limited to only users who need 
it to perform their job and when performing functions requiring such access); 

• Clarifying that penetration testing should be conducted both inside and outside the covered 
entity’s information systems’ boundaries and can be conducted by a qualified internal or external 
independent party; 

• Replacing the Draft Amendments’ exception to multi-factor authentication for service accounts 
with an exception where the CISO approves a reasonably equivalent or more secure control, and 
otherwise requiring multi-factor authentication for: (i) remote access to the covered entity’s 
information systems, (ii) remote access to third-party applications from which nonpublic 
information is accessible, and (iii) all privileged accounts; and 

• Replacing the Draft Amendments’ requirement for “strong, unique passwords” with a 
requirement to implement a “written password policy that meets industry standards.” 

Many of these revisions, such as allowing the CISO to approve reasonably equivalent controls to replace 
multi-factor authentication, provide covered entities with more flexibility in achieving compliance with 
these regulations. 

Amendments focused on covered entities’ written policies include: 

• Replacing the Draft Amendments’ requirement for “strong, unique passwords” with a 
requirement to implement a “written password policy that meets industry standards”; 

• Removing the requirement that covered entities’ written policies and procedures include all 
information systems and their components, such as such as hardware, operating systems, 
applications, infrastructure devices, APIs, and cloud services; 

• Requiring that the covered entity’s cybersecurity policies, based on its risk assessment, 
additionally cover data retention, systems and network monitoring, security awareness and 
training, systems and application security, and incident notification; 

• Requiring that incident responses plans include measures to investigate, in addition to mitigate, 
disruptive events; 
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• Requiring that cybersecurity awareness training be conducted annually, at a minimum, and cover 
social engineering exercises rather than just “phishing training”; and 

• Requiring that the senior officers and the “highest-ranking executive,” rather than the CEO, of 
the covered entity revise the incident response plan as necessary. 

These measures provide important clarification for covered entities.  Certain measures, such as allowing 
for a written password policy that meets industry standards, also demonstrate DFS’ consideration of 
industry best practices in revising these regulations. 

6. Additional Requirements for Risk Assessments 

The Draft Amendments expanded the requirements for and definition of “risk assessments.”  These 
changes have been maintained in the Proposed Amendments.  The Draft Amendments required that 
covered entities review and update risk assessments annually and conduct impact assessments whenever 
a change in the business or technology causes a material change to the covered entity’s cyber risk.  The 
requirement for impact assessments has since been removed, so covered entities now only have to review 
and update risk assessments annually and whenever such a change in business or technology occurs. 

The Proposed Amendments also add a requirement that covered entities’ written policies and procedures 
for vulnerability management mandate automated scans of information systems and a manual review of 
systems not covered by such scans to identify vulnerabilities.  The frequency of these scans and reviews 
is to be determined by the risk assessment and where there are any major system changes. 

7. Reinforced New Enforcement Considerations 

The Draft Amendments contained two significant provisions regarding the enforcement of the 
Cybersecurity Rules, specifically that: 

• Violations occur when a covered entity commits any act prohibited by the regulations or fails to 
satisfy a required obligation, which includes failing to: (i) comply for more than 24 hours with 
any part of the regulations, or (ii) prevent unauthorized access to nonpublic information due to 
noncompliance with the regulations; and 

• DFS may consider certain aggravating and mitigating factors when assessing the severity of 
penalties, for example: cooperation, prior violations, provision of false or misleading 
information, harm to customers, etc. 

The Proposed Amendments do not materially change these requirements. 

Next Steps 

The Proposed Amendments illustrate DFS’ stated commitment to ensuring the Cybersecurity Rules 
continue to “keep[] pace with new threats and technology purpose-built to steal data or inflict harm,” as 
Superintendent Adrienne Harris stated in announcing the Proposed Amendments.  The publication of 
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the Proposed Amendments triggered a 60-day comment period that will end on January 9, 
2023.  Covered entities who have views on the proposed changes to the DFS Cybersecurity Rules should 
consider submitting comments.  The Proposed Amendments demonstrate that DFS took into account 
prior comments as part of their “data-driven approach to amending the regulation to ensure that regulated 
entities address new and increasing cybersecurity threats with the most effective controls and best 
practices to protect consumers and businesses.”  Following this comment period, DFS will review 
submitted comments and decide whether to re-propose revised amendments or adopt the Proposed 
Amendments as final regulations. 

Covered entities should assess their cybersecurity practices to ensure they have adequate controls in 
place to comply with these anticipated regulatory changes.  We are available to assist in those efforts 
and will continue to monitor and report on developments during and after the comment period. 

 

This alert was prepared by Alexander Southwell, Stephenie Gosnell Handler, Vivek Mohan, Amanda 
Aycock, Snezhana Stadnik Tapia, Terry Wong, and Ruby Lang. 
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