
 
 

 

August 3, 2023 

 

NEW YORK DEPARTMENT OF FINANCIAL SERVICES PROPOSES 
UPDATED SECOND AMENDMENT TO CYBERSECURITY REGULATION 

 

To Our Clients and Friends:  

On June 28, 2023, the New York Department of Financial Services (“NYDFS”) published a Revised 
Proposed Second Amendment to its Part 500 Cybersecurity Rules (“Revised Proposed Amendment”). 
This is the third draft NYDFS has put out for this round of amendments, following the initial Draft 
Proposed Second Amendment (released on July 29, 2022) and the issuance of the Proposed Second 
Amendment (released on November 9, 2022, and covered in our prior alert), and reflects NYDFS’ 
response to stakeholder comments. 

We highlight seven key takeaways of the Revised Proposed Amendment: 

• Reduce requirements for audits, risk assessments, and penetration testing; 

• Reduce governance requirements; 

• Change notification requirements; 

• Expand requirements for multi-factor authentication; 

• Change requirements for incident response and business continuity and disaster recovery plans; 

• Clarify certification requirements; and 

• Clarify penalties. 

1. Reduced Requirements for Audits, Risk Assessments, and Penetration Testing 

In the initial Proposed Second Amendment, NYDFS imposed strict requirements that those conducting 
audits, risk assessments, and penetration testing be independent, including specifically requiring external 
experts to conduct audits and risk assessments. Public commenters focused on these requirements, noting 
concerns about potential costs (e.g., from hiring an outside vendor), limits on human capital (e.g., taking 
staff away from critical operations to ensure the independence of an internal party), and backlogs (e.g., 
due to the increased demand for external vendors). Appearing to acknowledge these concerns, and the 
implicit assumption that using external vendors does not guarantee additional value, NYDFS modified 
the independence requirements in the Revised Proposed Amendment. Specifically, the Revised Proposed 
Amendment includes three such modifications: 

https://www.gibsondunn.com/wp-content/uploads/2023/07/rev_rp_23a2_text_20230628.pdf
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1. The definitions are revised to clarify that while Class A companies[1] need to conduct 
independent audits, such audits can now be conducted by internal auditors rather than only by 
external auditors, as long as the auditors are free to make their decisions without influence from 
the covered entity. This change realigns the Revised Proposed Amendment with the initial Draft 
Proposed Second Amendment from July 2022, which also specified that audits could be 
conducted by internal or external auditors. 

2. The requirement that Class A companies use external experts to conduct risk assessments at least 
once every three years is removed. The relevant section no longer mentions experts and only 
requires risk assessments be reviewed and updated at least annually and whenever a change in 
the business or technology causes a “material change.”[2] 

3. The scope of who can conduct penetration testing is expanded to include any “qualified internal 
or external party,” removing the requirement that the party be independent. 

2. Reduced Governance Requirements 

In the Proposed Second Amendment, NYDFS required that the board of directors have “sufficient 
expertise and knowledge,” or be advised by persons with sufficient expertise and knowledge, to 
effectively oversee cybersecurity risk management. Noting that the phrase “expertise and knowledge” is 
vague, NYDFS clarified that it did not intend to suggest that cybersecurity experts are required on the 
board, but meant that a board should have sufficient understanding of cybersecurity-related matters. 
NYDFS therefore revised this section to require effective oversight of the entity’s cybersecurity risk 
management and “sufficient understanding of cybersecurity-related matters to exercise such oversight, 
which may include the use of advisors.” 

NYDFS also removed the requirement that senior governing bodies “provide direction to management” 
on cybersecurity risk management because of confusion that this implied the board should become 
involved in the day-to-day management of the covered entity’s cybersecurity program. NYDFS clarified 
that the board’s job is to determine the strategic direction of the entity, while the day-to-day management 
of the cybersecurity program should be handled by management. 

3. Changes to Notification Requirements 

The Revised Proposed Amendment expands the requirements around notification of cybersecurity 
events. Specifically, covered entities must notify NYDFS regarding security events that occur not only 
at the covered entity, but also those that occur at an affiliate or third-party service provider. This is a 
notable expansion of NYDFS’ notification requirement. 

In its Assessment of Public Comments, NYDFS provided guidance clarifying that notification is required 
where cybersecurity events at third-party service providers: (i) require notice to a government body, self-
regulating agency, or any other supervisory body; or (ii) have a reasonable likelihood of materially 
harming any material part of the normal operations of the covered entity. While NYDFS is not explicit 
about this, the same threshold can likely be applied to affiliates, which are defined in the Cybersecurity 
Regulation as “any person that controls, is controlled by, or is under common control with another 
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person.” In response to public requests to clarify or delete the term “affiliate,” NYDFS commented that 
this term is clearly defined. 

The requirement that, following initial notification, entities provide NYDFS with information requested 
to assist with investigating events within 90 days was met with objections from commenters suggesting 
it would be difficult or impossible to meet this deadline. In response, NYDFS relaxed this specific 
timetable requirement and the Revised Proposed Amendment now provides that requested information 
must be provided “promptly.” 

4. Expanded Requirements for Multi-Factor Authentication 

Requirements related to multi-factor authentication are notably expanded in the Revised Proposed 
Amendment to require multi-factor authentication for any individual who accesses a covered entity’s 
information system. There are exceptions to these requirements for small covered entities that meet 
certain criteria and where “reasonably equivalent or more secure compensation controls” are used, which 
must be reviewed by the chief information security officer and approved in writing at least annually. 
These expanded requirements for multi-factor authentication are now more aligned with those outlined 
in the FTC Safeguards Rule (a federal regulation requiring financial institutions develop, implement, 
and maintain an information security program to protect customer information). In its past enforcement 
actions, NYDFS has often alleged violations of the Cybersecurity Regulation’s provisions covering 
multi-factor authentication. Covered entities should therefore be careful to ensure compliance with these 
new expanded requirements. 

5. Changes to Requirements for Incident Response and Business Continuity and Disaster 
Recovery Plans 

On incident response plans, the Revised Proposed Amendment makes a number of changes, including 
narrowing the requirement that incident response plans address ways to specifically mitigate “disruptive” 
events to just “cybersecurity” events. NYDFS made this change to address concerns that “disruptive 
event” was undefined and therefore might include events that are not cybersecurity events. Signaling the 
importance of determining the root cause of a cybersecurity event, NYDFS also added a requirement 
that, as part of the incident response plan, covered entities prepare a “root cause analysis that describes 
how and why the event occurred, what business impact it had, and what will be done to prevent 
reoccurrence.” 

There are also updates to the requirements around business continuity and disaster recovery (“BCDR”) 
plans, including specifying that BCDR plans should include procedures to enable the timely recovery of 
“critical data and information systems” rather than “data and documentation.” The Revised Proposed 
Amendment additionally specifies that covered entities must maintain “backups necessary to restoring 
material operations” that are “adequately protected from unauthorized alterations or destruction.” 

Consistent with the Proposed Second Amendment, both incident response plans and BCDR plans must 
be tested at least annually. 
  

https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314
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6. Clarification of Certification Requirement  

The Revised Proposed Amendment changes the obligation that covered entities submit written 
confirmation to NYDFS of compliance with the Part 500 requirements by qualifying that only “material” 
compliance “during the prior calendar year” must be certified. This materiality qualifier was added in 
direct response to a comment requesting it. Although NYDFS does not provide a specific definition for 
what constitutes “material” compliance, this update will presumably make it easier for covered entities 
to achieve certification. 

The second change, made in response to concerns that remediation during the year would prevent a 
covered entity from submitting a certification of compliance, suggests that material compliance at the 
time of submission, or the last day of the prior calendar year, is not adequate to certify compliance. 
Where a covered entity does not fully comply with the requirements, they must submit a written 
acknowledgment identifying the requirements they did not materially comply with, describing such 
noncompliance, and providing a remediation timeline. 

In several recent enforcement actions, NYDFS found violations of the certification requirement where 
covered entities that have been subject to cybersecurity events, raising concerns that NYDFS is imposing 
effectively a strict liability regime. Adding a materiality qualifier suggests that a threat actor’s success 
in obtaining unauthorized access to data does not itself evidence a violation of the Cybersecurity 
Regulation. 

7. Clarification of Penalties 

The Revised Proposed Amendment provides additional clarity on the factors NYDFS should consider in 
assessing any penalty by adding a new criterion—the extent to which the relevant policies comply with 
nationally recognized cybersecurity frameworks. 

It is also worth noting that the Revised Proposed Amendment changes the transitional periods for several 
sections, extending most of the effective dates. 

Next Steps 

This alert is not an exhaustive list of the changes contained in the Revised Proposed Amendment, but 
provides a high-level overview of the updates from NYDFS’ Proposed Second Amendment. The 
Revised Proposed Amendment will be subject to an additional 45-day comment period, which ends on 
August 14, 2023. Pending further revisions, the amendment will take effect following the updated 
transitional periods. 

The Revised Proposed Amendment demonstrates NYDFS’ continued efforts to weigh comments 
received while also ensuring covered entities are taking preventative measures to protect customer 
information and information technology systems from new and evolving threats. This underscores 
NYDFS’ risk-based approach to cybersecurity. Covered entities should review these requirements and 
ensure they have appropriate measures in place to comply if they are finalized. 

https://www.gibsondunn.com/wp-content/uploads/2023/07/2022.11.09_Bracketed_Underlined_SAPA_23NYCRR500_0.pdf
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________________________ 

[1] In the initial Draft Proposed Second Amendment, NYDFS established a group of larger companies 
it titled “Class A companies” to be subject to heighted compliance requirements. The Revised Proposed 
Amendment narrows the companies that qualify as “Class A companies” by revising this term’s 
definition to specify that when calculating the number of employees and gross annual revenue, affiliates 
should only include “those that share information systems, cybersecurity resources or all or any part of 
a cybersecurity program with the covered entity.” 

[2] The definition of “risk assessment” is also revised to remove the requirement that such assessments 
“take into account the specific circumstances of the covered entity,” such as size, business, products, and 
location. 
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