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Action Steps To Prepare For Ramped-Up Export Enforcement
By Matthew Axelrod, Justin duRivage and Hui Fang (May 14, 2025, 4:04 PM EDT)

The Bureau of Industry and Security annual Update Conference on Export Controls and
Policy, held March 18 to March 20 in Washington, D.C., was notable in that it was the first
time U.S. Department of Commerce Secretary Howard Lutnick spoke at length about
export controls and export enforcement.

His remarks, and those of other BIS personnel at the conference, hit two recurring themes,
the salience of which has been confirmed by recent indictments and additions to the BIS'
Entity List: (1) a ramp-up in BIS enforcement; and (2) a heightened focus on China.

To prepare for this administration's aggressive approach to export enforcement,
companies should consider taking four concrete steps, outlined at the end of this article.

Enforcement Ramp-Up

Lutnick set a firm tone in his opening remarks by declaring that the BIS was on the
"intellectual front line" of an era of reemerging great power conflict. He indicated that the
new administration would take an aggressive approach to those who sought to profit by
selling sensitive technologies to U.S. adversaries and would seek a dramatic increase in
enforcement and fines for violation of the Export Administration Regulations.
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BIS enforcement leadership emphasized in subsequent panels that they are prioritizing
investigations related to quantum computing, artificial intelligence, hypersonics and
semiconductors, as well as military and intelligence end-uses and -users.

Officials classified the acquisition of these technologies and related goods by China and
Iran as significant threats to the U.S., and described them as top enforcement priorities.
BIS leaders echoed Lutnick's emphasis on China and promised to use export enforcement
to support the administration's maximum pressure campaign on Iran, prioritizing

cooperation with the U.S. Department of Justice to prosecute diversions destined for .
Iran.[1] Hui Fang

In addition to China and Iran, BIS officials noted that Russia remains an enforcement focus, specifically
highlighting diversion networks based in Hong Kong and China that have funneled controlled items to
Russia for use on Ukraine battlefields.



The BIS indicated that it's moving at full speed to counter Russia. At the same time, representatives from
the BIS — as well as from the U.S. Department of State, U.S. Department of Defense and U.S.
Department of the Treasury — made little mention of concrete plans for enforcement against Russia-
related export control violators in 2025, perhaps due to the uncertainty around U.S.-mediated peace
talks between Russia and Ukraine.

BIS officials also explained how export enforcement could be used to support the administration's policy
priorities, such as stopping the flow of fentanyl into the U.S. Indeed, BIS staff noted that the enormous
harm inflicted by fentanyl could potentially justify its eventual designation as a controlled chemical
weapon.

BIS staff also highlighted that the agency was deploying new tools for enforcing export controls. For
example, since July 2024, the BIS has begun adding addresses with high diversion risk to the Entity List,
and has listed additional red flags to address the diversion of advanced technology goods.[2]

And, for the first time, all foreign parties to BIS license applications are now vetted against intelligence
data, allowing for a more robust review of transaction parties.

Finally, officials stressed the continued importance of multilateral enforcement efforts, a message that
was echoed by conference attendees and panelists representing partner governments, including
the European Union, Japan, South Korea, the U.K., Canada, Australia and New Zealand.

Focus on China as a Priority for Regulation and Enforcement

China featured prominently at the conference. In the opening plenary, Lutnick cited the recent success
of China's artificial intelligence model, DeepSeek, as evidence of China's continued efforts to evade U.S.
export controls and use U.S.-made chips to power its Al technology.

He also raised concerns about the growing influence of Chinese capital, noting a substantial Chinese
presence at both ends and along the span of the Panama Canal.

Lutnick signaled an escalation in export enforcement as part of the U.S. response to the perceived threat
from China. Though the Biden administration already oversaw aggressive enforcement of export
controls against China — as highlighted by a record-setting fine for alleged violations of the Huawei
foreign direct product rule — Lutnick called for a concerted effort to fight against the possibility of what
he described as "a controlled communist future."[3] He urged industry to be the BIS' eyes and ears in
detecting and disrupting export control violations.

In subsequent panels, BIS officials noted China's sharp increase in military spending for the People's
Liberation Army, warning of China's publicly stated goal of achieving military modernization by 2027.[4]
These military investments extend beyond traditional armaments to encompass intelligent warfare, Al,
guantum computing and other advanced tech — reaching every level of war to facilitate rapid
mobilization.

Officials also pointed to China's broader strategy of "military-civil fusion," a state-driven initiative that
integrates military and civilian capabilities, significantly bolstering the development of a self-reliant

defense industry.

In connection with China's military modernization efforts, BIS officials pointed to China's ongoing



diversion activities aimed at advancing its own defense capabilities while contributing to the industrial
base of China-friendly states, such as Russia.

Officials flagged China's continued leveraging of Hong Kong as a convenient diversion hub in order to
route controlled items through shell companies to destinations including Russia, Iran and North Korea.
Officials indicated that addressing diversion risks remains a priority, with continued efforts underway.

Key Takeaways

Lutnick and officials from the BIS and other U.S. agencies have heralded a commitment to aggressive,
extraterritorial export enforcement to achieve U.S. national security objectives. Once again, China was
the headline adversary at the conference, with much of it focused on the myriad threats to U.S.
leadership in critical technology posed by China-related diversion efforts.

Subsequent events have confirmed the BIS' aggressive approach to export control enforcement and the
need for companies to carefully assess risk when dealing with China and Iran.

Since March 25, the BIS has added over eighty entities to the Entity List, including 53 Chinese entities
and one Taiwanese subsidiary of a Chinese parent. This was in response to their involvement with or
demonstrable ties to activities of concern. These include acquiring U.S.-origin items to develop China's
guantum technology capabilities, developing large Al models and advanced computing chips, and other
activities in support of China's military modernization.[5]

During a March 27 town hall, BIS undersecretary Jeffrey Kessler reportedly emphasized the bureau's
plans to focus on cases that would be a powerful deterrent to violating the rules and promised a
massive increase in enforcement.[6] In particular, he stressed the BIS' commitment to the
administration's maximum pressure campaign against Iran, and promised to augment penalties and
enforcement against Chinese companies.

Since the town hall, the DOJ has already charged Hossein Akbari and Reza Amidi, both of Iran, and an
Iranian company, Rah Roshd Co., with conspiring to provide material support to the Islamic
Revolutionary Guard Corps,[7] and indicted Mohammad Jawaid Aziz, also known as Jawaid Aziz Siddiqui
and Jay Siddiqui, a dual Pakistani-Canadian national, for allegedly smuggling "millions of dollars' worth of
U.S. goods and technology to entities associated with Pakistan's military and weapons programs."[8]

These recent enforcement actions and additions to the Entity List, together with Lutnick's BIS update
conference remarks, signal the administration's aggressive approach to export control enforcement
focused on China and Iran. To prepare for heightened enforcement activity, businesses should consider
taking the following steps to ensure they have robust export compliance programs in place.

1. Revisit and update existing export compliance programs to enhance visibility, particularly within
multitiered sales models in China.

Companies that distribute products through layered channels may find that their current compliance
programs do not sufficiently address the risks of inadvertent — or otherwise unwitting — diversion.

Chinese military end-users, Entity List companies, and their subsidiaries and affiliates frequently exploit
multitiered distribution structures to gain access to controlled U.S.-origin items and technology.
Accordingly, companies may need to recalibrate their export compliance programs to achieve greater



visibility into where their products are sold and resold within China.

Recalibration could require companies that maintain only a physical presence in Hong Kong to
strengthen oversight of their affiliates' operations in mainland China. It may also involve elevating or
reassigning responsibility for export controls compliance from sales to legal or compliance functions to
ensure that the necessary expertise and accountability are in place.

2. Take into account existing BIS and DOJ best practice recommendations and guidance when
updating compliance programs.

The BIS' official export compliance guidelines, published in 2017, outline the core elements of an
effective compliance program. These include engaging senior management to drive a culture of
compliance from the top down, conducting regular risk assessments, maintaining comprehensive
recordkeeping, and implementing all-level employee training to reinforce compliance awareness
throughout the organization.[9]

The DOJ's Criminal Division has likewise published detailed guidance, updated in 2024, that outlines its
corporate compliance expectations.[10]

Companies should heavily consider these official compliance guidelines when evaluating the
enhancements their individual compliance programs may require.

3. If potential past violations are suspected, conduct internal investigations to determine the root
causes and take steps to prevent recurrence.

A thorough investigation can help uncover relevant facts and develop an accurate record of events,
especially in an environment in which the BIS increasingly encourages firms to report the compliance
violations of other firms. Companies should consider whether the investigation will take place in a
jurisdiction that does not recognize attorney-client privilege for in-house counsel.

Investigations offer an opportunity for identifying the root causes of compliance failures and provide an
opportunity for addressing any gaps in an organization's export compliance programs.

4. Carefully consider whether to make a voluntary self-disclosure.

The BIS' greater focus on China-related investigations and steeper penalties to incentivize compliance
heightens the stakes of voluntarily disclosing past violations, especially as the BIS' rules now treat failure
to self-disclose as an aggravating factor when assessing penalties.[11]

Where an investigation confirms a past violation, organizations should consider whether to self-disclose
it and, if a disclosure is to be made, the best way to make one. Carefully consider how to present the
findings of the investigation — including any mitigating circumstances — and emphasize the
organization's remedial efforts to strengthen its compliance program.
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