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Privilege and 
Attorney 
Ethics: 
Confidentiality

5

ABA Model Rule of Professional Conduct 1.6
• “A lawyer shall not reveal information relating to the 

representation of a client unless the client gives informed consent 
. . . .”  ABA Model Rule 1.6(a).

• “A lawyer shall make reasonable efforts to prevent the 
inadvertent or unauthorized disclosure of, or unauthorized 
access to, information relating to the representation of a client.”  
ABA Model Rule 1.6(c).

• “The confidentiality rule . . . applies not only to matters 
communicated in confidence by the client but also to all 
information relating to the representation, whatever its source.” 
ABA Model Rule 1.6 cmt. [3].



Privilege and 
Attorney 
Ethics: 
Confidentiality
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California Rules of Professional Conduct
• “It is the duty of an attorney to maintain inviolate the 

confidence, and at every peril to himself or herself to . . . 
preserve the secrets, of his or her client.” Cal. Bus. & Prof. 
Code § 6068(e)(1).

• “A lawyer shall not reveal information protected from 
disclosure . . . unless the client gives informed consent, or the 
disclosure is permitted by paragraph (b) of this rule.” Cal. 
RPC Rule 1.6(a).

• “A lawyer may . . . reveal information protected [from 
disclosure] . . . to the extent that the lawyer reasonably 
believes the disclosure is necessary to prevent a criminal act 
that the lawyer reasonably believes is likely to result in death 
of, or substantial bodily harm to, an individual . . . .” Cal. RPC 
Rule 1.6(b).



Privilege and 
Attorney 
Ethics: 
Organizational 
Clients
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ABA Model Rule of Professional Conduct 
1.13
• “A lawyer employed or retained by an organization 

represents the organization acting through its duly 
authorized constituents.”  ABA Model Rule 1.13(a) 
(emphasis added).

• “The lawyer may not disclose to . . . constituents [of an 
organizational client] information relating to the 
representation except for disclosures explicitly or 
impliedly authorized by the organizational client in order 
to carry out the representation or as otherwise permitted 
by Rule 1.6.”  ABA Model Rule 1.13 cmt. [2].



Privilege and 
Attorney 
Ethics: 
Competing 
Ethical 
Obligations
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ABA Model Rule of Professional Conduct 1.3 
“A lawyer must . . . act with commitment and dedication to 
the interests of the client and with zeal in advocacy upon 
the client’s behalf.” ABA Model Rule 1.3 cmt. [1].

ABA Model Rule of Professional Conduct 3.1 
• “A lawyer shall not bring or defend a proceeding, or 

assert or controvert an issue therein, unless there is a 
basis in law and fact for doing so that is not frivolous.”  



Overview of Attorney-
Client Privilege
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Attorney-
Client 
Privilege 
Basics
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Elements: 

 (1) A communication, 

 (2) made for the purpose of 
obtaining or providing legal advice, 

 (3) between client and counsel, 
that 

 (4) was intended to be and was in 
fact kept confidential. 

History and Purpose:

 Purpose to encourage “full and 
frank communication” between 
attorneys and clients.

Scope: 

 Applies with equal force when the 
client is a corporation.

 Includes written and oral 
communications.

 Does not protect business advice.

 Does not protect facts.

 Is not absolute and can be lost or 
waived.



Overview of Work 
Product Doctrine
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Work 
Product 
Doctrine 
Defined
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FEDERAL
• Work product must be 

prepared “in anticipation of 
litigation.” FRCP 26(b)(3). 

• Work product protection is 
therefore not usually available 
for transactional work.

• Adopted by numerous states, 
including New York and 
Texas.

CALIFORNIA
• Work product need not be 

prepared “in anticipation of 
litigation” for the doctrine to apply.  

• Unlike federal law, California law 
renders opinion work product “not 
discoverable under any 
circumstances.”  Cal. Cod. Civ. 
Proc. § 2018.030.



Privilege 
and Work 
Product 
Compared
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Attorney-Client Privilege
• Protects communications between an attorney and 

client that are made in confidence.

Work Product
• Protects the confidentiality of materials prepared by 

attorneys or at the direction of attorneys in the course 
of their legal representation. 



Dual Purpose 
Communications
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Key Issue: 
Dual-Purpose 
Communications

15

A single communication may serve more than one purpose, 
such that business and legal purposes are so inextricably 
linked as to make it impossible or impractical to extract only 
non-privileged content.
 Communications relating to internal investigations are a 

quintessential example of dual-purpose communications.
Courts apply different tests to evaluate whether dual-purpose 
communications are privileged:

D.C. Circuit: Seeking or providing legal advice must 
be “a” primary purpose of the communication.

Can have more than one primary or “significant 
purpose.”

2nd, 5th, 6th, & 9th Circuits: Seeking or providing 
legal advice must be “the” primary purpose of the 
communication.

Can have only one primary purpose.

7th Circuit: No privilege over dual-purpose 
communications.

Legal advice must be the only purpose.
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In the U.S., communications with in-house counsel can be privileged 
to the same extent as communications with outside counsel, but only 
if counsel is acting in a professional legalnot businesscapacity.

 The burden of proof of establishing that privilege applies falls on the 
party asserting the privilege, and the burden is generally “stricter” or 
“heightened” when the lawyer is in-house counsel because these 
lawyers almost always wear two hats (business and legal).

 Courts take different approaches to whether any presumption applies to 
communications with either outside or in-house counsel, but courts are 
more likely to apply a presumption favoring privilege to communications 
with outside counsel – e.g., United States v. Chen, 99 F.3d 1495 (9th 
Cir. 1996).   

 For in-house counsel, there are a spectrum of positions on whether the 
communication is presumptively privileged.

Rebuttable 
Presumption Not 

Privileged
No Presumption

Presumption for 
Attorneys in Legal 

Department
Presumptively 

Privileged

Key Issue: 
Dual-Purpose 
Communications



Dual-Purpose 
Communications: 
Shared 
Documents
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A product team puts together a Google Doc to work 
through designs and copy for product packaging.  
The team then invites individuals from marketing and 
legal to comment on the draft.  
• Is the Google Doc privileged?
• What if the product team writes “A/C Priv” at the top?
• What if the product team involves legal from the 

beginning?



Recommendation: 
Label 
Communications 
Appropriately
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Clearly indicate when a communication is legal in nature.
• Email subject lines; Header / footer labels that are 

deliberately placed.
• Use your title in your signature, so that at some later point 

there is no doubt that communication involved a lawyer.
• Note when explicitly relaying advice of counsel—e.g., emails 

from non-attorney members of Legal.
Labeling can help confirm that a document is privileged and 
protect against waiver.
Separate legal discussions from business discussions by 
starting a new email chain, if appropriate.



Recommendation: 
Don’t Overuse 
Privilege Labels
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Do not overuse labels such as “privileged and confidential,” as 
misused labels can call into question labels on properly marked 
documents.

Can also lead to ethical trouble and sanctions.  ABA Model Rule 8.4 (c).
Case Study: United States v. Google LLC, No. 20-cv-03010 (D.D.C. 
2022)

• The government argued Google should be sanctioned for allegedly 
training and directing its employees to add an attorney, a privilege label 
and a generic “request” for counsel’s advice to shield sensitive 
business communications, regardless of whether any legal advice was 
actually sought.  Google vigorously denied these allegations.

• The court declined to sanction Google but directed it to re-review all 
claims of privilege over 21,000 “silent-attorney emails” (i.e., 
communications between non-attorneys where an in-house attorney 
was included but did not respond in the chain of communication).



Recommendation: 
Limit Distribution
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Be cognizant of recipients of communications; does this 
person need to receive this? Avoid bulk “cc’s.”
Remind employees to be vigilant when repeating 
legal advice.
• Forwarding legal communications.
• Copying or restating legal advice in separate emails.
• Intranet, Teams, text messages and other forms of chat 

(e.g. WhatsApp, iMessages) are discoverable.
Because of uncertainty regarding the application of 
attorney-client privilege, prepare written communications 
with the view that they may ultimately be disclosed.
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Key Issue: IP 
and Tech 
Investigations

22

Engineer/Scientist Communications 
• Communications between non-attorneys to gather facts for counsel to 

render legal advice are generally privileged

• But, how to prove?

Pre-Suit Investigations 
• Documents created as part of a pre-suit investigation 

• Documents discovered as part of an investigation

• Facts learned during investigation

Best Practices
• Document the purpose of the investigation

• Include attorneys

• Label communications

• Retain outside counsel



Key Issue: IP 
Compliance

23

Examples
• Injunction

• Clean room

• Product redesign

• Licensing / Open Source

• Potential malfunctioning product

Counsel interpreting rules / 
regulations / an injunction

Probably privileged

Counsel creating a compliance 
policy

Probably privileged

Implementation of a policy Probably not privileged

Investigation of policy violations Depends

What aspects of IP Compliance may be privileged?



Key Issue: 
Internal 
Investigations

24

Internal investigations and audits, no matter how sensitive, are not privileged 
by default. 

Must be conducted at the direction of counsel and at least one purpose of the 
audit or investigation must be to facilitate an attorney’s provision of legal advice 
to the company.

Examples of legal advice include:
1. Interpretation of laws or application of law to facts – e.g., relating to potentially 

significant civil, criminal, regulatory, or administrative exposure.

2. Advice regarding compliance with a legal obligation – e.g., relating to 
implementation of legally mandated compliance measures.

3. Litigation-related advice – e.g., relating to ongoing or likely lawsuits, government 
investigations, or enforcement actions.

Not legal advice:
1. Business advice (including advice that could have just as easily been provided by a 

non-lawyer).  

• Example: Investigation re employee performance (generally not privileged) vs. 
investigation of employee criminal misconduct (can be privileged, in appropriate 
circumstances).



Key Issue: 
Internal 
Investigations
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Courts sometimes differ in their approach to privilege, but in general . . . 

 Attorney-Investigators: When conducting an interview or otherwise 
obtaining information from employees, attorney investigators communicate 
with the company (acting through its employees) to collect information 
necessary to provide legal advice to their client, the company, resulting in 
privileged communications. 

 Non-Attorney Investigators or Auditors: When conducting privileged 
investigations or audits, non-attorney investigators and auditors can act as 
agents of attorneys and “step into the shoes of” those attorneys for purposes 
of the attorney-client privilege.

 Attorney-client privilege can therefore extend to communications between 
the company (the client) and non-attorney investigators or auditors acting 
at the direction of the company’s attorneys if: 

 (1) confidentiality requirements are met, and 

 (2) the non-attorney investigators are communicating with company 
employees to gather facts to support attorney legal advice to the 
company.

.



Key Issue: 
Internal 
Investigations
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In 2020, FirstEnergy undertook two internal investigations following the 
indictment of former Ohio House Speaker Larry Householder for an 
alleged bribery scheme that implicated First Energy.   

• Within one week of Householder’s indictment and DOJ’s parallel 
issuance of related subpoenas to FirstEnergy, FirstEnergy and its 
Board engaged two outside law firms to conduct internal investigations 
into the allegations and advise on FirstEnergy’s response to the 
subpoenas. 

• The indictment and subpoenas triggered an array of legal and 
regulatory actions against FirstEnergy, including a securities class 
action. During discovery, claimants demanded access to all materials 
from outside counsel’s investigations.

• The District Court granted the motion, finding that FirstEnergy’s internal 
investigations were initiated for business, not legal, advice because 
FirstEnergy had later used the fruits of the investigation to inform 
business decisions. 

On appeal, the Sixth Circuit reversed, finding that FirstEnergy’s internal 
investigations were still primarily for legal purposes even though it used 
those findings to inform business decisions. 

“What matters under the attorney-client 
privilege is whether a company seeks 
legal advice . . . not what it later does 
with that advice . . . That FirstEnergy 
made business decisions based on this 
legal advice does not change matters.”

“In the context of the legal threats that 
FirstEnergy faced—high-stakes criminal 
and civil allegations—it will be the rare 
company that will not also have 
business purposes for seeking 
essential legal advice. The attorney-
client privilege nonetheless plainly 
applies.”

In re: FirstEnergy Corp., No. 24-3654 (6th Cir. Oct. 3, 2025).



Key Issue: 
Internal 
Investigations
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Privilege belongs to the organization, not to individuals.

ABA Model Rule of Professional Conduct 1.13: “A lawyer employed or retained 
by an organization represents the organization acting through its duly 
authorized constituents.”  ABA Model Rule 1.13(a) (emphasis added).

An Upjohn warning prevents scenario in which an employee confides in in-
house counsel on the incorrect assumption that the employee controls the 
privilege.

• Upjohn warning:

• The attorney represents the corporation, not the employee;

• The communication with the attorney is covered by privilege, 
but the privilege belongs to the corporation, not to the 
employee; and

• The corporation may decide to waive the privilege and 
disclose the information to third parties, including the 
government.



Key Issue: 
Internal 
Investigations

28

Take care with reporting out internal investigation results.

 If board members or executives are implicated, establish recusal 
mechanisms from briefings or other involvement.

 Cautionary tale of Ryan v. Gifford

 Ensure day-to-day client contact is not a target of investigation.

 Disclosing investigative findings to government regulators to secure 
more lenient treatment risks inadvertent subject matter waiver. 

 It makes no difference whether the voluntary production is made 
in response to a voluntary request, formal subpoena, or civil 
investigative demand; none compel production of privileged 
information, all risk waiver.  

 Cautionary tale of U.S. v. Coburn 

 Disclosing even topline investigative findings in a press release or civil 
litigation risks at issue waiver.



Key Issue: 
Due 
Diligence 

29

A company is going public and needs to prepare a 
registration statement.  
The company’s lawyers help conduct due diligence 
to make sure the disclosures are accurate.
• Are emails between the lawyers and the company’s 

employees about the due diligence privileged?



Key Issue: 
Third-Party 
Disclosures
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Disclosure to third parties—including outside auditors, investigators, 
experts, insurers, and PR firms—may waive attorney-client privilege 
and work product protection.
• Waiver as to one third party may constitute a waiver as to all.
What is the balance?
• Auditors must discuss potential illegality with the company.
• Insurers must assess legal risk posed by litigation.
• Experts and consultants often needed to assist in providing legal 

advice.



Communications 
with Insurers

31

You seek to settle a lawsuit covered by insurance.  
The carrier requests a memo analyzing exposure in 
advance of the mediation. 
• Is the memo work product?
• Does sharing the memo with the carrier waive privilege / 

work product protections?



Communications 
with Outside 
Auditors
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Majority view: disclosures of privileged communications to 
outside auditors constitute waiver of attorney-client privilege but 
not work product waiver.
• An independent auditor is not an adversary or a conduit to a 

potential adversary.  United States v. Deloitte LLP, 610 F.3d 129, 
140-42 (D.C. Cir. 2010).

• In California, disclosures to auditors made in audit response 
letters have been protected as work product.  Laguna Beach 
Cty Water Dist. v. Super. Ct., 124 Cal. App. 4th 1453, 1461 
(2004). 

Minority view: disclosures to outside auditors also waive work 
product protections when interests of independent auditor and 
company are not aligned. Medinol Ltd. v. Boston Scientific Corp., 
214 F.R.D. 113, 117 (S.D.N.Y. 2002). 



Communications 
with 
Transactional 
Counterparties

33

Communications with transactional counterparties generally are not protected 
by the attorney-client privilege or work product doctrine.  
Some courts allow limited exceptions under the common interest doctrine, 
but the approach varies by jurisdiction.

• Delaware approach:  Shared communications may remain privileged if 
the parties share an interest that is so parallel and non-adverse that, 
with respect to the transaction at issue, the parties may be regarded as 
acting as joint venturers.  3Com Corp v. Diamond II Holdings, Inc., 
2010 WL 2280734 (Del. Ch. 2010).

• 7th Circuit approach:  Shared communications may remain privileged if 
the parties undertake a joint effort with respect to a common legal 
interest, and the communications are made to further an ongoing 
enterprise.  U.S. v. BDO Seidman, LLP, 492 F.3d 806 (7th Cir. 2007).

• New York approach:  Shared communications must be in furtherance of 
a common legal interest in pending or reasonably anticipated 
litigation to remain privileged.  Ambac Assur. Corp. v. Countrywide 
Home Loans, Inc., 27 N.Y.3d 616 (2016).



Communications 
with Outside 
Directors

34

• Exercise caution when communicating about privileged information with 
outside directors using a non-company email account, particularly if the 
account is associated with the director’s employer.

• If the director’s employer has monitoring rights over the email account, then 
there is a significant risk that using the email account will result in the 
privilege being waived.  See, e.g., In re WeWork Litig., 2020 WL 7624636 
(Del. Ch. Dec. 22, 2020).

• Directors who are employees of a stockholder and serve on the 
board as the stockholder’s designee may be able to use their 
employer’s email account without risking privilege waiver if the 
stockholder could access the company’s privileged communications 
without waiver.

• To avoid the risk of waiver for outside director communications, consider 
providing separate email accounts for outside directors, using secure board 
portals for privileged communications, or encouraging directors to create 
separate email accounts solely for company-related communications.



Communications 
with Consultants 
(experts, 
investigators, 
PR/crisis 
management 
firms)

35

• Whenever possible, have outside counsel directly retain the 
consultant.  If not possible, have in-house counsel, not 
business, directly retain.

• Ensure the engagement letter expressly sets forth that the 
consultant’s work is intended to assist counsel in the 
provision of legal advice.

• Once hired, counsel direct consultant’s work. 
• Limit written exchanges with consultant and always include 

counsel.
• If litigation is anticipated, direct consultants to label their 

internal communications with consultant staff as work 
product.



Questions?
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Colin B. Davis Diana M. Feinstein Michael J. Kahn Casey McCracken

949.451.3993
cdavis@gibsondunn.com 

310.551.8705
dfeinstein@gibsondunn.com 

415.393.8316
mjkahn@gibsondunn.com 

949.451.3932
cmccracken@gibsondunn.com 
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