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T
rade secrets litigation touches a diverse range of corporate
actors. Companies can be either plaintiffs suing to protect
their proprietary information or defendants rebutting accu-

sations of stealing a competitor’s “secret sauce.” Individuals starting a
new company or accepting a promising job offer can be subject to
litigation if they take their former employer’s alleged trade secrets
to the new venture. With trade secrets theft constituting an esti-
mated 1% to 3% of gross domestic product in the United States,1

and trade secrets litigation growing “exponentially” in some juris-
dictions,2 corporate actors would be wise to prepare to play offense
and defense in this space. 

The hypothetical plaintiff in a trade secrets action should con-
sider who could target company intellectual property. Potential per-
petrators include (1) current and former employees, (2) competing
companies, (3) foreign governments, (4) business partners, and (5)
common criminals (hackers, fraudsters, etc.). Hypothetical defen-
dants, on the other hand, should consider who could be high-risk
targets for a trade secrets lawsuit. These persons include (1) new
hires with third-party information—and their employers, (2) com-
panies hiring “teams” of employees, and (3) joint venture partners.

Despite highly publicized cases of thefts allegedly perpetrated by
foreign nations,3 most cases involve persons known to the trade
secrets owner.4 An empirical study of trade secrets litigation in state
and federal courts identified most alleged misappropriators as busi-
ness partners, current employees, and former employees.5 Indeed,

half of employees surveyed in a 2013 study admitted to having
taken company data from former employers and 40% planned to
use that data at their new jobs.6

If a litigant is armed with knowledge of the law and best litiga-
tion practices, there are indeed tangible steps that can be taken to
secure an advantage in a trade secrets lawsuit. This article first pro-
vides a brief overview of how trade secrets and misappropriation are
defined under Colorado law. Then it offers practice tips for when lit-
igation moves from a hypothetical risk to a bet-the-company reality. 

What Are Trade Secrets?
The Colorado Uniform Trade Secrets Act (CUTSA) defines a

“trade secret” as:
the whole or any portion or phase of any scientific or technical
information, design, process, procedure, formula, improvement,
confidential business or financial information, listing of names,
addresses, or telephone numbers, or other information relating to
any business or profession which is secret and of value. To be a
“trade secret” the owner thereof must have taken measures to pre-
vent the secret from becoming available to persons other than
those selected by the owner to have access thereto for limited
purposes.7

Colorado courts consider the following factors to determine
whether a trade secret exists:
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1) the extent to which the information is known outside the
business;

2) the extent to which it is known to those inside the business
(i.e., by the employees);

3) the precautions taken by the holder of the trade secret to
guard the secrecy of the information;

4) the savings effected and the value to the holder in having the
information as against competitors;

5) the amount of effort or money expended in obtaining and
developing the information; and 

6) the amount of time and expense it would take for others to
acquire and duplicate the information.8

With these criteria in mind, Colorado courts have found trade
secrets to encompass myriad categories of information, including
customer lists,9 candidate data for a recruitment agency (including
compiled employment histories and job qualifications),10 and an
“Operations and Procedures” manual for franchisees.11 A Colorado
court also ruled that a plaintiff sufficiently pleaded that “login in -
formation for profiles” and lists of MySpace “friends” were trade
secrets for the purpose of surviving a motion to dismiss.12

In other jurisdictions, courts have found formulas,13 designs,14

methods,15 plans,16 and even information regarding what does not
work (knowledge “developed negatively”) to merit trade secrets
protection.17 And similar to the MySpace friends list case,18 plain-
tiffs in other jurisdictions have also explored social media trade
secrets theories, litigating to protect a party’s LinkedIn contacts19

and a company’s 17,000 Twitter followers.20

What Is Misappropriation?
Misappropriation liability under CUTSA turns on whether a

party employs, has knowledge of, or should have knowledge of im -
proper means in the acquisition, disclosure, or use of trade secrets.
“Improper means” under the statute includes “theft, bribery, mis-
representation, breach or inducement of a breach of a duty to
maintain secrecy, or espionage through electronic or other
means.”21

The statute notably does not require that the trade secrets be
used for liability to attach. If a person merely acquires a trade secret
while knowing (or having reason to know) that the trade secret was
“acquired by improper means,” CUTSA finds liability.22 Similarly,
a party can be held liable for disclosing or using a trade secret if it
did the following: 

1) used improper means to acquire knowledge of the trade
secret; or

2) at the time of disclosure or use, knew or had reason to know
that such person’s knowledge of the trade secret was:
a) derived from or through a person who had utilized

improper means to acquire it;
b) acquired under circumstances giving rise to a duty to main-

tain its secrecy or limit its use; or
c) derived from or through a person who owed a duty to the

person seeking relief to maintain its secrecy or limit its
use.23

Keys to Successful Trade Secrets Litigation
When embarking on trade secrets litigation, whether as a plain-

tiff or a defendant, it is useful to have in mind the 10 keys to suc-
cess that follow.

Key #1—Secure, Collect, and 
Review Electronic Evidence

Federal courts have expressed varying standards regarding when
the obligation to preserve documents begins. A Colorado federal
district court held that putative litigants must “preserve documents
that may be relevant to pending or imminent litigation.”24 Once
obligations begin, counsel for corporate litigants should circulate a
notice (i.e., a document retention notice or “litigation hold”) to
em ployees with potentially discoverable information. Counsel
should describe the litigation, the potential locations of discover-
able documents (laptops, smart phones, desktops, filing cabinets,
etc.), the types of materials covered (e.g., emails, text messages, net-
work documents), and the subject matter of the information that
should be retained.25

Corporate litigants should also ensure that automatic document
destruction protocols are suspended. Failure to preserve relevant
evidence—even if pursuant to an automatic document destruction
protocol—may result in an “adverse inference” instruction allow-
ing jurors to presume the missing evidence was unfavorable to the
sanctioned party.26

While potential court-ordered sanctions should be sufficient
incentive for all litigants to preserve discoverable data, companies
in a trade secrets action should immediately collect electronic com-
munications and image employee devices to develop evidence
regarding the alleged misappropriation. More than half of employ-
ees polled in a 2013 survey admitted to sending company docu-
ments to personal email addresses, 41% downloaded information
to personal tablets/smart phones, and 37% sent documents to file-
sharing applications such as Dropbox and Google Docs.27 These
electronic data transfers are valuable sources of evidence, and coun-
sel should pay close attention to employee communications with
third parties, documents sent to personal email accounts, and
forensic evidence that the employee moved or deleted information
from a company computer (or installed data-wiping programs such
as CCleaner). 

Key #2—Perform an Early Case Assessment
Begin with the end in mind. With litigation holds sent to custo-

dians and potentially key evidence and discoverable data preserved,
counsel in a trade secrets action should gauge the status of the liti-
gation, where it should go, and how to get there. 

As in any other case, counsel for litigants should start with the
law. What is the current state of trade secrets jurisprudence? What
are the risks and rewards of bringing or defending a claim? Con-
sidering the law and the evidence that has been secured, is it in the
client’s interests to quickly settle the matter?

Corporate defendants should—in addition to assessing possible
de fenses and counterclaims—consider potential claims against
their own employees and business partners. Trade secrets lawsuits
often arise in the context of an employee (or team of employees)
exiting one company for another. The new employer could have
claims against the new hire if the company is held liable for the
employee’s misappropriation of trade secrets, or if the employee
made misrepresentations to the new employer regarding bringing
confidential information to the company. Potential claims include
contribution, indemnification (if applicable in the employment
agreement), breach of contract, and fraud (misrepresentation, con-
cealment, or deceit). 
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Counsel should also consider the jurisdiction in performing an
early case assessment. Who is the judge and how has she ruled in
similar cases? Does she commonly grant motions to dismiss? What
is the composition of the potential jury pool? Will the case be tried
in a county with a bevy of startup companies, a large military pres-
ence, or a significant agricultural economy? 

In addition, counsel should take into account the impact of
applicable procedural rules. For example, from January 1, 2012
through December 31, 2014, various counties in Colorado state
courts were subject to Chief Justice Directive 11-02 and the Civil
Access Pilot Project (CAPP) rules. These rules modified certain
aspects of the Colorado Rules of Civil Procedure regarding “plead-
ing, discovery, and trial management” to study reducing expenses
in civil litigation and certain business actions. 

On July 1, 2015, aspects of the Colorado Rules of Civil Proce-
dure were amended in response to the pilot project. The amended
rules reduce timeframes for depositions,28 establish new guidelines
for case management,29 emphasize discovery that is proportional
to the needs of the case,30 and note that discovery should include
“what a party/lawyer needs to prove its case, but not what a party/
lawyer wants to know about the subject of a case.”31 These changes
have significant implications for the pace, cost, and strategy of liti-
gation and should be accounted for in an early case assessment. 

A similar analysis should be performed regarding opposing
counsel and their clients. Who are the attorneys and parties on the
other side and what is their reputation in the community? Are they
known to be aggressive or quick to settle? Have they filed similar
suits in the past? If similar suits have been filed, pull those papers
and analyze them; they could provide a roadmap for the current
dispute.

With all the above analysis in mind, counsel should meet with
clients, “communicate, communicate, communicate,” and repeat.
Counsel should begin an honest conversation regarding (1) the
clients’ goals; (2) the likelihood of litigation success; (3) the collat-
eral consequences of litigation, including potential reputational
harm and lost time dedicated to business needs; (4) expenses and
budgeting for discovery, motions practice, expert witnesses, and
trial; and (5) the need for buy-in from the clients and the clients’
agents, including in-house counsel’s (if applicable) willingness to
review filings and respond to discovery requests, CRCP 30(b)(6)
witnesses’ willingness to speak on behalf of the company during
discovery, business people’s willingness to prepare for and be de -
posed, and a company-wide willingness to engage in disciplined
document preservation. 

Having this conversation early should prepare clients for what
is to come from a financial and logistical standpoint, and begin
what will be an ongoing process of managing emotions and expec-
tations regarding the litigation. Business can often become per-
sonal when trade secrets are at issue. Counsel’s job is to remind
clients of their initial goals and keep them focused on what can
realistically be accomplished through litigation and possible settle-
ment. 

Key #3—Seek or Oppose Injunctions
CUTSA allows trade secrets litigants to seek “[t]emporary and

final injunctions . . . as the court deems reasonable to prevent or
restrain actual or threatened misappropriation of a trade secret.”32

While permanent injunctions provide a successful plaintiff with a
post-litigation remedy to prevent future use of trade secrets, tem-

porary restraining orders and preliminary injunctions are potent
tools because they can prevent a defendant from using the pur-
ported trade secrets during the course of the litigation. 

Preliminary injunctions require notice to the adverse party and
are intended to maintain the “status quo” while the litigation pro-
gresses through the court system.33 A party is entitled to a prelim-
inary injunction if it can show (1) a reasonable likelihood of suc-
cess on the merits, (2) irreparable harm absent an injunction, (3)
that the balance of hardships tips in its favor, and (4) that the pub-
lic interest favors issuance of the injunction.34 A temporary
restraining order, on the other hand, may be granted “without writ-
ten or oral notice to the adverse party” in these circumstances: 

(1) It clearly appears from specific facts shown by affidavit or by
the verified complaint or by testimony that immediate and
irreparable injury, loss, or damage will result to the applicant
before the adverse party or his attorney can be heard in opposi-
tion, and (2) the applicant’s attorney certifies to the court in
writing or on the record the efforts, if any, which have been
made to give the notice and the reasons supporting his claim
that notice should not be required.35
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For plaintiffs, temporary restraining orders and preliminary
injunctions can be crucial. If a competitor is actively profiting from
misappropriated trade secrets and potentially threatening market
share, plaintiffs often cannot afford to wait until the end of the lit-
igation for a court-ordered remedy. Conversely, for defendants, an
injunction preventing the use of an alleged trade secret formula
could cripple business operations. 

The court could also prevent a defendant-employee from join-
ing a new venture because the employee has knowledge of trade
secrets that may be misappropriated at the new company. In Bimbo
Bakeries USA, Inc. v. Botticella, an employer sought a preliminary
injunction to prevent a former executive from working for a direct
competitor.36 The executive was one of seven employees who knew
how to replicate the “nooks and crannies” texture of Thomas’ Eng-
lish Muffins.37 The trial court held that the employer was likely to
succeed on the merits and enjoined the former executive from
commencing employment with the competitor.38

Any court order that restricts a company’s operations or the em -
ployment of an individual is a powerful tool. Temporary restraining
orders and preliminary injunctions should receive particular con-
sideration from trade secrets litigants because of their potential to
provide potent remedies during the pendency of the litigation. This
can place litigants in a bet-the-company posture while the case is
still in its infancy.

Key #4—Identify the Trade Secrets With Particularity
Defendants in trade secrets litigation are generally entitled to

“clear detail of what the plaintiff claims to be its trade secret.”39

Such disclosure is necessary and common in trade secrets litigation
so that defendants can “formulate [their] panoply of defenses.”40

One Colorado court described this requirement as a prerequisite,
stating that “a [p]laintiff will normally be required first to identify
with reasonable particularity the matter which it claims constitutes a
trade secret, before it will be allowed to compel discovery of its ad -
versary’s trade secrets.”41

Defendants should take steps early in the litigation to lock their
opponents into a specific and narrow definition of the alleged trade
secrets. Defendants can then scrutinize the definition to determine
which aspects are in the public domain, which were not kept confi-
dentially within the company, and which otherwise do not merit
trade secrets protection under CUTSA. CRCP 30(b)(6) allows
parties to notice a corporate entity as a deponent and “designate
with reasonable particularity the matters on which examination is
requested.” The organization, in turn, must designate a person to
“testify as to matters known or reasonably available to the organi-
zation.”42 Defendants should take the “Rule 30(b)(6)” deposition
of the plaintiff ’s employee with knowledge regarding the com-
pany’s trade secrets, and consider taking this deposition relatively
early to ensure the plaintiff ’s trade secrets definition is a static tar-
get throughout the pendency of the litigation. 

Faced with the likelihood of a Rule 30(b)(6) deposition on this
topic, plaintiffs should carefully consider who best knows and can
effectively explain the company’s trade secrets. The best witness may
not be the most senior executive in the organization. In some cases,
lower-level managers and/or technical employees may have the
best understanding of the company’s trade secrets, how they are
used, and how they are protected within the organization. And just
as defendants have an interest in a narrow definition of the trade
secrets at issue, plaintiffs have an incentive to meet their disclosure
obligations under the law with a definition that includes the broad-
est possible range of allegedly misappropriated information. Plain-
tiffs should be cautious, however, and ensure that their broad defi-
nition does not include information that is standard industry prac-
tice, available in the public domain, or otherwise not kept
confidentially within the company.

Key #5—Litigate Protections 
for (Alleged) Trade Secrets

Despite the common posturing in a plaintiff ’s complaint or a
defendant’s motion to dismiss, discovery under the Colorado Rules
of Civil Procedure—and in practically every court in the United
States—eventually calls the litigants’ bluff. The players take their
seats. Cards are laid on the table. And the fact-finders are given the
opportunity to decide who has the winning hand.

In a trade secrets case, however, the litigants’ reason for being in
court is predicated on a notion that their confidential, proprietary,
and presumably secret information has been shared with the wrong
people. The company that will sue to prevent its “secret sauce” from
being known to or used by its competitor-defendants certainly will
take umbrage with that same secret sauce being pasted on the front
page of a publicly available summary judgment motion.

The Colorado Rules of Civil Procedure provide a number of
provisions that litigants may use to safeguard potential trade secret
information during the discovery process. Plaintiffs can move the
court under CRCP 26(c) for “any order which justice requires to
protect a party or person from annoyance, embarrassment, oppres-
sion, or undue burden or expense.” The motion may seek limita-
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tions so that (1) “the disclosure or discovery may be had only on
specified terms and conditions,” or (2) “a trade secret or other confi-
dential research, development, or commercial information not be
revealed or be revealed only in a designated way . . . .”43 Litigants
commonly furnish a proposed protective order that defines the
nature of the alleged trade secret information, procedures for des-
ignating information as subject to the protective order (labeling
documents “Confidential,” “Highly Confidential,” “Attorney Eyes
Only,” etc.), limitations on the use of confidential information, and
who can access the information (the court, attorneys, support staff,
trial consultants, etc.).

Attorney-eyes-only provisions merit particular scrutiny and con-
sideration by plaintiffs and defendants. Depending on the language
of the provision, it can restrict a document’s availability to only
attorneys (and their contractors), limiting client and witness access
to certain information. Plaintiffs should consider these provisions
because their inherent posture is to defend confidential information
from those who have, on at least one occasion, allegedly sought ille-
gal access to that information. The discovery process therefore has
the potential to aid and abet a misappropriator in gaining access to
even more trade secret data under the guise of proper discovery. 

Attorney-eyes-only provisions should also be considered in cir-
cumstances in which the information in possession of the litigant is
subject to a third-party confidentiality agreement. In the private
equity space, for example, companies regularly share information
after executing confidentiality agreements for the purpose of ana-
lyzing potential transactions. These agreements often include dis-
closure carve-outs for court process, but they might also require the
person subject to the agreement to seek protections for the confi-
dential information in court. To the extent that the data shared
with a litigant is both discoverable and subject to a third-party con-
fidentiality agreement, an attorney-eyes-only provision can be a
useful tool to ensure compliance with litigation and contractual
obligations. 

Defendants should scrutinize and consider opposing attorney-
eyes-only provisions because these clauses can prevent clients from
assisting in the analysis of the documents and limit witnesses’ abil-
ity to comment on the materials in depositions. While limitations
will vary depending on the individual protective order litigated by
the parties, attorney-eyes-only provisions still represent one addi-
tional—and potentially significant—barrier to a defendant’s dis-
covery process. Defendants should also consider using oppositions
to any motion to protect purported trade secret information as an
opportunity to attack the heart of the plaintiff ’s claim. Highlight-
ing all the reasons why the information is not a trade secret calls
into question the protections sought by the plaintiff and represents
an additional opportunity to put the defendant’s theory of the case
before the judge.

Key #6—Analyze Public Access to Trade Secrets
When determining whether a plaintiff has a trade secret, litigants

should consider the public availability of the contested information.
Among other factors, Colorado courts consider “the extent to which
the information is known outside the business” to determine
whether data is worthy of trade secret protection.44 In I Can’t Believe
It’s Yogurt v. Gunn, a Colorado court refused to find misappropria-
tion liability because the alleged trade secrets were “generally
known,” “readily ascertainable,” and “taught at business schools.”45

Plaintiffs should seek to distinguish their information from data

available in the public domain or known as a common business
practice; defendants, in turn, should do the exact opposite. Defen-
dants should break down each aspect of the purported trade secret
information and identify a counterpart in the public domain.

Key #7—Deploy Policies and Procedures Strategically
For information to be trade secret under CUTSA, the owner of

the data must “have taken measures to prevent the secret from be -
coming available to persons other than those selected by the owner
to have access . . . .”46 CUTSA simply will not presume secrecy for
those who do not impose and enforce secrecy themselves. Policies
and procedures regarding monitoring, labeling, and restricting
access to trade secret data are all relevant to this inquiry. Counsel
should also consider highlighting training programs for employees
regarding keeping trade secrets confidential and any formal sanc-
tions process for non-compliance with company protocols on this
issue. 

When Coca-Cola argued in a Delaware court that the formulas
for its marquee beverages were trade secrets, the company detailed
the extensive measures it took to maintain that secrecy, including:
(1) storing the sole written versions of the formulas in a vault in
Atlanta; (2) establishing a policy that only two employees may
know the formulas at any given time; (3) maintaining confidential-
ity regarding the identities of the two employees who know the
formulas; (4) allowing only the two employees who know the for-
mulas to oversee production of Coca-Cola’s secret ingredients; and
(5) barring the two employees from flying on the same plane at the
same time.47
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Vaults in Atlanta and policies barring employees from traveling
together are not required under CUTSA for a litigant to show it
has “taken measures” to protect trade secrets. But the tangible
efforts a party has (or has not) taken to safeguard its information
will be subject to intense scrutiny. Litigants should prepare accord-
ingly. 

Defendants should also be ready to describe their own policies
and procedures. Hiring protocols, joint venture protocols, employ-
ment agreements with certifications regarding third-party confi-
dential information, due diligence on new business partners, and
formal penalties for non-compliance all tell the story of a defen-
dant working diligently to keep unauthorized information away
from its business. Indeed, defendants should be able to paint the
picture of a wall built with policies, procedures, due diligence, and
discipline that prevents new business partners from accidentally (or
intentionally) slipping past the gates with third-party trade secrets.

Key #8—Utilize Pre- and Post-Engagement Agreements
Counsel for litigants should also consider pre- and post-engage-

ment agreements in the analysis of whether a plaintiff has taken
reasonable measures to protect its alleged trade secrets under
CUTSA. The existence (or absence) of confidentiality agreements,
employment agreements, and non-compete agreements (including
non-solicitation clauses, non-disparagement clauses, etc.) are all
relevant to this inquiry. Indeed, an empirical analysis of state and
federal trade secrets cases concluded that confidentiality agree-
ments with employees or third parties were the most commonly
used “measure” in cases where courts ruled that the plaintiff took
reasonable steps/measures to protect its trade secrets.48

Confidentiality agreements and non-compete agreements assist
plaintiffs by establishing the defendant-employee’s awareness of
confidentiality obligations. On the other hand, to the extent a
plaintiff ’s agreements do not cover the alleged confidential infor-
mation at issue, defendants should highlight the discrepancy. De -
fendants can also present evidence of employment agreements
where incoming employees certify that they will not use third-
party trade secret information at the new company.

Key #9—Strategically Use Expert Witnesses
Under CRCP 26(b)(4)(B), a litigant must show “exceptional cir-

cumstances” to discover facts known or opinions held by an expert
who is not expected to be called as a witness at trial. As noted by
the Colorado Supreme Court, the rule allows the attorney to
“think dispassionately, reliably, and creatively both about the law
and the evidence in the case and about which strategic approaches
are likely to be in [her] client’s best interests.”49 Litigants in a trade
secrets action should take advantage of the rule to allow the non-
testifying expert to educate attorneys regarding not only the nature
of the purported trade secrets, but also the broader industry in
which the parties operate. Counsel should query these experts
regarding what is standard practice in the industry and how to
define the pecuniary value of the alleged trade secrets. 

In addition to utilizing paid experts, counsel should not forget
about the experts they have the most access to: the clients. Trade
secrets litigation regularly involves highly sophisticated business
people with extensive knowledge of their industry and their com-
pany’s proprietary data. While it is always a best practice to be effi-
cient with client time and to self-educate wherever possible, coun-
sel should not shy away from appropriate opportunities to under-
stand the client’s narrative regarding the industry and the
confidential information at issue in the litigation. 

Key #10—Navigate Trade Secrets Damages
CUTSA provides for (1) actual damages, (2) unjust enrichment

not accounted for in the actual damages, (3) exemplary damages,
and (4) in lieu of “damages measured by any other methods,” a rea-
sonable royalty for the misappropriator’s disclosure or use of trade
secrets.50 Compensatory damages can be measured by methods in -
cluding an “agreed value” among the parties, lost sales, lost profits,
or research and development costs.51 “Reasonable royalty” dam-
ages, on the other hand, have been described as “what the parties
would have agreed to as a fair price for licensing the defendant to
put the trade secret to the use the defendant intended at the time
the misappropriation took place.”52

To the extent a litigant independently brings civil theft, conver-
sion, or unjust enrichment claims in conjunction with trade secrets
claims, CUTSA can act as a barrier to recovery. The statute notably
limits damages under those claims if they represent “the same
operative facts which would plainly and exclusively spell out only
trade secret misappropriation.”53

Quantifying the value of a trade secret and the impact of mis-
appropriation can be a daunting task. Courts themselves have
described the measure of damages for a misappropriation case as
“elusive.”54 With this consideration in mind, courts are encouraged
to be “flexible” and “imaginative” in calculating these damages.55

Litigants, in turn, should offer a roadmap the court can follow to
the proper damages result (reasonable royalty, lost profits, develop-
ment costs, etc.). Motions practice surrounding the initial com-
plaint, summary judgment, and even the scope of discovery all rep-
resent opportunities for counsel to craft the damages narrative. The
litigant with the least “elusive” damages theory may very well win
the day.

Conclusion
While many of the strategies outlined in this article can be exe-

cuted almost exclusively by an attorney, other suggestions admit-
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tedly presume that companies have implemented best practices in
trade secrets management before litigation is imminent, including
the following: (1) establishing policies and procedures restricting
access to trade secret information or deterring others from bringing
third-party data to the company; (2) diligently executing confiden-
tiality agreements with new employees and business partners; and
(3) most important, thinking intentionally about what the com-
pany’s trade secrets are and how that information should be pro-
tected. To the extent a company is not yet embroiled in litigation,
there is no better time than the present to begin consulting counsel
and developing tools that will protect future business and legal
interests. 
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