SHINING THE LIGHT
ON CALIFORNIA'S
“SHINE THE LIGHT” LAW

BY MICHAEL R. GEROE AND J. KEITH BIANCAMANO

This article is a primer for legal counsel advising businesses in
California that sell, market or communicate with customers over
the Internet. In light of recent plaintiff activity, companies with
customers in California could soon face class action suits seeking
significant sums in statutory damages, attorney'’s fees and costs
under California’s “Shine the Light” law, a part of California’s
Consumer Records Act.? The Shine the Light law, enacted Jan.
1, 2005, was designed to protect California consumers’ private
information by requiring businesses to disclose certain types
of customer information they have shared with third-party
companies and the identities of those third-party companies.?

Although the Shine the Light law has existed for several years,
many businesses have failed to comply with the requirements
set forth in the statute, sharing consumers’ personal information
to third parties without making the requisite disclosure.* This
behavior has been understandable, and even economically
practical, as very few consumers have instituted a civil action to
recover damages under the Shine the Light statute. This may be
due, in part, to the fact that many consumers are unaware that
companies regularly sell customer personal information to third-
party businesses.®






So, why should this little-
known and sparsely litigated pro-
vision be important to most busi-
nesses now? In recent months,
there has been a dramatic spike
in the number of civil actions
brought pursuant to the Shine the
Light law, with multiple class ac-
tion claims filed weekly.® Further,
statutory penalties could be large.
Although the issue has not been
heavily litigated, each plaintiff has
the right to institute a civil action
seeking $500 for each year (since
the statute’s enactment) that a
company did not provide the
plaintiff with the requisite statu-
tory disclosure and, where such
failure was willful, the penalty
rises to $3,000 for each violation.’
In addition, prevailing plaintiffs in
any action commenced under the
Shine the Light law are entitled to
recover their reasonable attorney’s
fees and costs.® In a class action
context, it is often these fees and
costs that constitute the bulk of an
award. Thus, companies that have
failed to comply with the statute
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could face class action suits demanding damages totaling
millions of dollars. Fortunately, the statute is relatively easy
to comply with, and companies may avoid liability under
California’s law if they follow the steps set forth below.

llluminating the details of the Shine the Light law
Applicability: Which companies are subject to the Shine the

Light law?

The Shine the Light law applies to most for-profit and

nonprofit businesses that know or have reason to know that
“personal information” obtained from their “customers”
will: (1) be disclosed to a “third party,” including those busi-
nesses’ affiliates; and (2) be used for “direct marketing pur-
poses” by that third party. For a better sense of the statute’s
scope, some of its key terms are described below.

Personal information: The requirements of the statute
are only triggered if a company reveals its customers’ “per-
sonal information,” defined as any information that, when it
was disclosed, identified, described or was able to be associ-
ated with an individual. Such information includes, but is
not limited to, the customer’s name, address, email address,
date of birth, race, religion, medical condition, credit card
number, debit card number and bank account.’

Customer: This term refers to an individual (i.e., a natural
person) who is a resident of California and provides personal
information to a business at the creation of, or throughout
the duration of, an established business relationship.!'°

Established business relationship: This term is quite
expansive and encompasses any relationship formed by a
voluntary, two-way communication between a business and
a customer, with or without an exchange of consideration,
for the purpose of purchasing, renting or leasing real or
personal property.'

Third party: This term refers to:

1. abusiness that is a separate legal entity
from the business that has an established
business relationship with a customer;

2. a business not affiliated by a common ownership
or corporate control with the business
required to comply with the statute; or

3. a business that has access to a database of
customers’ personal information that is shared
among businesses, if that business is authorized to
use the database for direct marketing purposes.'?

However, where personal information has been shared
with an affiliated business that shares the same name
brand as the company required to comply with the stat-
ute, only disclosures pertaining to a select few categories
of information trigger the requirements of the statute.
These information categories relate to information about
the customer’s children, including the age, gender, height,

religion, weight, telephone number and email address of the
customer’s children.!

Direct marketing purposes: The statute defines this
term as the use of personal information to solicit or induce
a purchase, rental, lease or exchange of products directly
to individuals by means of the mail, telephone or email for
their personal, family or household purposes.**

If your company has made disclosures that would cause it
to fall within the statute, it must comply with the Shine the
Light law’s requirements, unless it meets one of the exemp-
tions discussed below.

Exemptions: Which businesses (or activities) are exempt from
the Shine the Light law?

Although the reach of the Shine the Light law is expan-
sive, certain acts and entities are exempt from its provisions.

First, as discussed above, only disclosures related to
certain types of personal information trigger the statute’s
requirements. Disclosures of personal information that do
not trigger the statute include:

1. information disclosed for electronic storage purposes;

2. information used for maintaining or

servicing business accounts;
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3. public information related to the right, title or
interest in real property, where such information
was not provided directly by the customer to the
company during an established business relationship;

4. information disclosed to third parties
for the joint offering of a product or
service, if certain conditions apply;

5. information disclosed to a consumer reporting
agency regarding a customer’s payment history,
provided the information will be used in, or used
to generate, a consumer report (where the use of
the information is limited by the federal Fair Credit
Reporting Act, 15 U.S.C. Sec. 1681 et seq.); and

6. information disclosed to a financial institution
solely for the purpose of obtaining payment for a
transaction, even if the company knows that the
third-party financial institution has used the personal
information for its direct marketing purposes.'

Second, businesses with fewer than 20 full-time or
part-time employees, including employees located outside of
California, are exempt from the Shine the Light law.!®

Third, financial institutions subject to the California
Financial Information Privacy Act (Sec. 4050 et seq.
of the California Financial Code) are not subject to the
Shine the Light law, provided those financial institu-
tions comply with certain sections of the California
Financial Code."”

Fourth, businesses may adopt an opt-in/opt-out policy
where customers are given a choice as to whether they wish
to permit company disclosure of their personal informa-
tion. Adopting such a policy exempts the business from the
specific disclosure requirements of the statute.

What are the specific requirements of the
Shine the Light law?

The Shine the Light law requires a business to disclose,
upon a customer’s request (which a customer may make only
once per calendar year), the following information:

(1) the types of personal information the company shared
with third parties for the third parties’ direct marketing pur-
poses during the immediately preceding calendar year; and
(2) the identities of the companies with which the company
shared the information.!®

To effect the required disclosure, a company must des-
ignate a specific postal address, email address, or toll-free
phone or fax number that customers may use to request the
required information regarding disclosure of customers’ per-
sonal information to third parties in the preceding calendar
year.'"” Further, each business must use one of the following
methods to assist customers in finding the company’s desig-
nated address for receiving customer requests:

1. Educate or train the company’s agents and managers
who have non-incidental customer contact to
advise customers of the company’s designated
address for receiving customer requests;*

2. Create a link on the home page of the company’s
website titled “Your Privacy Rights” or add the
words “Your Privacy Rights” or “Your California
Privacy Rights” to the home page’s link to the
company’s privacy policy. Companies utilizing
any of these options must meet the following
requirements: (a) the first web page shown after
clicking on the link must describe customers’
rights under the Shine the Light law, and (b) the
page must set forth the company’s designated
address for receiving customer requests;?' or

3. Make the designated method of receiving
customer requests, or the means to find the
company’s designated address for receiving
customer requests, available at every California
place of business where the company or its
agents have regular contact with customers.?

Companies are not required or expected to use any
particular method to assist customers in finding the
designated address for receiving customer requests. Fur-
ther, companies may, at their discretion, utilize all three
methods. However, companies without a physical presence
in California may only comply with the statute through
(1) and (2) noted above.?* This would apply, for example,
to Internet-based companies lacking California brick-and-
mortar locations.?*

Companies that receive a customer request through
their designated address must provide the information
required by the statute within 30 days of receiving that
request. Generally, if a company receives a customer
request at an address other than the company’s designated
address, the company must respond to that request in a
reasonable period, not exceeding 150 days from the date
the company received the request.?> However, if a com-
pany utilized option (2) above and added the words “Your
California Privacy Rights” to the home page’s link to the
company’s privacy policy, the company does not have to
respond to requests received at addresses other than the
company’s designated address.

How should companies comply with the law?

Companies seeking to avoid liability under California’s
Shine the Light law should take one, or all, of the follow-
ing steps:

1. Establish a designated mailing address,
email address or toll-free number where interested
customers may obtain the statutorily required
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information (i.e., categories of personal information
disclosed to third parties and identities of those
third-party entities). Further, companies should
direct customers to the designated address by:

e providing a link to the address on the company’s

home page;

¢ providing the information as to how to find the

company’s designated address at each of the
company’s brick-and-mortar California locations,
if any, where its agents regularly have customer
contact; or

e instructing all company agents who have direct

contact with customers on how to direct customers
to the company’s designated address.

2. Adopt and disclose, in the company’s privacy
policy, (a) a policy of not disclosing personal information
of customers to third parties unless the customer first
affirmatively agrees to that disclosure, or (b) a policy
of not disclosing the personal information of customers
to third parties if the customer has exercised an option
that prevents that information from being disclosed
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to third parties. Additionally, companies must direct
their customers to such policy and allow the customers
to exercise their right to opt in/out without cost.?

3. If providing information to third parties for purposes
other than direct marketing, companies should closely
monitor the use of said personal information. As discussed
above, the Shine the Light law permits the sharing of
customer personal information with third parties for non-
marketing purposes. Companies that originally entered into
agreements with third parties to share customer personal
information in a permissible manner may unintentionally
become subject to this law if those third parties use that
information for direct marketing purposes. To prevent this,
companies should closely monitor third-party use of any
customer personal information they provide to third parties.
They should consider including indemnity provisions in
relevant agreements that would require the recipient of any
such information to indemnify the company if the company
is subject to liability under the statute, due to the manner
in which the third party uses the disclosed information.

Certain financial institutions subject to the Gramm-
Leach Bliley Act may comply with the Shine the Light law
by providing customers with disclosures of such financial
institutions’ policies and practices, provided the disclosures
comply with the Shine the Light law.?” Discussion of this
Act is beyond the scope of this article.

What are the consequences of failing to comply
with the Shine the Light law?

Covered companies that fail to provide their customers
with the requisite disclosures mandated by the statute face
civil penalties of $500 (or $3,000 if the violation of the stat-
ute is willful) in each instance a customer request was made
and the company did not adequately respond, provided that
there is a limit of one violation per customer per year.?

Except as to willful violations of the statute, companies
that did not provide all the information required by the
statute, provided inaccurate information or did not meet the
time requirements may, as a defense to a civil action, assert
that they provided all the information (or accurate informa-
tion, where applicable) to all customers who were provided
incomplete (or inaccurate information, where applicable)
within 90 days of the date the companies knew they failed to
properly provide the information.?

It is clear that any major liability arising from the stat-
ute would be the result of a class action suit. The scope of
customers’ class action rights under the statute has not been
thoroughly addressed by California courts. Injured custom-
ers may be able to bring class action suits, as no provisions
of the Shine the Light law prohibit such action. An initial
court ruling implies that class actions may be brought
under the statute, provided the plaintiffs can prove stand-
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ing by showing they have been injured by a violation of the
statute.>® However, the Shine the Light law only provides
“customers,” California residents with an established busi-
ness relationship with the company, the right to institute

a civil action. Limiting the civil action right to California
“residents” may: (1) preclude plaintiffs from obtaining class
certification by requiring that each plaintiff prove Califor-
nia residency, likely an inherently individualized question
requiring each plaintiff to show intent to remain domiciled
in California for an indefinite period;*' and (2) if the class

is certified, reduce the potential size of any class. As only
one court decision has been made, it is difficult to predict
whether California courts will permit class actions under the
statute and, more importantly, the ultimate potential liability
companies could face. There are several filed class action
claims pending, however, which may decide this issue.

As information and data technology plays a greater role
in business, the legal ramifications of its use will only grow
and become that much more consequential to the everyday
operations of companies. It is vital that businesses stay cur-
rent with and fully aware of the rapid developments in this
area of the law. BN

Have a comment on this article? Visit ACC's blog

at www.inhouseaccess.com/articles/acc-docket.
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