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WHISTLEBLOWER RULES

O
n May 25 2011, in a 3-2 vote,
the US Securities and
Exchange Commission (SEC)
approved its final rules (US

rules) to implement the whistleblower
award program of Section 21F of the
Securities Exchange Act of 1934, which was
added by Section 922 of the Dodd-Frank
Wall Street Reform and Consumer
Protection Act.

The US rules establish the standards and
procedures the SEC will apply in awarding
whistleblowers monetary compensation for
providing tips about possible securities law
violations (including violations of the
Foreign Corrupt Practices Act) that lead to
successful SEC enforcement actions and
make definitions which set the contours for
protections of whistleblowers under the
Dodd-Frank Act’s anti-retaliation
provisions.

Under the US rules, a whistleblower who
voluntarily provides the SEC with original
information that leads to a successful
enforcement by the SEC that results in
monetary sanctions of more than $1 million
arising out of the same core facts is eligible
for an award of 10 to 30% of any amounts
recovered. 

As a result, there is little doubt that there
will be an increase in external whistleblower
activity. Indeed, the SEC has said that it
expects to receive approximately 30,000 tips
per year and plaintiffs’ law firms have set up
websites to attract whistleblower leads in

the US and abroad. 
The Dodd-Frank Act significantly

expands the protections afforded to
whistleblowers under the Sarbanes-Oxley
Act of 2002 (Sox) by increasing the scope of
companies subject to the Sox anti-
retaliation provisions, providing
whistleblowers more time to make
retaliation claims and increasing the
penalties for such retaliation. 

These laws, which apply in the context of
securities law violations, supplement
numerous existing US whistleblower laws
designed to protect whistleblowers in a
variety of other specific contexts, including
workplace health and safety, environmental
protection, energy, transportation safety,
and taxation.

Another important law in the US
whistleblower landscape is the False Claims
Act (FCA), which imposes liability on
persons and companies (typically
government contractors) who defraud
governmental programs. The law includes a
qui tam provision that allows people who
are not affiliated with the government to
blow the whistle by filing actions on behalf
of the government.

Whistleblowers in the UK have enjoyed
protection against dismissal and retaliation
since 1999 when the Public Interest
Disclosure Act 1998 (PIDA) came into
force, inserting new protections into the
Employment Rights Act 1996 (ERA).

UK law protects employees and workers
against retaliation for making a protected
disclosure (of which more below). 

Protection against retaliation
For the purposes of the anti-retaliation
protections under the Dodd-Frank Act, an
individual is a whistleblower if that
individual possesses a reasonable belief that
the information he or she is providing
relates to a possible securities law violation
that has occurred, is ongoing, or is about to
occur, and he or she reports that
information in accordance with the
procedures delineated in the rules. 

Protection from retaliation is only
afforded to employees, but other classes of
whistleblower may be eligible to receive an

award under the whistleblower award
program. 

The original anti-retaliation provisions of
Sox extended only to employees of publicly
traded companies, but the Dodd-Frank Act
has amended those provisions to include
employees of subsidiaries or affiliates of
publicly traded companies. Eligibility for
protection from retaliation under other US
laws varies depending on the applicable law,
but protection is typically afforded only to
employees under these laws.

In the UK, PIDA only affords protection
to employees and other categories of
worker.

Under normal circumstances, an
employee may only claim unfair dismissal if
he or she has the necessary period of
qualifying service (currently one year) and
any compensation will be subject to a
maximum statutory cap (currently between
approximately £68,000 and £80,000
depending on length of qualifying service).

However, employees who are dismissed
for making a protected disclosure may claim
unfair dismissal without any requirement to
establish qualifying service. Furthermore, in
such cases, compensation for unfair
dismissal will be awarded without applying
the statutory cap on compensation which
usually applies in cases of unfair dismissal.

Workers, comprising not only employees
but also other certain self-employed
contractors, home workers and agency
workers, also enjoy protection against
retaliation should they make a protected
disclosure and also stand to recover
appropriate compensation including
damages for injuries to feelings and
aggravated damages in appropriate cases.

When is an eligible 
whistleblower protected?
The protection provided under the US rules
is available to persons with information
concerning a possible securities law
violation. 

Similarly, Sox prohibits companies from
engaging in retaliation against an employee
for providing information regarding
conduct the employee reasonably believes
constitutes a violation of any rule or
regulation of the SEC, federal criminal
provisions relating to securities, bank, mail,
or wire fraud, or any federal law relating to
fraud against shareholders. 

A patchwork of other federal and state
laws protects whistleblowers from
retaliation in various other specific contexts. 

By contrast, the UK protects
whistleblowers pursuant to one act, PIDA
(whose provisions are now contained in the
ERA), which makes protections available to

The employee
strikes back
Recent US amendments, combined with longstanding UK
protections, will lead to more whistleblower activity
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employees and workers with information
concerning which they reasonably believe
falls into one or more of the following
categories: (i) a criminal offence; (ii) a
breach of any legal obligation; (iii) a
miscarriages of justice; (iv) dangers to health
and safety of any individual; (v) damage to
the environment; and (vi) the deliberate
concealing of any of the above.

Somewhat surprisingly, the UK courts
have made it clear that there need be no
public interest in the information being
disclosed. An employee can therefore claim
protection when disclosing information
concerning a breach of his or her own
employment contract.

Qualifying for protection
In order to qualify for protection against
retaliation under the US rules, a
whistleblower must possess a reasonable
belief that the information he or she is
providing relates to a possible securities law
violation that has occurred, is ongoing, or is
about to occur, and he or she reports that
information in accordance with the
procedures delineated in the rules. 

In order to qualify for protection under
the UK regime, the worker or employee
must disclose information concerning a
matter which qualifies for protection (see
above) to their lawyer for the purposes of
obtaining advice or in good faith to their
employer or another person prescribed the
legislation. 

Disclosures to prescribed persons such as
the Financial Services Authority or Her
Majesty’s Revenue & Customs are protected
where the whistleblower reasonably believes
that: (i) the default in question falls within
the remit of that body; and (ii) the
information disclosed and any allegation
within it is substantially true. Wider
disclosure (for example to the police or
media) is only protected if a stringent list of
criteria are satisfied.

Eligibility for financial award
The US rules provide a potentially significant
financial incentive to persons in possession of
information concerning possible violations of
federal securities laws to blow the whistle to
the SEC.

The US rules define a whistleblower as an
individual who, alone or jointly with others,
“provides the SEC with information . . .
[that] relates to a possible violation of the
federal securities laws (including any rules or
regulations thereunder) that has occurred, is
ongoing, or is about to occur”. 

A whistleblower may remain anonymous
when reporting possible violations to the
SEC, but, to do so, must report through an
attorney.

The US rules exclude a number of
categories of whistleblower from eligibility for
an award. The following are examples of
categories of individuals who, subject to
certain exceptions, are ineligible to receive an
award: (i) principals (officers, directors,
trustees, or partners of a company who
receives information about the alleged
misconduct from a company employee or
from the company’s internal compliance
process); (ii) attorneys and information
obtained in connection with legal
representation; (iii) compliance personnel;
(iv) individuals retained to conduct an
inquiry; (v) accountants; (vi) those who have
obtained information by means judged to be
illegal by a US court; and (vii) foreign
government officials. 

Under certain circumstances, the US rules
provide exceptions for excluded individuals
who are principals, compliance or internal
audit personnel, individuals employed by or
otherwise associated with a firm retained to
conduct an inquiry or investigation into
possible violations of law, or independent
public accountants. 

An otherwise excluded whistleblower
belonging to one of these categories will be
eligible for an award if he or she has a
reasonable basis to believe that disclosure is
necessary to prevent the company from
engaging in conduct that is likely to cause
substantial financial injury to the company or
investors belonging to one of these categories.

A whistleblower is also eligible if he or she
has a reasonable basis to believe the company
is engaging in conduct that will impede an
investigation of the misconduct, or at least
120 days have elapsed since the whistleblower
provided the information through the
company’s internal reporting system. 

Eligibility of information
In order to be eligible for an award, the
whistleblower must provide information
voluntarily to the SEC; that is, before a

request, inquiry, or demand was directed to
the whistleblower personally or to his or her
representative by the authorities and in
circumstances where the whistleblower is
not under a pre-existing legal duty to
report.

All information provided must be
original, being based on the whistleblower’s
independent knowledge or independent
analysis, and must not already be known to
the SEC. 

If the whistleblower provides the same
information to an internal compliance
program, the whistleblower will have a 120-
day time period during which he or she can
alert the SEC and still be considered to have
provided original information as of the date
the information was provided to the
internal compliance program.

A whistleblower provides original
information that leads to a successful
enforcement action in several situations:
first, when the information was sufficiently
specific, credible, and timely to cause the
staff to commence an examination or open
an investigation; and second, the
information may lead the staff to reopen an
investigation, or inquire concerning
different conduct as part of a current
examination or investigation. 

In both instances, an award may be made
if the SEC brings a successful judicial or
administrative action based on that
information. In contrast, when an
examination or investigation was already
underway, and the whistleblower’s
submission significantly contributed to the
success of the action, then the whistleblower
also may be eligible for an award. 

In addition, a whistleblower will be
eligible for an award if he or she reports
original information through a company’s
internal legal or compliance reporting
procedures before or at the same time it is
reported to the SEC and the company then
reports the information to the SEC.
Further, the SEC may attribute all the
information provided by the company to
the SEC to the whistleblower, whether or
not originally reported by the
whistleblower. 

As a result, a whistleblower may get
credit—and potentially a larger award—for
any additional information that is generated
by the company in its investigation. This is
intended to provide additional incentives
for whistleblowers to report internally.

The $1 million threshold can be met by
civil money penalties, disgorgement
payments, and prejudgment interest
totaling more than $1 million whether from
a single or multiple cases that arise out of
the same nucleus of operative facts as a

“To be eligible for
an award, the
whistleblower must
provide information
voluntarily to the
SEC”
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single action, as well as related actions
brought by other government agencies such
as criminal prosecutions by the Department
of Justice. 

The SEC will not pay an award if an
award already has been granted to the
whistleblower by the US Commodity
Futures Trading Commission for the same
action.

Factors impacting amount of
award
The US rules give the SEC wide discretion
in determining the amount of the award
within the 10% minimum and the 30%
maximum provided in the statute. In
determining the amount of an award, the
SEC will consider:
• the significance of the information

provided by a whistleblower to the
success of the SEC action or related
action; 

• the degree of assistance provided by the
whistleblower and any legal
representatives of the whistleblower; 

• the interest of the SEC in deterring
violations of the securities laws by
making awards to whistleblowers who
provide information that leads to the
successful enforcement of such laws; and 

• whether the whistleblower participated
in internal compliance systems and
reported any violation internally, or
assisted in any internal investigation.

The SEC also will consider the personal
culpability of the whistleblower (that the
whistleblower may have been to blame does
not exclude the potential to receive an
award in all cases), any unreasonable delay
by the whistleblower in reporting the
securities violations and whether the
whistleblower interfered with internal
compliance and reporting systems.

In the UK, PIDA does not provide any

financial incentive for an employee or
worker to blow the whistle, although those
who do and are subsequently dismissed (in
the case of employees) or subject to
retaliation (in the case of workers) may
recover significant compensation. 

While any award compensation will
focus upon compensating the employee for
loss suffered as a consequence of dismissal
or retaliation, damages may also be
awarded for injuries to feelings and, in
appropriate cases, aggravated damages may
also be awarded.

In addition, certain public authorities
such as the Office of Fair Trading and Her
Majesty’s Revenue & Customs offer
rewards for information received
concerning cartels (in the case of the
former) and smuggling and certain other
tax evasion (in the case of the latter). 

The US rules provide a strong financial
incentive for employees in possession of
information about possible violation of
securities laws to disclose that information
the SEC. While the US rules do not
discourage whistleblowers to report matters
internally before going to the SEC, neither
do they require them to do so.

In contrast, PIDA can be said to
encourage internal reporting in that it
restricts the circumstances in which
disclosures made to persons outside the
company will be protected.

Are whistleblowers who go to
the media protected?
A recently decided US case ruled that the
whistleblower provisions of Sox do not
protect employees who disclose information
to the media. However, courts have
determined that other whistleblower
protection laws, such as the Whistleblower
Protection Act, which protects government
employees from retaliation, protect
whistleblowers who expose wrongdoing to
members of the press. 

The Dodd-Frank Act does not expressly
address whether the whistleblower
protections afforded by it will protect
individuals who disclose information to the
media.

Under the UK regime, a disclosure of
relevant information to the media will only
be protected if: (i) that disclosure is made in
good faith; (ii) the worker reasonably
believes that the information disclosed and
any allegation within it is substantially true;
(iii) the disclosure is not made for personal
gain; and (iv) the worker has either: (a)
previously disclosed the information to the
employer or a prescribed person; or (b)
reasonably believes either that they will be
subject to a detriment or that material

evidence will be concealed or destroyed if
they do so. 

Can a UK employee claim 
protection under the US rules?
The provisions of the Dodd-Frank Act and
the US rules that define who is eligible to
receive a whistleblower award or to be
protected by the new anti-retaliation
provisions do not require an individual to
be a US citizen or located in the US.
Consequently, some observers predict the
lucrative incentives of the whistleblower
award program will generate an influx of
complaints relating to alleged violations of
the Foreign Corrupt Practices Act.

In contrast, at least one US court has held
that the whistleblower protections afforded
by Sox do not extend to foreign workers
employed by foreign subsidiaries of US
companies. While the Dodd-Frank Act
specifically amends the Sox anti-relation
provisions to include subsidiaries and
affiliates of US companies, it does not
expressly address whether these protections
apply to foreign subsidiaries or affiliates of
such companies.

While the UK and US regimes differ in a
number of important respects, they both
operate to provide a strong incentive upon
companies to promote a compliance culture
and put in place appropriate policies and
procedures (including internal reporting
procedures) which demonstrate their
commitment to compliance and encourage
compliance in their employees, customers
and suppliers by the use of appropriate
incentives and penalties. 

It remains to be seen whether the
potentially significant awards available
under the US rules are made available to
non-US citizens located outside the US. 

By partners James A Cox and Selina S
Sagayam, and associate Michael A Titera of
Gibson, Dunn & Crutcher

“In the UK. PIDA
does not provide
any financial 
incentive for an
employee or worker
to blow the whistle” IFLR

international financial law review

See also in this issue:
Whistleblower rules incentivise internal

reporting - p.19  

Related stories on IFLR.com
July 1 - Whistleblower rules to spawn

collateral litigation

January 31 - SEC officlal reveals

whistleblower realities



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


