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On June 8, in a vote cast almost entirely

along party lines, the Republicans in the U.S.

House of Representatives passed H.R. 10, the

“Financial CHOICE Act.” The legislation rolls

back a number of reforms established by the

2010 Dodd-Frank Wall Street Reform and

Consumer Protection Act (Dodd-Frank Act),

which represented a thorough overhaul of U.S.

financial laws in response to the financial

crisis. While the CHOICE Act is not expected

to pass the Senate, pieces of the Act could

move through the Senate separately. More-

over, President Trump has made the repeal of

Dodd-Frank a priority.

Most of the public discussion of the

CHOICE Act has centered on its repeal of

Dodd-Frank’s banking regulations and other

sweeping regulatory changes that would im-

pact the financial markets. However, the Act

also includes multiple provisions aimed at

curbing the Securities and Exchange Commis-

sion’s enforcement authority. Under the previ-

ous administration, the SEC implemented a

number of initiatives viewed as particularly

aggressive and arguably unfair to companies

and individuals who found themselves on the

receiving end of an SEC investigation. The

Act targets not just recent changes in SEC

procedures, but several longstanding practices

of the SEC’s Division of Enforcement. Some

of the more significant limitations to the SEC’s

enforcement authority proposed by the

CHOICE Act are discussed below.

Opt-Out Provisions for Administrative

Proceedings

Among the most potentially far-reaching

aspects of the CHOICE Act is its significant

pushback on the SEC’s use of administrative

proceedings. The SEC Enforcement Division’s

increasing reliance on its own administrative

forum, rather than on federal district court, for

litigated enforcement actions has received

substantial attention in recent years. Though
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the SEC has long had the ability to institute adminis-

trative proceedings (APs), the forum has historically

been used primarily for cases against individuals and

entities registered with the SEC, such as investment

advisers and broker-dealers. Dodd-Frank, however,

expanded the remedies available to the SEC in APs,

such as the imposition of monetary penalties, leading

the SEC to increasingly bypass civil court trials in

favor of APs against non-registered entities as well.

The rising number of SEC APs post-Dodd-Frank

has led to significant criticism. Unlike in federal

courts, respondents in APs are tried on an accelerated

hearing schedule with minimal pre-trial discovery and

limited procedural safeguards. For example, until

recently, parties in APs were not entitled to take any

witness depositions before trial. While the SEC last

year responded to concerns about the fairness of the

AP process by implementing new rules (among other

things, permitting a small number of depositions and

providing for additional motion practice), the forum is

still viewed by many as tilted towards the SEC. Some

studies have shown that the Enforcement Division has

a record of greater success when litigating before the

SEC’s own administrative law judges (ALJs)—who

are employees of the agency—than they do in federal

court.1 Unsuccessful parties must appeal the ALJ’s

ruling to the SEC itself—the same five-member Com-

mission that authorized the Enforcement Division to

file charges in the first place. Moreover, there is cur-

rently a Circuit split regarding whether the manner in

which ALJs are appointed violates the Appointments

Clause of the U.S. Constitution, leading to some

uncertainty around SEC APs.2

Under current law, the decision of whether to

pursue an enforcement action in federal court or in an

AP is wholly within the SEC’s discretion, based on

the recommendation of the Enforcement Division

staff. Section 823 of the CHOICE Act would es-

sentially remove the forum-selection discretion from

the Enforcement Division, allowing respondents in

APs to petition the SEC to terminate the proceeding

and file the case in federal court. Under the plain

language of the bill, the SEC would be required to

grant such a petition. (The proposal does appear to

exempt proceedings in which monetary penalties are

not sought, so presumably APs in which the SEC

seeks to impose bars or suspensions on brokers or

advisers, or limit the ability of accountants or lawyers

to practice before the SEC, would not be affected.)

In addition, for those respondents who choose to

litigate in the administrative forum, the legislation
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would require the Enforcement Division to prove its

case through clear and convincing evidence, a higher

burden of proof than the preponderance of the evi-

dence standard currently used in both federal court

and APs.

Recent analyses of SEC litigation filings have

shown that, in the past year, the trend towards pursu-

ing more litigated administrative proceedings has

largely reversed itself, most likely as a result of public

critiques and concerns about the constitutionality of

the ALJ appointment process.3 Passage of the

CHOICE Act would not only solidify the situation,

but likely further reduce the number of cases pursued

as APs.

Presentations to SEC Staff

Upon the completion of an investigation, longstand-

ing internal SEC procedures require the Enforcement

Division staff to notify potential parties of the staff’s

intention to pursue an enforcement action (sending

what is known as a “Wells notice”). The parties are

then given an opportunity to make a written submis-

sion to the Commission before it considers authoriz-

ing the enforcement action. Section 821 of the

CHOICE Act would supplement this procedure, af-

fording the recipient of a Wells notice the right to

make an in-person presentation to the SEC staff, and

permitting the Commissioners themselves to attend

such a presentation.

While individuals and entities currently have the

ability to request such a meeting, the decision to

entertain the request is at the discretion of the Enforce-

ment staff. As a practical matter, members of the

investigative team will almost invariably meet with

counsel for proposed defendants. These meetings

serve the interests of both sides, giving members of

the Enforcement staff (including supervisors less fa-

miliar with the facts and trial counsel who may be

litigating the matter) an opportunity to talk through

the evidence with opposing counsel before moving

forward, and giving parties an opportunity to discuss

possible settlement of the case. And though the pro-

posed legislation provides a right for the target of the

action (not just counsel) to make a presentation, many

attorneys would advise against doing so.

What is more variable, and not specifically ad-

dressed by the legislation, is the availability of more

senior Enforcement officials to meet with counsel to

discuss the proposed enforcement action. While

potential defendants often request meetings with

senior personnel, including the Director of the En-

forcement Division, such individuals tend to agree to

meetings primarily for particularly high-profile cases

or those presenting novel legal or policy issues. To the

extent the CHOICE Act makes these meetings more

prevalent, the legislation has the potential to level the

playing field for potential defendants in more routine

cases; but at least as drafted, such meetings are not

guaranteed.

Recent analyses of SEC litigation
filings have shown that, in the past
year, the trend towards pursuing
more litigated administrative pro-
ceedings has largely reversed
itself.

The legislation further requires the Enforcement

staff to provide written reports of these Wells presenta-

tions to the Commission. Under current practices, the

Commissioners receive copies of the proposed par-

ties’ written Wells submissions before voting to au-

thorize the enforcement action, but there is no express

requirement that supplemental materials or presenta-

tions provided to the Enforcement staff must be passed

on to the Commission. Though some Commissioners

have historically requested such materials (at least for

non-settled cases), the proposal would provide further

comfort to potential defendants that all of their sub-

missions are given consideration before the enforce-

ment action is authorized.
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Finally, this provision of the bill authorizes Com-

missioners themselves (or their designees) to attend

Wells meetings. Historically, parties to proposed

enforcement actions and their counsel have not had

direct access to the Commissioners outside of their

written Wells submissions. The Act does not require

any SEC Commissioner to participate, and whether

any Commissioners would have the time or inclina-

tion to sit through such presentations (except perhaps

in matters of unusual importance) is an open question.

However, for certain cases that test the limits of the

law, raise policy issues, or involve close evidentiary

questions, opening the meeting to interested Commis-

sioners could provide an added opportunity for the

SEC to consider pursuing the case before initiating

litigation.

One open question, however, would be the extent

to which the proposal could create bureaucratic slow-

downs insofar as the Enforcement staff (particularly

from far-flung SEC regional offices across the coun-

try) would need to schedule Wells meetings to accom-

modate Commissioner participation.

Corporate Penalties and Other Remedies

Additionally, Section 824 of the Act would make it

more difficult for the Commission to seek civil mon-

etary penalties against public companies. While other

provisions of the CHOICE Act increase the size of

penalties that can be awarded generally, this provision

would require an analysis by the SEC’s Division of

Economic and Risk Analysis regarding whether the

alleged securities law violation resulted in direct eco-

nomic benefit to the company, and whether the penalty

would harm the company’s shareholders. Though

these factors are typically given some consideration

by Commissioners,4 such consideration has generally

been informal, with the weight of such matters vary-

ing based on the individual Commissioner’s personal

views as to whether imposing corporate penalties is or

is not good policy.

Imposing such a restriction could dramatically

curtail penalties assessed against public companies in

typical accounting and disclosure cases. At minimum,

the bureaucratic burdens of obtaining an economic

analysis of corporate penalties in each case could slow

down the institution of enforcement actions against

public companies, or incentivize the Enforcement staff

to forgo penalties entirely in some cases for the sake

of expediency.

The CHOICE Act would limit SEC enforcement

sanctions in other respects as well. Section 827 of the

Act would eliminate certain automatic disqualifica-

tions (such as the ability to take advantage of certain

securities registration exemptions) which currently

flow from enforcement actions, whether litigated or

settled. While the loss of these exemptions may cur-

rently be waived by the SEC, such waivers are far

from assured, and such disqualifications are viewed

by many as unduly punitive. Under the legislation, the

SEC would be required to make a specific finding, fol-

lowing a hearing, that the disqualification is

appropriate.

Finally, Section 825 of the Act would eliminate the

SEC’s ability to bar individuals from serving as of-

ficers or directors of public companies, a sanction

imposed in many enforcement actions, particularly

public company accounting fraud cases.

One open question, however,
would be the extent to which the
proposal could create bureaucratic
slowdowns.

Additional Oversight

In addition to the above provisions, the Act includes

several proposals mandating greater oversight of and

rigor around SEC investigations:

E Enforcement Ombudsman (Sec. 818): The bill

requires the Commission to appoint an “En-
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forcement Ombudsman” to serve as a confiden-

tial liaison between persons under investigation

and the Commission. The Ombudsman would

be required to submit annual reports to the Com-

mission and to Congress. The new position

would provide a mechanism for those who wish

to escalate issues they encounter during the

course of investigation. Of course, it is highly

uncertain how this would operate in actual

practice. In its most favorable light, the proposal

would allow individuals and companies to chal-

lenge perceived overreach by the SEC staff and

give the Commission greater visibility into the

manner in which investigations are being

conducted. But the procedure could also be ripe

for abuse, allowing alleged wrongdoers to slow

down investigations and impose bureaucratic

second-guessing on the work of the SEC En-

forcement staff.

E Adequate Notice (Sec. 819): This provision

would prohibit the Commission from bringing

an enforcement action “for an alleged violation

of securities laws. . . if such person did not

have adequate notice of such law, rule or

regulation.” The provision further requires the

Commission to have provided some guidance

on the conduct at issue before the conduct could

be the subject of an enforcement action. Again,

it is difficult to predict how this would actually

be implemented. To be sure, the SEC has been

criticized in the past (including by its own

members) for “rulemaking through enforce-

ment,” i.e., pursuing novel legal theories in

enforcement actions to clarify or expand on the

scope of the securities laws and regulations.5 In

theory, the proposal could curb suits against

people and companies for acts not reasonably

anticipated to subject them to enforcement

scrutiny. However, the provision would almost

certainly invite extensive litigation over whether

there is specific enough guidance regarding

whether particular conduct is prohibited by the

securities laws.

E Advisory Committee (Sec. 820): The bill re-

quires the Commission to establish an advisory

committee to review enforcement policies and

make recommendations regarding the SEC’s

enforcement objectives and strategies, due pro-

cess concerns, investor protection, and the

criteria for bringing or declining to bring en-

forcement actions. The Advisory Committee

would be tasked with submitting a report to the

Commission for consideration.

E Publication of Enforcement Manual (Sec.

822): This provision requires the Division of

Enforcement to publish an updated enforcement

manual setting forth the policies and practices

that the staff must follow in investigations and

administrative proceedings. (The Enforcement

Division has in fact maintained an online man-

ual for the past decade, so it is unclear what ad-

ditional guidance would be required.) This pro-

vision further requires the publication of an

annual enforcement plan and report identifying

enforcement priorities, emerging trends and

legal theories in its enforcement proceedings,

and summaries of past enforcement actions,

with a specific focus on any litigation lost by the

Enforcement Division.

Conclusion

While the CHOICE Act’s pushback on SEC en-

forcement has garnered much less attention than its

other provisions, the legislation has the potential to

dramatically change the tools and remedies available

to the SEC’s Enforcement Division.

If ultimately passed, the legislation would go a long

way towards curbing some of the more aggressive

practices which individuals and companies on the

receiving end of enforcement interest have

experienced. At the same time, some of the Act’s more
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novel propositions could unduly hamper the ability of

the Enforcement Division to conduct efficient, effec-

tive investigations and protect investors. Indeed, as

Columbia University Law School Professor John C.

Coffee, Jr. contended in his recent House testimony,

aspects of the CHOICE Act “will hobble the SEC

enforcement program,” and while some provisions

have merit, “the cumulative effect will be

devastating.”6

Given the breadth of the Act—not just in terms of

SEC Enforcement, but its overall rollback of Dodd-

Frank—it is not surprising that the legislation will face

a far greater uphill battle in the Senate than it did in

the House. Democrats are expected to filibuster the

bill as it currently stands, and it may be a more likely

scenario that the legislation is broken up and only

smaller components submitted to a vote.

Regardless of the eventual fate of the legislation,

the Act does serve to capture the frustration and sense

of unfairness that many individuals and entities who

find themselves caught up in SEC investigations

experience. While nobody questions the need to

investigate and remediate securities fraud and other

regulatory violations, investigations themselves are

long and prohibitively expensive, and the repercus-

sions of even minor infractions can be severe.

A perception that the playing field is tilted in favor

of the government does not serve the interests of

investors or industry participants. Even a more mod-

est version of the legislation could provide significant

benefits in curbing SEC overreach.
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Earlier this month, the Supreme Court ruled unani-

mously in Kokesh v. SEC1 that a claim for disgorge-

ment arising from the violation of federal securities

laws constitutes a “penalty” for purposes of the gen-

eral statute of limitations provision in 28 U.S.C.

§ 2462. That provision imposes a five-year limitation

on any “action, suit or proceeding for the enforcement

of any civil fine, penalty, or forfeiture, pecuniary or

otherwise.” Because § 2462 applies to actions brought

by any government entity, the Court’s recent decision

could have significant implications not only for en-

forcement actions by the Securities and Exchange

Commission (SEC), but for all financial regulatory

agency actions seeking disgorgement as a remedy for

past misconduct.

The Decision

The Court looked to two principles in determining

whether SEC disgorgement is a “penalty” for purposes

of § 2462. First, the Court held that SEC disgorge-

ment is a penalty because it is meant to address a

wrong to the public, not an individual investor. Indeed,

various courts—as well as the U.S. Government—

have characterized disgorgement in SEC cases as a

remedy for “harm to the public at large”2 and as “an

effective deterrent to future violations.”3

Second, the Court held SEC disgorgement is a

penalty because a primary purpose of disgorgement is

deterrence—an inherently punitive goal. The Court

rejected the Government’s contention that SEC dis-

gorgement is “remedial” and simply seeks to “restore

the status quo.” Although disgorged funds are some-

times distributed to affected individuals, this distribu-

tion is discretionary, and “courts have required dis-

gorgement ‘regardless of whether the disgorged funds

will be paid to. . . investors as restitution.’ ”4

In short, the Court concluded, because disgorge-

ment in SEC cases operates as punishment for viola-

tions of public laws rather than compensation for

private wrongs, the disgorgement sanction “bears all

the hallmarks of a penalty.”5

Implications

The Kokesh decision has significant implications

both for SEC actions and for actions by other federal

financial regulators.

For one, the Court’s decision was categorical: SEC

disgorgement is a “penalty” under § 2462 even if used

to compensate individual victims and restore the status

quo. The decision will accordingly put pressure on the

SEC to conduct investigations and bring actions

promptly, and seems likely to increase agency aggres-

siveness in seeking and renewing tolling agreements.

Agencies may also seek to devise alternative ap-

proaches—such as use of the “continuing violation”

doctrine—to avoid application of § 2462.

In addition, although Kokesh addressed disgorge-
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ment only “as it is applied in SEC enforcement pro-

ceedings,” its rationale could apply equally to dis-

gorgement sought by other financial regulatory

agencies. Like the SEC, these agencies can seek

disgorgement through courts’ “inherent equity power

to grant relief ancillary to an injunction,”6 but they

can also seek disgorgement using their statutory

authorities.

The Kokesh decision has signifi-
cant implications both for SEC ac-
tions and for actions by other
federal financial regulators.

For example, the Consumer Financial Protection

Bureau (CFPB) is expressly authorized by statute to

seek disgorgement as a remedy.7 And under 12 U.S.C.

§ 1818(b), the Federal Reserve, the Office of the

Comptroller of the Currency, and the Federal Deposit

Insurance Corporation can order institutions subject

to cease-and-desist proceedings to take “affirmative

action”—including the provision of “restitution” or

“reimbursement”—in order to “remedy any condi-

tions resulting from any violation” of the laws these

agencies enforce.8 It is not uncommon for agencies to

seek such remedies beyond the 5-year limitation in

§ 2462. Kokesh calls this approach into serious doubt.

At a minimum, other agencies will have to distin-

guish their disgorgement remedies from SEC dis-

gorgement if they hope to get around the limitations

period in § 2462. That could be difficult, as existing

case law suggests that disgorgement claims by finan-

cial regulatory agencies share the characteristics that

drove the Kokesh analysis. The U.S. Court of Appeals

for the Ninth Circuit, for example, recently recognized

that the purpose of CFPB disgorgement claims was

“not to redress consumer injuries but to deprive

wrongdoers of ill-gotten gains.”9 The court described

disgorgement as requiring “only a reasonable ap-

proximation of profits causally connected to the viola-

tion” and found “no basis” for the position that a

disgorgement calculation should exclude funds paid

by consumers who did not suffer any injury.10

Finally, Kokesh indicates that aggressive agency

statute of limitations arguments are likely to be met

with skepticism at the Supreme Court. This is the

Supreme Court’s second unanimous decision in recent

years that soundly rejected agency arguments for a

broader statute of limitations. In 2013, the decision in

SEC v. Gabelli11 held that no discovery rule applies to

the limitations period in § 2462. This trend signals

trouble for aggressive statute of limitations arguments

advanced by several agencies. For example, federal

banking agencies have long claimed that no limita-

tions period governed administrative proceedings

under the Federal Deposit Insurance Act12—a position

the D.C. Circuit Court has rejected to the extent the

agency’s claim implicates § 2462.13 Similarly, the

CFPB has taken the position that no statute of limita-

tion applies where the agency proceeds

administratively.14 The only court to address this argu-

ment ruled against the agency.15

Kokesh indicates that aggressive
agency statute of limitations argu-
ments are likely to be met with
skepticism at the Supreme Court.

At a minimum, applying § 2462 to claims for

disgorgement would serve as a significant constraint

on the financial regulatory agencies’ ability to avoid

statute of limitations constraints.
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ment, which is the monetary remedy that the Bureau
imposed.” See id., Letter Pursuant to FRAP 28(j) (June
7, 2017).

11SEC v. Gabelli, 133 S. Ct. 1216 (2013).
12See, e.g., OCC Interpretive Letter, 1977 WL

23261 (Oct. 6, 1977) (“the Comptroller is not re-
stricted by any statute of limitations under either the
Truth in Lending Act or [the FDI Act].”).

13Proffitt v. FDIC, 200 F.3d 855, 860 (D.C. Cir.
2000).

14PHH Corp. v. CFPB, 839 F.3d 1, 50 (D.C. Cir.

2016), reh’g en banc granted, order vacated (Feb. 16,
2017).

15Id. at 50.
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Those who work in the cybersecurity industry

believe that there are two types of companies in the

United States: “those that have been hacked and those

that don’t know they’ve been hacked.”1 Indeed, more

and more companies are experiencing data breaches,

and it seems that hardly a week goes by without a data

breach reported in the headlines.

The consequences of such a breach could be

significant. Predictably, a data breach is typically fol-

lowed by a slew of lawsuits, including putative con-

sumer class action lawsuits and shareholder derivative

actions filed against the directors and officers of the

company for their alleged breach of fiduciary duties.

In recent years, for example, dozens or even hundreds

of lawsuits have been filed against certain companies

in the retail and healthcare spaces in connection with

data breaches. Additionally, various government agen-

cies, on both the federal and state level, have investi-

gated companies for data breaches, and such investiga-
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tions have resulted in enforcement actions and,

consequently, settlements (some of which have been

significant). Moreover, data breaches could have a

substantial impact on the company’s business. The

disclosure of a data breach could lead to a meaningful

drop in the company’s stock price and, as seen in

recent months, can reduce the purchase price of a

target company significantly. Finally, there is often an

incalculable but very real reputational cost to compa-

nies that have suffered a data breach. This cost can far

surpass the monetary amount paid to settle any law-

suits or regulatory actions.

The costs of a data breach can be exponentially

greater where the board is perceived not to have taken

the appropriate steps to properly oversee the compa-

ny’s cybersecurity. These added costs include dimin-

ished chances to be able to dismiss a shareholder de-

rivative action filed on behalf of the company, as well

as negative vote recommendations from proxy advi-

sory firms against the company’s directors.

Because of the costs associated with a data breach

and the fact that no company today is immune from

them, it is essential that each board ensure that it is

adequately overseeing the company’s cyber risks. Es-

pecially for directors who do not have a technology

background, this mandate can be a daunting task. The

good news, however, is that Delaware sets a very high

threshold for finding that directors breached their duty

of care; as articulated in the seminal case In re Care-

mark, while directors have a duty to oversee corporate

risk, they are only liable if plaintiffs can demonstrate

“sustained or systemic failure of the board to exercise

oversight—such as an utter failure to assure a reason-

able information and reporting system exists.” Recog-

nizing that directors can protect themselves from li-

ability by taking an active oversight role in their

company’s cybersecurity preparedness, this article

sets out to provide boards with some practical advice

regarding how to approach cybersecurity oversight

and outlines specific categories of questions directors

may wish to consider asking to fulfill their oversight

duty.

A Practical Approach: 10 Questions Every

Board Should Ask in Overseeing Cyber

Risks

The overriding principle for any board overseeing

cyber risks is that cybersecurity should be approached

as an enterprise risk management (ERM) issue, rather

than a technological problem for the information

technology team to handle. The management of cyber

risks is just one element of the company’s risk man-

agement and oversight, and overseeing such risks

should be part of the board’s oversight of the execu-

tion and performance of the company’s ERM program

(or, if the company doesn’t have an official ERM

program, the company’s risk assessment and mitiga-

tion activities). Accordingly, while directors may not

understand all the technological details surrounding

data protection systems and processes, the board nev-

ertheless needs to ensure that it is comfortable that

management is effectively managing the company’s

cyber risks, as with any other risk the board oversees

through the ERM process.

Fundamentally, to fulfill its duty of care in oversee-

ing cyber risk under Caremark, the board must allot

regular and adequate time on its agenda to discuss

cybersecurity matters. At a minimum, the board

should meet with the person in charge of organization-

wide data privacy and security (such as the Chief In-

formation Security Officer) on an annual basis. Simi-

lar to other risks the board oversees, the board should

spend this time to ensure that it gains a solid under-

standing of, among other things:

E The cyber risks the company faces, including

the potential impact of those risks on the compa-

ny’s business.

E The steps management is taking to mitigate

those risks.

Wall Street LawyerJuly 2017 | Volume 21 | Issue 7

10 K 2017 Thomson Reuters



E How the company is prepared to handle a secu-

rity breach.

In practice, ensuring that the company is adequately

managing its cyber risks can be difficult. To be better

prepared—and to ensure that it is properly fulfilling

its oversight role—the board should ask thoughtful

questions. While there is no “one size fits all” ap-

proach to questions a board should ask in its oversight

of cybersecurity (particularly as different industries

exhibit different risk profiles), we suggest ten catego-

ries of questions that boards of all companies should

be asking members of management responsible for

cybersecurity. In each case, directors should assess

the responses to these questions and determine

whether follow-up is required. Additionally, depend-

ing on the circumstances, additional questions may be

necessary.

The overriding principle for any
board overseeing cyber risks is
that cybersecurity should be ap-
proached as an enterprise risk
management (ERM) issue, rather
than a technological problem for
the information technology team to
handle.

1. Leadership

Has the company identified a senior person with

clear responsibility for organization-wide cybersecu-

rity preparedness, who has support from the top of

the organization?

As with any important management function,

someone needs to have ultimate responsibility for

cybersecurity. This person is often (but need not be)

the Chief Information Security Officer.

2. Budget and Staffing

Has management given serious consideration to

how much of the budget and how much staff is ade-

quate for proper cyber risk management?

The appropriate budget and staff will depend on a

variety of factors, including the industry in which the

company operates. Companies in the healthcare and

financial services industries, for example, tend to ex-

perience more data breaches than companies in other

industries, such as construction or real estate. The

board’s role is to ensure that management is thought-

ful regarding its allocation of resources to cyber risk,

given the company’s industry and circumstances. Ad-

ditionally, the board should ask questions to ascertain

whether management is properly prioritizing the al-

location of funds within the overall cyber budget in

accordance with relative risk.

3. Comprehensive, Written Cybersecurity

Program

Has management formulated a comprehensive,

written data privacy and cybersecurity program

consisting of reasonable and appropriate policies

and procedures?

It is essential that companies formulate a compre-

hensive, written data privacy and cybersecurity plan

that is reviewed by and distributed to all individuals

who may be involved in its execution.

a. Prerequisites to Formulating a

Comprehensive, Written Cybersecurity

Program

In order to create a robust cybersecurity program,

management must first:

E Know where its data resides and who is access-

ing it.

Without this basic information, management

will encounter significant hurdles in adequately

safeguarding the company’s sensitive data.
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E Understand the company’s top cyber risks.

Without knowing what the company’s specific

cyber risks are at any point in time, management

cannot take effective steps toward preventing a

breach (or at least mitigating known risks) and

cannot allocate its budget appropriately. While

many think of data breaches as being synony-

mous with hacking or cyber-attacks, companies

often encounter other types of cyber risk, which

could be significant. A prime example is misuse

of information by current or departing

employees. According to Verizon’s 2017 Data

Breach Investigations Report, 25% of all data

breaches occurred because internal actors

abused the access with which they were en-

trusted—whether maliciously or not (e.g., ignor-

ing protocol or circumventing procedures to fa-

cilitate or expedite certain processes). Moreover,

even cyber-attacks are multi-faceted and require

an understanding of their different phases, each

of which generally corresponds to different

potential vulnerabilities of the company.

E Know whether there are industry standards ap-

plicable to the company’s industry and what

market practice is among the company’s peers

in the same industry.

Benchmarking could be an important step in

ensuring that the company’s cybersecurity pro-

gram is appropriately robust. In this regard, a

company may choose to engage an outside advi-

sor that can provide benchmarking services,

comparing the company’s data security pro-

cesses and practices with those of its peers.

The board should ask questions to confirm that

management has adequately gathered and addressed

all of this information in formulating its cybersecurity

plan. Given that this information can change over

time, the board should make sure to revisit these ques-

tions at least annually. The board should also inquire

whether and how management got comfortable with

the fact that its plan is state-of-the-art.

b. Key Elements of a Comprehensive,
Written Cybersecurity Program

Naturally, cybersecurity programs will differ,

depending on the company and its industry. There are,

however, several hallmarks of any comprehensive

cybersecurity program. It must:

E Ensure that the company does not collect or

store nonessential customer data.

Sensitive information should be retained only as

long as the company has a business reason for

it. The rationale behind this is simple: If the data

is not in the company’s system, it cannot be

stolen.

E Indicate how the company ensures that data is

destroyed responsibly after it has outlived its

business purpose.

E Ensure that more sensitive data is stored sepa-

rately with higher safeguards.

E Ensure that employees are granted access to

sensitive data only if necessary for them to

perform their duties.

E Indicate the measures the company takes to

protect against the downloading of malicious

data.

E Indicate what measures the company takes to

reduce the risk that data will be transferred from

the company’s internal network to the outside

internet (e.g., implementing a firewall between

the company’s internal systems and the internet,

blocking particular internet connections known

to be used by hackers or creating a list of ap-

proved servers to which the company’s network

is permitted to upload).

The board should ask thoughtful questions regard-
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ing each of these and any other significant aspects of

the company’s cybersecurity program.

c. Reassessing and Testing the

Cybersecurity Program

The cybersecurity plan must be reviewed with crit-

ical eye at least annually, given that the nature and

scope of cyber risks are in a constant state of evolution.

The board should ask whether the plan has been reas-

sessed and whether changes should be or have been

made to the plan as a result.

Moreover, the cybersecurity plan must be tested to

gauge its effectiveness. Some companies conduct such

testing in-house, while others hire independent third

parties to do so. In addition to inquiring as to whether

the company’s cybersecurity plan has been tested, the

board should ask what the results of that test were and

how the vulnerabilities identified during such assess-

ment, if any, have been addressed.

4. Employee Training and Education

Has management instituted effective training

programs that instruct employees on the appropriate

handling and protection of sensitive data?

As with other forms of employee training, cyberse-

curity training programs should be meaningful, con-

sisting of more than written policies that employees

are required to review and sign. The board should ask

probing questions to determine whether management

has been adequately conveying to employees the

company’s protocol, the importance of following it

and the consequences of not following it. The board

should ensure that it is comfortable that management’s

training and education programs are properly designed

to enable employees to internalize the company’s

cybersecurity policies. The board should also ask

questions designed to ascertain whether management

is fostering a culture of compliance with the compa-

ny’s data security policies and protocols and holds ac-

countable those who are not compliant with them.

5. Third-Party Vendors

Has management taken steps to mitigate the

cybersecurity risks associated with outsourcing busi-

ness functions to third parties?

According to the 2016 Soha Systems Survey on

Third Party Risk Management, 63% of all data

breaches were linked to a third party. This statistic

underscores that even if a company has a state-of-the-

art cybersecurity program, that program is worthless

if the company’s vendors, who have access to the

company’s network and/or sensitive data, do not have

similarly robust data security policies and practices.

In other words, a company’s cybersecurity program is

only as strong as the weakest link in its vendor chain.

There are several crucial steps companies should

take with regard to their third-party vendors.

E Management should ensure that the company’s

third-party vendors are aware of the company’s

information securities policies and agree to ad-

here to them.

E Prior to entrusting a third party with sensitive

data, management should review the third-party

vendor’s data security policies and ask the

vendor specific questions about its data security

practices to ensure that the vendor properly

handles and secures shared sensitive

information.

E Management should make sure that any agree-

ment with a third party clearly identifies:

— how the service provider will safeguard the

organization’s sensitive data;

— whether the vendor will subcontract any

services to other vendors and, if so, how

minimum data security standards will be

set; and

— whether the service provider will notify the

company in case of a breach.
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E It is critical that companies properly segment

the parts of their network accessible to vendors

and those that house sensitive data to which the

vendors do not need access.

With these points in mind, directors should ask the

appropriate members of management thoughtful ques-

tions to ensure that the company is doing all it can to

safeguard the sensitive information to which its third-

party vendors have (or could get) access.

6. Legal Compliance and Regulatory

Does management have an effective system in

place for staying abreast of and complying with

evolving federal, state and international data secu-

rity laws and regulations that are applicable to its

operations?

Those charged with ensuring the company’s data

security must be aware of any federal, state and/or

international laws that require them to take measures

to secure sensitive data. Relevant regulations can

change with some frequency, and management must

have an effective system in place to track such changes

and comply with all regulations. For many companies,

this undertaking may entail using an outside vendor.

The board should assure itself that management has

an effective process for staying updated with regard to

applicable legal and regulatory changes.

7. Insurance

Has management given serious consideration to

purchasing cyber liability insurance?

In today’s environment, management should at

least give serious consideration to investing in cyber

liability insurance. The board should ensure that

management has explored whether it makes sense for

the company to purchase cyber liability insurance and

should ask questions to understand management’s ap-

proach to purchasing such insurance. If the company

has not purchased cyber liability insurance, the board

should make sure that it is comfortable with manage-

ment’s rationale for its decision. If the company has

cyber liability insurance, the board should ask about

its terms and scope of coverage in an effort to ensure

that it is sufficient given the company’s specific facts

and circumstances.

8. Detection

Has management installed adequate technology

not only for preventing the downloading of malicious

software but also for detecting and alerting the orga-

nization to attempted breaches?

It is essential that every company have robust secu-

rity software tools and antivirus systems in place to

detect attempted breaches. But this alone is not

sufficient. Each company must also train security em-

ployees on the protocol for responding to automated

alerts generated by this technology. If a company has

systems that generate alerts but does not have person-

nel sufficiently trained in handling those alerts, the

alerts are not worth much. Accordingly, directors

should ask questions to help them understand and as-

sess the measures management has implemented to

detect breaches and train employees to respond to

breach alerts. Among other things, directors should

ask whether any data breaches or incidents have been

detected in the past, how long it took for such breaches

or incidents to be detected and how their detection

was handled by the company’s personnel.

9. Comprehensive, Written Breach Response

Plan

Does management have a comprehensive, written

breach response plan in place?

It is critical that companies be prepared to respond

to a breach quickly, effectively and calmly. To that

end, companies must have a comprehensive, written

breach response plan in place and be clear on what

events will trigger that response plan. As part of their

response plan, companies should:

E Form a breach response team composed of
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individuals from key departments (including In-

formation Technology, Legal and Corporate

Communications) and identify individual func-

tions and responsibilities in the event of a data

breach.

E Select an individual with ultimate responsibility

for overall implementation of the plan (i.e., the

person authorized to make the final decision on

difficult questions).

E Identify outside advisors that may need to be

contacted in the event of a breach, such as legal,

forensic and public relations specialists, as well

as regulators and law enforcement authorities.

E Outline each phase of the response plan, from

initial response activities (such as reporting the

breach) to strategies for notifying affected par-

ties, to breach response review and the remedia-

tion process.

E Create hypothetical scenarios to test the plan

(i.e., do a practice run) and address any vulner-

abilities identified during those simulations.

E Ensure that the plan is reviewed regularly and

revised as necessary.

The board should make inquiries to determine

whether management has taken each of these steps to

the board’s satisfaction and has otherwise formulated

a comprehensive breach response plan.

10. Non-Digital Information and Physical

Devices

What steps does management take to safeguard

sensitive non-digital information?

With all the talk about “cyber,” it is important to

remember that safe and secure storage of non-digital

data, as well as proper destruction of documents and

devices, is equally essential. To the extent possible,

companies should minimize the locations in which

sensitive non-digital information is stored and should

ensure the safe and secure storage of this data. Some

measures they can take include locking office doors

and filings cabinets and/or installing card keys on

doors. In addition, companies should ensure that docu-

ments (as well as disks, DVDs, flash drives and

computers) with sensitive information are properly

destroyed before disposal (such as by shredding or

burning), as dumpster diving is still a common means

of stealing data.

Though it will be focused on overseeing cyber risks

in the true sense of the term, the board should also

make sure to ascertain whether the company’s poli-

cies and practices adequately protect sensitive non-

digital information in the company’s possession.

Conclusion

To fulfill its duty of care with respect to overseeing

the company’s cyber risks—and to be able to demon-

strate, in any future litigation, that it has fulfilled this

duty—the board must ask thoughtful and strategic

questions to understand how management is prevent-

ing, detecting and responding to data breaches and

incidents and to ensure that it is comfortable that the

measures being taken in this regard are sufficient and

appropriate. By asking the questions outlined above—

and any other questions relevant to the company’s

facts and circumstances—and by exercising good

judgment, directors can successfully oversee the cyber

risks facing the company and the company’s plan to

mitigate and respond to those risks.

ENDNOTES:

1Nicole Perlroth, “The Year in Hacking, by the
Numbers,” N.Y. Times, April 22, 2013.

Wall Street Lawyer July 2017 | Volume 21 | Issue 7

15K 2017 Thomson Reuters



THE FX GLOBAL CODE:

GAME-CHANGING INTERNAL

ENFORCEMENT

By William F. Johnson & Katherine Kirkpatrick

William F. Johnson is a partner at King & Spalding in

the Special Matters and Government Investigations

Practice Group. Mr. Johnson is a former federal

prosecutor and Chief of the Securities and Commodi-

ties Fraud Task Force in the U.S. Attorney’s Office for

the Southern District of New York, and a former

Enforcement Division attorney at the Securities and

Exchange Commission. Katherine Kirkpatrick is a

senior associate at King & Spalding in the Special

Matters and Government Investigations Practice

Group. Ms. Kirkpatrick focuses primarily on white

collar criminal litigation, government investigations,

corporate compliance and regulatory matters.

Contact: wjohnson@kslaw.com.

In 2007, growth statistics excitedly touted the total

turnover in global foreign exchange (FX) markets as

six-times larger than U.S. Treasury bond trading and

30-times larger than trading on the New York Stock

Exchange.1 After decades of globalization, explosive

growth in electronic trading and financial services,

and open market access to a myriad of active partici-

pants, the FX market’s status as world’s largest seemed

untouchable. But 10 years later, while still massive

and hugely liquid, the market’s growth has finally

started to slow. Trading volumes in actively traded

currencies like the yen, Swiss franc and Euro have

slumped, and industry professionals have offered vari-

ous reasons for the disconcerting numbers. One

theme, however, has emerged—recent regulatory

settlements, pleas and headlines have not helped.

Amidst this background, the Bank for International

Settlements (BIS) established the Foreign Exchange

Working Group (FXWG) in July 2015 to strengthen

industry conduct standards and best practices in the

form of a “Global Code.” In turn, FXWG launched

the initial phase of the Code in May 2016, and supple-

mented the early roll-out with a Phase 2 full publica-

tion on May 25, 2017.

The Code, which is meant to lay out best practices

for the wholesale FX market, does not supplant or

replace existing law. The design of the Code is two-

fold: i) to iterate obligations for FX market partici-

pants; and ii) to ensure compliance through an attesta-

tion regime centered around a “Statement of

Commitment.” The stated purpose—“desire to pro-

mote integrity and restore confidence in the wholesale

foreign exchange market (FX market) in light of the

recent cases of misconduct”2—is ambitious, laudable,

and untested. Both reactive and proactive, it is a test

case for industries striving to achieve compliance, to

address aggressive regulation, or both.

Background

In October 2016, dramatic remarks by Minouche

Shafik, Bank of England Deputy Governor, Markets

and Banking, deemed the recent FX market troubles

the result of “multiple forces” causing a “deterioration

of conduct.”3 In his comments, Shafik theorized that

reform could be best achieved by ‘‘ ‘hard law’ (legisla-

tion and regulation by the official sector), ‘soft law’

(codes and standards defined collectively by market

participants), and culture.”

The Code, which is meant to lay
out best practices for the whole-
sale FX market, does not supplant
or replace existing law.

The Code is a perfect example of soft law, meant to

compliment regulation and spur cultural and practical

adherence to so-called “hard law.” Meant to “become

an integral part of the FX market globally,”4 the Code

needs the full support of a broad range of market

participants to have its full effect, particularly if it

aims to be globally applicable across jurisdictions. As

the FX market inherently struggles with cross-border

legal interpretation and jurisdictional issues, the high-

level approach embodied in the Code could poten-
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tially, and intriguingly, apply to a Japanese client trad-

ing Australian dollars into Japanese yen (AUD/JPY)

and an American client trading Euros into Swiss francs

(EUR/CHF).

The Global Code—Leading Principles

In May 2016, Phase I of the Code was released, cit-

ing six leading principles. According to the FXWG,

these principles were prioritized due to the market’s

need for clarity. The principles are as follows:

E Ethics—the expectation of ethical and profes-

sional behavior;

E Governance—requiring robust and clear poli-

cies, procedures and organizational structures;

E Information Sharing—anticipating clarity, ac-

curacy and confidentiality in order to promote

effective communication supporting a healthy,

fair, open, liquid and appropriately transparent

market;

E Execution—requiring the exercise of care when

negotiating or executing transactions;

E Risk Management & Compliance—mandat-

ing the promotion and maintenance of a thriving

control and compliance environment; and

E Confirmation & Settlement Processes—

requiring efficient, transparent and risk-

mitigating post-trade processes.

After the release of Phase I and leading up to the

full release a year later, FX market participants rapidly

indicated widespread support and signaled their intent

to adopt the Code.5 This vocal support continued after

market participants were sent a working draft of the

full Code in February 2017, and upon the full release

on May 25.

Prior to the full release, Guy Debelle, Deputy

Governor of the Reserve Bank of Australia and the

head of the FXWG, promised that the full provisions

would “provide a more comprehensive description of

the suite of mechanisms to support adherence to the

Code.”6 When the full Code was published, the text of

the 78-page document was in line with Debelle’s

promise: it largely expanded on the original principles,

offering details and “stylized examples” supporting

expanded sub-principles under those six overarching

themes.

Specifically, the full Code offers provisions tied to

an expanded set of 55 principles categorized within

the six leading principles. It also sets forth detailed il-

lustrative examples; provides a framework for risk

management, compliance and review; and includes

the form “Statement of Commitment,” meant to be

signed and published by industry institutions.7 In his

speech upon the release of the full Code, Debelle

ambitiously promised that the Code would help “re-

store confidence and promote the effective function-

ing of the wholesale FX market,” and said the Code

reflected the industry’s collective judgment and

comment. Debelle also set forth a timeframe of “no

more than twelve months” for expected adherence by

the “vast majority of market participants.”8

To date, the feedback from market participants is

largely positive, although minor areas of angst lie

within the decision not to ban the controversial “last

look” practice,9 and surround potential logistical

impediments to rolling out a fully compliant infra-

structure prior to attestation. As to the former, the

drafters have encouraged participants to “be transpar-

ent” regarding the use of last look, which begs the

question of whether disclosure alone will end the

practice. As to the latter, as the Code encourages the

Statement of Commitment as a form of adherence,

market participants have queried whether the attesta-

tion could create another avenue of civil attacks tied

to misrepresentation were they to step out of line with

some facet of the Code.

Once the Code is widely adopted, however, it will

serve as an embodiment of industry standards, and
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thus could act as a defense indicating de facto good

faith on the part of participants.10

Adherence & Implications

Adherence to the Code is a key aspect of the Code’s

rollout, as universal applicability and positive change

is inherently tied to industry-wide modifications. To

ensure adherence, after the full release of the Code on

May 25, the FXWG agreed to form the Global Foreign

Exchange Committee (GFXC), which will work to

promote and maintain the Code, and “seek to promote

collaboration and communication among local foreign

exchange committees and other jurisdictions with sig-

nificant FX markets.”11 The GFXC is also expected to

publish guidance and create an index of a forthcoming

register of Code signatories.12

The market community has shown early signs of

enthusiasm for the Code. Some market participants

have already signed the Statement of Commitment

and many others—including numerous central

banks13—have publicly touted their commitment to

the Code. Most prominently, the UK’s Financial

Conduct Authority indicated that it intended to link

the Code to its Senior Managers and Certification

Regime.14 Early feedback from domestic regulators,

however, indicates that they intend to leave the Code

alone and hope that “best practices” is effective.15

Although global regulators have not taken up the

mantle of change themselves, the Code will still

necessitate scrutiny, and thus require moves on the

part of market participants. Firms will need to evalu-

ate their current compliance with the six leading

principles and 55 sub-principles, and publicly docu-

ment their compliance under the auspices of

transparency. Most firms will need to assign specific

responsibility for coordination under the Code to

compliance personnel and senior management, and

integrate various provisions into existing policies and

procedures. Certain market participants have already

jump-started their integration—for example, accord-

ing to Adrian Boehler, global co-head of FXLM and

commodity derivatives at BNP Paribas: “We expect

the mean time to sign statements [of commitment to

the Code] between six and twelve months. There are a

number of different mechanisms for firms to propor-

tionately embed the code, such as training, and we

have trained 700 staff.”16 Similarly, Citigroup, Inc.,

the world’s largest currency trader, has embarked on a

“sweeping educational initiative” designed to train

thousands of staff members globally on market

conduct.17

In addition to training, market participants should

evaluate the use of technology to reduce operational

risk; identify disclosures that other entities should

receive regarding the protection of information and

confidentiality; and scrutinize their existing risk

management protocol. These high-level steps are

some of the obvious first moves. But most importantly,

firms should evaluate their own best practices to

ensure they are prepared to be part of the solution,

since the odds of a misstep in the FX market may be

more likely in the future.
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[. . .] My remarks this afternoon will center on a

technology topic that is encroaching on many aspects

of our lives and increasingly so within financial

markets: Artificial Intelligence. Perhaps better known

by its two-letter acronym “AI,” artificial intelligence

has been the fodder of science fiction writing for

decades. But the technology underlying AI research

has recently found applications in the financial sec-

tor—in a movement that falls under the banner of

“Fintech.” And the same underlying technology

[machine learning and AI] is fueling the spinoff field

of “Regtech,” to make compliance and regulatory-

related activities easier, faster, and more efficient.

This is the first time that I have addressed the emer-

gence of AI in one of my talks. But I have spoken

previously on the two core elements that are allowing

the world to wonder about its future: big data and

machine learning.1 Like many of your institutions, the

Commission has made recent and rapid advancements

with analytic programs that harness the power of big

data. They are driving our surveillance programs and

allowing innovations in our market risk assessment

initiatives. And the thoughts I’m about to share reflect

my view on the promises—and also the limita-

tions—of machine learning, big data, and AI in mar-

ket regulation.

Perhaps a good place to begin is with a brief sum-

mary of where we were, at the Commission, two years

ago. I remember well, because it was then that I was

invited to give a talk at Columbia University on the

role of machine learning at the Securities and Ex-

change Commission (SEC). I accepted the invitation

with perhaps less forethought than I should have had.

I say this because I soon found myself googling the

definition of machine learning. And the answers that

Google returned—and I say answers in plural, because

there seem to be many ways to define it—became the

first slide of that presentation.2

The Science of Machine Learning and the

Rise of Artificial Intelligence

Most definitions of machine learning begin with

the premise that machines can somehow learn. And

the central tenets of machine learning, and the artificial

intelligence it implies, have been around for more than

a half a century. Perhaps the best known, early ap-

plication was in 1959, when Arthur Samuel, an IBM

scientist, published a solution to the game of checkers.

For the first time, a computer could play checkers

against a human and win.3 This is now also possible

with the board game “Go,” which has been around for

2,500 years and is purported to be more complicated

and strategic than Chess. Twenty years ago, it was

widely believed that a computer could never defeat a

human in a game of “Go.” This belief was shattered in

2016, when AlphaGo, a computer program, took down

an 18-time world champion in a best-of-seven match.4

The score: 4 to 1.

Other recent advancements in the area of language

translation are equally, if not more, impressive. Today,

if the best response to my question on the definition of

machine learning is in Japanese, Google can translate

the answer to English with an amazing degree of clar-

ity and accuracy. Pull out your smart phone and try it.

Translate machine learning into Japanese. Copy and

paste the result into your browser search function.

Copy and paste the lead paragraph of the first Japa-

nese language result back into Google Translate. The

English language translation will blow your mind.
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What would otherwise take a lifetime of learning to

accomplish comes back in just a few seconds.

The underlying science is both remarkable and be-

yond the scope of this talk.5 (Not to mention my abil-

ity to fully explain it.) But it is not too difficult to

understand that the recent advancements in machine

learning are shaping how AI is evolving. Early AI at-

tempts used computers to mimic human behavior

through rules-based methods, which applied logic-

based algorithms that tell a computer to “do this if you

observe that.” Today, logic-based machine learning is

being replaced with a data-up approach. And by data-

up, I mean programming a computer to learn directly

from the data it ingests. Using this approach, answers

to problems are achieved through recognition of pat-

terns and common associations in the data. And they

don’t rely on a programmer to understand why they

exist. Inference, a prerequisite to a rule, is not required.

Instead, tiny little voting machines, powered by neural

networks, survey past quantifiable behaviors and

compete on the best possible responses to new

situations.

If you want a tangible example of this, think no fur-

ther than your most recent online shopping experience.

Upon the purchase of party hats, your preferred

retailer is likely to inform you that other shoppers also

purchased birthday candles. Perhaps you need them

too? Behind this recommendation is a computer

algorithm that analyzes the historical purchasing pat-

terns from you and other shoppers. From this, it then

predicts future purchasing-pair decisions. The algo-

rithm doesn’t care why the associations exist. It

doesn’t matter if the predictions don’t make intuitive

sense. The algorithm just cares about the accuracy of

the prediction. And the algorithm is continually updat-

ing the predictions as new data arrives and new as-

sociations emerge.

This data-driven approach is far easier to apply and

is proving in many cases to be more accurate than the

previous logic-based approaches to machine learning.

But how does it help a market regulator to know that

purchasers of protein powder may also need running

shoes?

The simple, and perhaps obvious, answer is that

regulators can benefit from understanding the likely

outcomes of investor behaviors. The harder truth is

that applying machine learning methods is not always

simple. Outcomes are often unobservable. Fraud, for

example, is what social scientists call a latent variable.

You don’t see it until it’s found. So, it is more chal-

lenging for machine learning algorithms to make ac-

curate predictions of possible fraud than shopping de-

cisions, where retailers have access to full transaction

histories—that is, complete outcomes for each action.

The same is true for translating languages; there is an

extremely large corpus of language-pair translations

for an algorithm to study and mimic.

This data-driven approach is far
easier to apply and is proving in
many cases to be more accurate
than the previous logic-based ap-
proaches to machine learning.

Two years ago, tackling these types of issues at the

Commission was still on the horizon. But a lot of prog-

ress has been made since then, and machine learning

is now integrated into several risk assessment pro-

grams—sometimes in ways we didn’t then envision.

I’m about to share with you some of these experiences.

But let me preview now, that while the human brain

will continue to lose ground to machines, I don’t

believe it will ever be decommissioned with respect to

the regulation of our financial markets.

The Rise of Machine Learning at the

Commission

Let me start by giving you some background on

staff’s initial foray into the fringes of machine learn-
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ing, which began shortly after the onset of the financial

crisis. That is when we first experimented with simple

text analytic methods. This included the use of simple

word counts and something called regular expres-

sions, which is a way to machine-identify structured

phrases in text-based documents. In one of our first

tests, we examined corporate issuer filings to deter-

mine whether we could have foreseen some of the

risks posed by the rise and use of credit default swaps

[CDS] contracts leading up to the financial crisis. We

did this by using text analytic methods to machine-

measure the frequency with which these contracts

were mentioned in filings by corporate issuers. We

then examined the trends across time and across

corporate issuers to learn whether any signal of

impending risk emerged that could have been used as

an early warning.

This was a rather crude proof-of-concept. And it

didn’t work exactly as intended. But it did demon-

strate that text analytic methods could be readily ap-

plied to SEC filings. Our analysis showed that the first

mention of CDS contracts in a Form 10-K was by

three banks in 1998. By 2004, more than 100 corporate

issuers had mentioned their use. But the big increase

in CDS disclosures came in 2009. This was, of course,

after the crisis was in full swing. And identification of

those issues by the press wasn’t much earlier. We

analyzed headlines, lead paragraphs, and the full text

of articles in major news outlets over the years lead-

ing up to the financial crisis and found that robust

discussions of CDS topics did not occur until 2008.

During that year, we found a ten-fold increase in CDS

articles relative to the prior year.

Use of Natural Language Processing

Even if the rise in CDS disclosure trends had

predated the crisis, we still would have needed to

know to look for it. You can’t run an analysis on an

emerging risk unless you know that it is emerging. So

this limitation provided motivation for the next phase

of our natural language processing efforts. This is

when we began applying topic modeling methods,

such as latent dirichlet allocation6 to registrant disclo-

sures and other types of text documents. LDA, as the

method is also known, measures the probability of

words within documents and across documents, in or-

der to define the unique topics that they represent.7

This is what the data scientist community calls “unsu-

pervised learning.” You don’t have to know anything

about the content of the documents. No subject matter

expertise is needed. LDA extracts insights from the

documents, themselves using the data-up approach to

define common themes—these are the topics—and

report on where, and to what extent, they appear in

each document.

One of our early topic modeling experiments ana-

lyzed the information in the tips, complaints, and

referrals (also referred to as TCRs) received by the

SEC. The goal was to learn whether we could classify

themes directly from the data itself and in a way, that

would enable more efficient triaging of TCRs. In an-

other experiment, DERA research staff examined

whether machine learning could digitally identify

abnormal disclosures by corporate issuers charged

with wrongdoing. DERA research staff found that

when firms were the subject of financial reporting-

related enforcement actions, they made less use of an

LDA-identified topic related to performance

discussion. This result is consistent with issuers

charged with misconduct playing down real risks and

concerns in their financial disclosure.8

These machine learning methods are now widely

applied across the Commission. Topic modeling and

other cluster analysis techniques are producing groups

of “like” documents and disclosures that identify both

common and outlier behaviors among market

participants. These analyses can quickly and easily

identify latent trends in large amounts of unstructured

financial information, some of which may warrant fur-

ther scrutiny by our enforcement or examination staff.

Moreover, working with our enforcement and ex-
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amination colleagues, DERA staff is able to leverage

knowledge from these collaborations to train the

machine learning algorithms. This is referred to as

“supervised” machine learning. These algorithms

incorporate human direction and judgement to help

interpret machine learning outputs. For example, hu-

man findings from registrant examinations can be used

to “train” an algorithm to understand what pattern,

trend, or language in the underlying examination data

may indicate possible fraud or misconduct. More

broadly, we use unsupervised algorithms to detect pat-

terns and anomalies in the data, using nothing but the

data, and then use supervised learning algorithms that

allow us to inject our knowledge into the process; that

is, supervised learning “maps” the found patterns to

specific, user-defined labels. From a fraud detection

perspective, these successive algorithms can be ap-

plied to new data as it is generated, for example from

new SEC filings. When new data arrives, the trained

“machine” predicts the current likelihood of possible

fraud on the basis of what it learned constituted pos-

sible fraud from past data.

An Example of Machine Learning to Detect

Potential Investment Adviser Misconduct

Let me give you a concrete example in the context

of the investment adviser space. DERA staff currently

ingests a large corpus of structured and unstructured

data from regulatory filings of investment advisers

into a Hadoop computational cluster.9 This is one of

the big data computing environments we use at the

Commission, which allows for the distributed process-

ing of very large data files. Then DERA’s modeling

staff takes over with a two-stage approach. In the first,

they apply unsupervised learning algorithms to iden-

tify unique or outlier reporting behaviors. This in-

cludes both topic modeling and tonality analysis.

Topic modeling lets the data define the themes of each

filing. Tonality analysis gauges the negativity of a fil-

ing by counting the appearance of certain financial

terms that have negative connotations.10 The output

from the first stage is then combined with past exami-

nation outcomes and fed into a second stage [machine

learning] algorithm to predict the presence of idiosyn-

cratic risks at each investment adviser.

The results are impressive. Back-testing analyses

show that the algorithms are five times better than

random at identifying language in investment adviser

regulatory filings that could merit a referral to

enforcement. But the results can also generate false

positives or, more colloquially, false alarms. In partic-

ular, identification of a heightened risk of misconduct

or SEC rule violation often can be explained by non-

nefarious actions and intent. Because we are aware of

this possibility, expert staff knows to critically exam-

ine and evaluate the output of these models. But given

the demonstrated ability of these machine learning

algorithms to guide staff to high risk areas, they are

becoming an increasingly important factor in the

prioritization of examinations. This enables the de-

ployment of limited resources to areas of the market

that are most susceptible to possible violative conduct.

The Role of Big Data

It is important to note that all of these remarkable

advancements in machine learning are made possible

by, and otherwise depend on, the emergence of big

data. The ability of a computer algorithm to generate

useful solutions from the data relies on the existence

of a lot of data. More data means more opportunity

for a computer algorithm to find associations. And as

more associations are found, the greater the accuracy

of predictions. Just like with humans, the more expe-

rience a computer has, the better the results will be.

This trial-and-error approach to computer learning

requires an immense amount of computer processing

power. It also requires specialized processing power,

designed specifically to enhance the performance of

machine learning algorithms. The SEC staff is cur-

rently using these computing environments and is also

planning to scale them up to accommodate future ap-

plications that will be on a massive scale. For instance,

market exchanges will begin reporting all of their
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transactions through the Consolidated Audit Trail

system, also known as CAT, starting in November of

this year.11 Broker-dealers will follow with their orders

and transactions over the subsequent 2 years. This will

result in data about market transactions on an unprec-

edented scale. And, making use of this data will

require the analytic methods we are currently develop-

ing to reduce the enormous datasets into usable pat-

terns of results, all aimed to help regulators improve

market monitoring and surveillance.

We already have some experience with processing

big transaction data. Using, again, our big data tech-

nologies, such as Hadoop computational clusters that

are both on premises and available through cloud ser-

vices, we currently process massive datasets. One

example is the Option Pricing Reporting Authority

data, or OPRA data. To help you grasp the size of the

OPRA dataset, one day’s worth of OPRA data is

roughly two terabytes. To illustrate the size of just one

terabyte, think of 250 million, double-sided, single-

spaced, printed pages. Hence, in this one dataset, we

currently process the equivalent of 500 million docu-

ments each and every day. And we reduce this infor-

mation into more usable pieces of information, includ-

ing market quality and pricing statistics.

However, with respect to big data, it is important to

note that good data is better than more data. There are

limits to what a clever machine learning algorithm

can do with unstructured or poor-quality data. And

there is no substitute for collecting information cor-

rectly at the outset. This is on the minds of many of

our quant staff. And it marks a fundamental shift in

the way the Commission has historically thought

about the information it collects. For example, when I

started at the Commission almost a decade ago, phys-

ical paper documents and filings dominated our secu-

rities reporting systems. Much of it came in by mail,

and some [documents] still come to us in paper or

unstructured format. But this is changing quickly, as

we are continuing to modernize the collection and dis-

semination of timely, machine-readable, structured

data to investors.12

The staff is also cognizant of the need to continu-

ally improve how we collect information from regis-

trants and other market participants, whether it is in-

formation on security-based swaps, equity market

transactions, corporate issuer financial disclosures, or

investment company holdings. We consider many fac-

tors, such as the optimal reporting format, frequency

of reporting, the most important data elements to

include, and whether metadata should be collected by

applying a taxonomy of definitions to the data. We

consider these factors each and every time the staff

makes a recommendation to the Commission for new

rules, or amendments to existing rules, that require

market participant or SEC-registrant reporting and

disclosures.

With respect to big data, it is im-
portant to note that good data is
better than more data.

The Future of Artificial Intelligence at the

Commission

So, where does this leave the Commission with re-

spect to all of the buzz about artificial intelligence?

At this point in our risk assessment programs, the

power of machine learning is clearly evident. We have

utilized both machine learning and big data technolo-

gies to extract actionable insights from our massive

datasets. But computers are not yet conducting com-

pliance examinations on their own. Not even close.

Machine learning algorithms may help our examiners

by pointing them in the right direction in their identifi-

cation of possible fraud or misconduct, but machine

learning algorithms can’t then prepare a referral to

enforcement. And algorithms certainly cannot bring

an enforcement action. The likelihood of possible

fraud or misconduct identified based on a machine
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learning predication cannot—and should not—be the

sole basis of an enforcement action. Corroborative ev-

idence in the form of witness testimony or documen-

tary evidence, for example, is still needed. Put more

simply, human interaction is required at all stages of

our risk assessment programs.

So, while the major advances in machine learning

have and will continue to improve our ability to moni-

tor markets for possible misconduct, it is premature to

think of AI as our next market regulator. The science

is not yet there. The most advanced machine learning

technologies used today can mimic human behavior

in unprecedented ways, but higher-level reasoning by

machines remains an elusive hope.

I don’t mean for these remarks to be in any way

disparaging of the significant advancements computer

science has brought to market assessment activities,

which have historically been the domain of the social

sciences. And this does not mean that the staff won’t

continue to follow the groundbreaking efforts that are

moving us closer to AI. To the contrary, I can see the

evolving science of AI enabling us to develop systems

capable of aggregating data, assessing whether certain

Federal securities laws or regulations may have been

violated, creating detailed reports with justifications

supporting the identified market risk, and forwarding

the report outlining that possible risk or possible viola-

tion to Enforcement or OCIE staff for further evalua-

tion and corroboration.

It is not clear how long such a program will take to

develop. But it will be sooner than I would have

imagined 2 years ago. And regardless of when, I

expect that human expertise and evaluations always

will be required to make use of the information in the

regulation of our capital markets. For it does not mat-

ter whether the technology detects possible fraud, or

misconduct, or whether we train the machine to assess

the effectiveness of our regulations—it is SEC staff

who uses the results of the technologies to inform our

enforcement, compliance, and regulatory framework.
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Nasdaq Is Advocating for U.S. Public Market

Reform

In May, Nasdaq published a report titled, The

Promise of Market Reform: Reigniting America’s

Economic Engine.1 The report stems from Nasdaq’s

concern about the state of U.S. pubic markets, which

have become “more complex and costly for issuers,

particularly for publicly-listed small- and medium-

growth companies and for private companies that

might consider public offerings.”

The report emphasizes that “companies increas-

ingly question whether the benefits of public owner-

ship are worth the burdens” and warns that if such

burdens are not addressed, it “could ultimately repre-

sent an existential threat to our markets” as “a grow-

ing number of companies have been choosing to

remain private—and some public companies are

reversing course and going private.”

The report also outlines consequences of a dimin-

ishing public capital market: job creation and eco-

nomic growth could decline; main street investors

could have a lesser chance to share in wealth creation;

American companies could increasingly consider

foreign public markets; and top international compa-

nies might choose not to list in the United States. But

Nasdaq’s report does not just create an alarm, it sets

forth a blueprint for “critically-needed reforms.,” in

The report identifies the following three specific

problems and offers concrete solutions in these areas:

1. a complex patchwork of regulation disincentiv-

izes market participation and creates the need to

reconstruct the regulatory framework;

2. a one-size-fits-all market structure deprives

companies of the benefits they need to partici-

pate in public markets (particularly for small-

and medium-growth companies), which can be

fixed by modernizing the market structure; and

3. a culture in the investment community and in

the mainstream media that values short-term

returns should be changed to promote long-

termism.

Nasdaq suggests that the reconstruction of the

regulatory framework would involve: i) reforming the

proxy proposal process; ii) reducing the burden of

corporate disclosure; iii) rolling back politically-

motivated disclosure requirements; iv) reducing the

burden of meritless class action lawsuits; and v) a tax

reform to incentivize long-term investing.

For example, in order to reform the proxy proposal

process, Nasdaq suggests the following approach:

E raise the minimum ownership amount and hold-

ing period from the current low threshold re-

quirements of holding at least $2,000 of com-

pany stock for one year in order to submit a

proposal that can be included for a shareholder

vote in the company’s proxy;
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E streamline the Securities and Exchange Com-

mission’s process for removing nuisance proxy

proposals from proxies; and

E create transparency and fairness in the proxy ad-

visory industry.

In order to reduce the burden of corporate disclo-

sure, Nasdaq proposes to:

E offer flexibility on quarterly reporting and allow

companies to provide reports semiannually

instead of filing Quarterly Reports on Form

10-Q (while keeping Annual Reports on Form

10-K);

E reconsider an XBRL tagging requirement; and

E expand and harmonize classifications for disclo-

sure relief by raising the revenue cap to qualify

as an emerging growth company from the cur-

rent $1 billion to $1.5 billion and deleting the

current phase-out of five years after the initial

public offering, and harmonizing the definitions

of a smaller reporting company, non-accelerated

filer and emerging growth company.

The report suggests promoting long-termism by: i)

supporting dual class structure; ii) creating disclosure

requirements applicable to short positions; and iii) ad-

dressing concerns regarding activist investors using

tactics that coerce companies into short-term actions

to the detriment of long-term planning.

Nasdaq Continues to Solicit Comments on
Shareholder Approval Rules

On June 14, Nasdaq released a Solicitation of Com-

ments by the Nasdaq Listing and Hearing Review

Council About the Definition of Market Value for

Purposes of Shareholder Approval Rules.2 The Listing

Council is an independent advisory committee ap-

pointed by the Board of Directors of the Nasdaq Stock

Market, and its mission is to review the application of

Nasdaq’s listing rules and suggest new rules for

consideration by the Board.

Nasdaq has previously worked with the Listing

Council to solicit comments on changes to the share-

holder approval rules.3 Although no determination has

been made that changes to these rules are necessary,

Nasdaq continues to evaluate them.

In the June 2017 solicitation of comments, the

focus is on Listing Rule 5635(d) that requires a

Nasdaq-listed company to obtain shareholder ap-

proval prior to issuing common stock or securities

convertible into or exercisable for common stock

equal to 20% or more of the shares or voting power

outstanding at a price less than the greater of the book

value or market value in connection with a private

placement transaction. Listing Rule 5005 defines

“market value” as the closing bid price.

Under the proposed Rule 5635(d), shareholder ap-

proval will be required for private placements, involv-

ing the issuance of common stock, or securities con-

vertible into or exercisable for common stock that

equals 20% or more of common stock or voting power

outstanding before the issuance and is:

E at a price less than the average closing price of

the common stock (as reflected on Nasdaq.com)

for the five trading days immediately preceding

the signing of the binding agreement for the is-

suance; or

E not approved either by: i) Independent Directors

constituting a majority of the Board’s Indepen-

dent Directors in a vote in which only Indepen-

dent Directors participate; or ii) a committee

comprised solely of Independent Directors (for

example, an independent pricing or financing

committee).

Nasdaq and the Listing Council believe that a

change from a closing bid price to a five-day average

of closing prices will enhance transparency because

“bid price may not always be transparent to companies

and investors and does not always reflect an actual
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price at which a security has traded.” The proposed

rule also provides that

any transaction of more than 20% of the company’s

shares outstanding will be approved by either a com-

mittee of independent directors (as defined in Listing

Rule 5605(a)(2)) or a majority of the independent

directors on the board, unless it is approved by the

company’s shareholders.

Nasdaq and the Listing Council are seeking com-

ments on the foregoing changes to Rule 5635(d) until

July 31, 2017. If Nasdaq determines to proceed with

the proposed rule changes upon the review of com-

ments, such proposal will be subject to the Securities

and Exchange Commission’s review and approval

process.

ENDNOTES:

1The Promise of Market Reform: Reigniting Ame-
rica’s Economic Engine; Nasdaq (May 2017); avail-
able at http://business.nasdaq.com/media/Nasdaq%20
Blueprint%20to%20Revitalize%20Capital%20Marke
ts_tcm5044-43175.pdf.

2Solicitation of Comments by the Nasdaq Listing
and Hearing Review Council About the Definition of
Market Value for Purposes of Shareholder Approval
Rules; Nasdaq (June 14, 2017); available at https://lis
tingcenter.nasdaq.com/assets/Shareholder%20Approv
al%20Comment%20Solicitation%20June
%2014%202017.pdf.

3See https://listingcenter.nasdaq.com/assets/Share
holder%20Approval%20Comment%20Solicitation.
pdf.
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FROM THE EDITOR

Are Law Firms Doing Enough to Combat
Cybersecurity Threats?

NEW YORK—The growing and constant threat of

cybersecurity breaches is something law firms need to

address urgently and forcefully; but increasingly, they

are falling behind on investment and commitment to

create and maintain adequate privacy and data protec-

tion, according to several legal and cybersecurity

experts.

At least those were some of the conclusions of a

recent panel on cybersecurity entitled, “Rumor of

War: Regulation, Revelations & the State of Cyberse-

curity in 2017” that Wall Street Lawyer was able to

observe.

“The threat of cybersecurity breaches is the most

significant threat this country, its business and its law

firms face,” said panelist Timothy Murphy, President

of Thomson Reuters Special Services, adding that in

many cases, companies and law firms are outgunned

by the sophistication of some hostile cyber-actors and

are hamstrung by using outdated protections and inad-

equate resources. “Law firms, especially because of

the data they hold, have to take this threat seriously,”

Murphy urged. “They have to get engaged and stay on

top of it.”

The stakes for law firms are quite high, as their val-

uable troves of client data make them prime targets.

Regulators too have taken notice, urging law firms to

do more—and disclose more—about how they are

fighting cyberthreats. “Law firms are holding some of

the most sensitive data you can have, and that should

make them realize how important it is to invest in ad-

equate security,” said panelist James L. Quinn, Head

of Security Architecture at Infotecs Americas.

Of course, there are certain hurdles unique to law

firms, such as the partnership hierarchy, that makes

addressing and funding non-income producing initia-

tives such as cybersecurity and data protection more

difficult than in other enterprises, said another panel-

ist, Nicholas Barone, Director and Co-Head of the

Cybersecurity Practice at Eisner Amper. “One of the

main challenges at law firms is getting cybersecurity

paid for by the partners,” noted Barone, adding that

this challenge carries with it issues of determining al-

locations of costs, encouraging firm-wide training, and

measuring levels of adoption by partners and staff.

So, what’s a law firm to do?

One thing is for firms to re-examine their current

cyber-plan—or even determine if they have one—

because the chaotic time following a security breach

is not the time to try to make far-reaching decisions.

Clearly, such a situation shows the vital importance of

pre-planning, the panel agreed. “You have to know

what you’re going to do before the breach,” said

Infotecs Americas’ Quinn. “It’s very difficult to make

good decisions in a reactive mode.”

Equally clearly, the hugely impactful issue of

cybersecurity and the dangers of data breaches at law

firms and their clients is not going away any time

soon—Wall Street Lawyer will continue to keep an

eye on it.

In this issue. . . Speaking of cybersecurity, the

July issue of Wall Street Lawyer features authors Yafit

Cohn and Karen Hsu Kelley of Simpson Thacher &

Bartlett posing 10 questions every corporate board

should be asking about cyber risks.

—Gregg Wirth, Managing Editor
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