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 Building a Better Insider Trading 
Compliance Program 

  With the increasing number of insider trading 
investigations and enforcement actions, compa-
nies carefully should review and strengthen their 
insider trading compliance programs. They should 
consider such issues as: what types of actions, 
information and persons should an insider trad-
ing policy cover; how should window/blackout 
periods be structured; whether existing prohibi-
tions against disclosure of company information 
are suffi cient; whether and how to permit the use 
of Rule 10b51 trading plans; and to what extent 
restrictions on hedging, pledging and speculative 
transactions should be imposed.   

 By Ari B. Lanin and Daniela L. Stolman 

 The past few years have ushered in a wave 
of insider trading investigations not seen since 
the scandals of the 1980s. The Securities and 
Exchange Commission (SEC) and other authori-
ties have made it clear that combating illegal 
insider trading is a top priority. Companies must 
make the prevention of insider trading a top pri-
ority as well. This requires an effective insider 
trading compliance program that refl ects and 
addresses recent developments. 

 This recent wave of insider trading investiga-
tions and enforcement actions is signifi cant not 
only because of the unprecedented level of  activ-
ity, but also because of the extent to which the 
legal boundaries of  insider trading law are being 
stretched. With respect to the increased level of 
activity, the SEC has expanded its  enforcement 
efforts to address trading in everything from 
 treasuries to credit default swaps, and has aggres-
sively pursued the provision of information to 
expert networks and the trading on that informa-
tion by hedge funds and others. At the same time, 
the SEC’s actions appear to refl ect a gradual ero-
sion of the fi duciary duty element of the offense. 

 As a result, companies need to take a critical 
look at their insider trading compliance programs 
and make revisions both to limit their exposure to 
insider trading actions and to protect their direc-
tors, offi cers, and employees. Effective programs 
will not only reduce the instances of actionable 
insider trading, but also will provide companies 
with a meaningful defense if  they fi nd themselves 
the subject of  a government investigation. To 
assist companies in their review, set forth below 
is a brief  overview of the relevant law, a summary 
of recent enforcement developments, and sugges-
tions companies should consider to strengthen 
their insider trading compliance programs. 

 Legal Background 

 In general, insider trading is the purchase or sale 
of a security on the basis of material non-public 
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information in breach of a duty of trust or confi -
dence owed directly or indirectly to the issuer, the 
issuer’s stockholders or the source of the informa-
tion. The statutory basis for insider trading is found 
in Section 10(b) of the Securities Exchange Act of 
1934 (Exchange Act) and Rule 10b-5 thereunder. 
Under Section 10(b) and Rule 10b-5, it is unlawful, 
in connection with the purchase or sale of a secu-
rity, “to employ any device, scheme, or artifi ce to 
defraud, to make any untrue statement of material 
fact or to omit to state a material fact necessary 
in order to make the statements made, in the light 
of the circumstances under which they were made, 
not  misleading, or to engage in any act, practice or 
course of  business which operates or would oper-
ate as a fraud or deceit upon any person…” 1    

 The Supreme Court has recognized two forms 
of primary insider trading liability under Section 
10(b) and Rule 10b-5: (1) the traditional/classical 
theory; and (2) the misappropriation theory. Both 
of these theories also have been used to impose lia-
bility on tippers and tippees of inside information. 2    
The traditional/classical theory prohibits corporate 
insiders (whether permanent ( e.g.,  directors, offi -
cers, and employees) or temporary ( e.g.,  accoun-
tants, lawyers, and consultants)) from trading on 
the basis of material non-public information. 3    The 
misappropriation theory prohibits outsiders from 
trading in violation of a duty owed to the source 
of the information. 4    This duty may arise from 
business relationships ( e.g.,  underwriters, accoun-
tants, lawyers or consultants) 5    or, as articulated in 
the SEC’s rules, non-business relationships ( e.g.,  
information received from a spouse, parent, child, 
sibling, or other relationship in which there is a his-
tory, pattern, or practice of sharing confi dential 
information that results in a reasonable expecta-
tion of confi dentiality). 6    Thus, both theories share 
the common requirement of a breach of a fi duciary 
or fi duciary-like duty. As discussed below, however, 
recent decisions appear to refl ect a gradual erosion 
of this element of the offense.   

 A company may be held civilly liable for the 
insider trading violation of any of its directors, 

offi cers, employees, or consultants under either a 
theory of control person liability or as an aider 
and abetter of the violation. Control person 
liability stems from Sections 20(a) and 21(A) of 
the Exchange Act. Pursuant to Section 20(a), 
any person who “directly or indirectly, controls 
any person liable” for an Exchange Act viola-
tion will be jointly and severally liable to anyone 
to whom the controlled person is liable “unless 
the controlling person acted in  good faith  and did 
not directly or indirectly induce” the violation. 7    
Section 21A(a)(3) of the Exchange Act provides 
that such a control person may be civilly liable 
to the SEC for an insider trading violation by a 
controlled person for the greater of (i) $1.425 mil-
lion, 8    or (ii) three times the amount of the profi t 
gained or loss avoided as a result of the controlled 
person’s insider trading violation, 9    provided the 
SEC establishes that the control person  knew or 
recklessly disregarded  the fact that such controlled 
person was likely to engage in the acts constitut-
ing the violation and failed to take appropriate 
steps to prevent such act(s) before they occurred. 10    
While neither statute defi nes “controlling person,” 
the legislative history of Section 21A makes clear 
that a “controlling person” may include employ-
ers and any person “with the power to infl uence 
or control the direction or the management, poli-
cies, or activities of another person.” 11    

 Aiding and abetting liability is rooted in Sec-
tion 20(e) of the Exchange Act, which autho-
rizes the SEC to bring actions against a person 
or entity for aiding and abetting unlawful insider 
trading. Section 20(e) provides that “any person 
that knowingly provides substantial assistance to 
another person in violation of a provision…, or 
of any rule or regulation issued under this title, 
shall be deemed to be in violation of such provi-
sion to the same extent as the person to whom 
such assistance is provided.” 12    Thus, if  a com-
pany learns of unlawful insider trading by one of 
its directors, offi cers, employees, or consultants 
and fails to take action to stop it, the company 
could itself  be accused of aiding and abetting in 
the violation.  
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 In light of the foregoing, the adoption of a 
robust insider trading compliance program could 
provide persuasive evidence of a company’s good 
faith and non-inducement of a violation (in 
response to a Section 20(a) claim) or a company’s 
lack of complicity in a violation (in response to 
an aiding and abetting claim), and at the same 
time make it more diffi cult for the SEC to estab-
lish recklessness (under a Section 21A claim).  

 The Current Enforcement Environment 

 As noted above, the SEC and other federal 
authorities have made enforcement of the insider 
trading laws a priority in recent years, with related 
investigations reaching unprecedented levels dur-
ing the latter half  of 2010. The breadth of this 
activity coupled with the tactics being employed 
highlight the need for a strong and effective insider 
trading compliance program.  

 The Duty Element 

 Among the most signifi cant developments 
in the current enforcement environment with 
respect to insider trading are the positions being 
taken by the regulators with respect to the duty 
element of  the offense. In order to success-
fully assert a claim for unlawful insider trading, 
United States Supreme Court precedent fi rst 
requires the existence of  a fi duciary or fi duciary-
like relationship (or, in the case of  a claim under 
the misappropriation theory, a “duty of  trust or 
confi dence”). The SEC’s insider trading claims 
against each of  Oleksandr Dorozhko and Mark 
Cuban, however, and the court’s decisions in 
those cases, appear to refl ect an erosion of  that 
requirement. 

 In  SEC v. Dorozhko , the SEC (with the con-
currence of the U.S. Court of Appeals for the 
Second Circuit) removed the duty requirement 
from certain types of insider trading claims alto-
gether—those in which the allegation is based on 
an “affi rmative misrepresentation.” In pursuing its 
claim against Oleksandr Dorozhko, a Ukrainian 

national and resident, who traded on confi dential 
quarterly earnings reports on IMS Health that he 
obtained by hacking into Thomson Financial’s 
servers, 13    the SEC notably did not even argue that 
Dorozhko’s conduct involved a breach of a fi du-
ciary duty in its district court complaint. 14    Fur-
ther, it vigorously asserted in its appellate brief  
that “no breach of a duty is required when the 
defendant engages in affi rmatively deceptive con-
duct, such as lying, acting deceptively, or telling 
half  truths.” 15    In a decision that has engendered 
signifi cant debate, the U.S. Court of Appeals for 
the Second Circuit accepted the SEC’s argument, 
noting that “none of the Supreme Court opinions 
considered by the District Court  require  a fi du-
ciary relationship as an element of an actionable 
securities claim under Section 10(b).” 16    

 In  SEC v. Cuban , the SEC once again chipped 
away at the duty requirement by turning to its own 
Rule 10b5-2(b)(1) and arguing that a confi denti-
ality agreement alone creates a duty to disclose or 
abstain from trading. 17    Here, Mark Cuban, then 
the largest stockholder of Mamma.com sold off  
his entire stake after allegedly agreeing to keep 
confi dential certain information regarding the 
company’s planned PIPE offering. While the U.S. 
Court of Appeals for the Fifth Circuit left unan-
swered the specifi c question as to whether a con-
fi dentiality agreement in and of itself  suffi ces to 
establish the duty element of an insider trading 
offense, it carefully reviewed the facts and circum-
stances, holding that the allegations as a whole 
provided more than a plausible basis to fi nd an 
understanding on Cuban’s part that he would not 
trade. 18    The court’s decision to leave this question 
unanswered, combined with the SEC’s expansive 
position in the case, leaves open the possibility 
that the SEC may pursue similar actions in the 
future, and that the courts may ultimately endorse 
that position. 

 The Use of Wiretaps 

 There also has been a change in the under-
lying tactics and approaches employed by the 
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 regulators to unearth insider trading violations. 
In the past year and half, prosecutors have for the 
fi rst time sought to use wiretap evidence to inves-
tigate and charge insider trading violations. With 
the use of such evidence recently being approved 
by the courts, the path appears clear for regulators 
to make widespread use of wiretaps in investigat-
ing and prosecuting insider trading violations. In 
the words of one prosecutor, “Recordings are the 
absolute best evidence, and so we will not shrink 
from using them.” 19    Companies should take heed 
of these changes. Historically, wiretaps have been 
reserved for some of the most serious crimes—
 terrorism, organized crime, and drug traffi cking 
cases—out of concern that aggressive surveillance 
techniques for lesser crimes would impinge upon 
the privacy rights guaranteed under the Consti-
tution. 20    By using wiretaps in its insider trading 
cases, the government has signaled the serious-
ness with which it views insider trading and the 
lengths to which it is willing to go to prosecute 
this crime.  

 Expert Networks 

 In 2010, the government began turning its 
attention to the rise of  so-called “expert net-
works.” 21    These networks connect institutional 
investment managers with expert consultants, 
including academics, scientists, engineers, doc-
tors, lawyers, suppliers, and professional par-
ticipants in relevant industries. These networks 
are of  particular concern for public compa-
nies as they often include current employees of 
the companies. For example, the SEC recently 
charged four technology company employees, 
who were moonlighting as “consultants” to an 
expert network fi rm without the knowledge of 
their employers, with insider trading for ille-
gally tipping hedge funds and other investors 
with inside information about their companies. 
This information included “top line” quarterly 
revenue and profi t margin information, inter-
nal sales forecasts, and pricing and volume pur-
chases from suppliers. 22    Bob Nguyen, an expert 
network employee who recently pled guilty to 

insider  trading, even admitted to the court that 
one of  the goals of  the expert network was to 
recruit current employees of  public companies as 
experts who would provide material, non-public 
information about their companies. 23    

The proliferation of expert networks, taken 
together with the heightened interest the regula-
tors have taken in them, highlights the need for 
companies to expressly prohibit their employees 
from participating in these networks (whether for 
compensation or not) and to implement, review 
and bolster their policies designed to limit exter-
nal business-related communications.  

 Updating and Strengthening Your 
Insider Trading Compliance Program 

 The events described above highlight the 
need for all companies to carefully review their 
insider trading compliance programs. While no 
program or policy can prevent every violation, 
an effective program will not only reduce their 
likelihood and protect a company’s directors, 
offi cers, and employees from inadvertent viola-
tions, but also will provide a company with a 
strong defense if  it fi nds itself  the target of  an 
insider trading investigation. As part of  such a 
review, we suggest consideration of  the follow-
ing principles: 

    1. Use of a Written Policy . To the extent your 
company has not already adopted a stand-
alone written insider trading policy that 
applies to all directors, offi cers, employees, 
and consultants, now is the time to do so. 
An effective policy should, at a minimum, 
include the following: 
   • A clear, no-nonsense description of the 

seriousness of the insider trading rules. 
Recipients should understand that a vio-
lation may result in their facing termina-
tion, heavy fi nes, jail time, and other civil 
and criminal penalties.  

  • A plain-English summary of  the law, 
including real-world company-specific 
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examples of “material information” and 
a clear explanation of what it means 
for that information to be “non-public.” 
The policy should indicate that the Gene-
ral Counsel (or other administrator of 
the policy) is available to answer any 
 questions.  

  • A statement indicating that it applies to 
all securities ( e.g.,  common stock, bonds, 
stock options and other derivative securi-
ties), and not just common stock.  

  • An absolute prohibition on trading or tip-
ping while in possession of material non-
public information. It should be made 
clear that this prohibition applies to trad-
ing in the securities of  any  company (not 
just the issuer of the policy), regardless of 
the existence of a preexisting relationship 
with or fiduciary duty to that company.   

  • Extremely limited exceptions to the terms 
of the policy, potentially including only 
transactions with the company itself, such 
as stock option exercises, net exercises (but 
not broker assisted cashless exercises), 
vesting of equity awards, and the reten-
tion of shares to satisfy tax withholding 
obligations, as well as certain transac-
tions in the company’s 401(k) plan and 
employee stock purchase plan. Hardship 
exemptions should not be  permitted.  

  • An obligation to maintain the confiden-
tiality of all company information and 
an absolute prohibition against disclos-
ing such information to others, including 
family members, other relatives, business 
or social acquaintances, and expert net-
works, unless that disclosure is expressly 
authorized by the General Counsel and the 
recipient of that information has agreed to 
neither use that information nor disclose 
it to others. Companies also should con-
sider obtaining contractual agreements 
from third-party business partners, such 
as suppliers and customers, and finan-
cial consultants and advisers prohibit-
ing their disclosure of company inside 

 information. 24    In determining whether to 
obtain such an agreement from a third-
party business partner, consultant, or 
adviser consider the materiality of the rela-
tionship with the relevant third party and 
the extent to which that party has access 
to inside information. Companies should 
also see to it that their Regulation FD pol-
icy prohibits  unapproved  communications 
with the media, securities analysts, and 
investors, and coordinate the prohibi-
tions and preclearance procedures in the 
Regulation FD policy and the insider 
trading policy.  

  • The implementation of appropriately tai-
lored window/blackout periods and pre-
clearance procedures for those that are 
regularly exposed to inside information 
(discussed in more detail below).  

  • A statement indicating that the policy 
applies to directors, officers, employees, 
and consultants, as well as their family 
members sharing the same household 
and the entities they control, such as any 
corporations for which they are a control-
ling stockholder or any partnerships for 
which they are a general partner. While 
the application of insider trading policies 
to consultants may present enforceability 
issues, companies are advised to do what 
they can to reduce any and all potential 
violations, including by potentially broad-
ening the reach of their policies to cover 
consultants.  

  • A requirement that all directors, officers, 
employees, and to the extent appropriate, 
consultants certify to their understanding 
of the terms of the policy, with annual 
re-certifications required either as a stand-
alone requirement of the policy or as part 
of a broader annual code of conduct cer-
tification.    

   2. Annual Review/Dissemination.  Companies 
should review their insider trading compli-
ance programs annually. This annual review 
should consider any signifi cant changes in 
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law, the appropriateness of the trading restric-
tions in the policy (including the term of the 
window/blackout policy), and whether the 
list of individuals subject to trading restric-
tions or preclearance requirements contin-
ues to be appropriate. Signifi cant changes 
should be summarized, highlighted, and dis-
tributed to directors, offi cers, employees, and 
 consultants.   

   3. Continuing Education.  Consider implement-
ing annual education programs, especially for 
directors, offi cers, and those employees and 
their assistants regularly exposed to inside 
information. Such programs should include 
a review of the company’s insider trading 
policy (highlighting any changes to the policy 
as described above), relevant law (including a 
discussion of any recent legal developments), 
current events and a discussion of questions 
that frequently arise.   

   4. Administration of the Policy . Designate one 
or more person(s) who are knowledgeable 
with respect to the securities laws to admin-
ister and answer any questions regarding the 
policy. The contact information for this per-
son should be clearly set forth in the policy 
itself. To the extent appropriate, this person 
should address preclearance requests as well.  

   5. Preclearance Policy . Companies that have 
not already done so should strongly consider 
requiring all directors and offi cers, certain 
other employees that are exposed to inside 
information, and even their assistants (as well 
as their family members sharing the same 
household and controlled entities) to preclear 
trades in company securities. Companies that 
already have preclearance policies in place 
should consider whether they apply to the 
right group of people. In addition, consider 
implementing additional preclearance related 
safeguards, such as: 
   • A requirement that the requesting direc-

tor, officer, or employee submit a writ-
ten preclearance request describing the 
proposed transaction and certifying that 
he/she is not aware of inside information;   

  • A “use it or lose it” feature, permitting 
precleared trades to be executed only 
within a specified number of days after 
approval ( e.g.,  five days); and  

  • A prohibition on the requesting director, 
officer or employee informing anyone 
else of  the approval or denial of  the 
request.    

   6. Window/Blackout Period . Companies that 
have not already done so should also strongly 
consider the implementation of a regular 
window/blackout policy 25    for directors, offi -
cers, and other employees regularly exposed 
to inside information. A window/blackout 
policy would restrict covered persons to 
 trading company securities only during open 
quarterly window periods (typically struc-
tured as one to three full trading days after 
the quarterly/annual earnings release and 
extending until an appropriate time before 
the end of the quarter). In structuring the 
window/blackout period, consider the times 
at which insiders generally are exposed to 
inside information, the timing of earnings 
release and the types of information that are 
truly material. The window/blackout period 
should be designed so that trading is pro-
hibited during those times when insiders 
generally are exposed to inside information. 
Companies also should periodically evaluate 
whether their window/blackout periods apply 
to the right group of people. In this regard, 
consideration should be given to whether the 
window/blackout policy should apply to the 
assistants of those subject to the window/
blackout period.  

   7. Special Blackout Periods . Even companies 
that employ regular window/blackout periods 
should establish procedures for calling special 
blackout periods during those times when 
unexpected material developments arise, such 
as the negotiation of a material acquisition 
or disposition. Moreover, policies should 
make it clear that communications regarding 
the existence of a special blackout period are 
strictly prohibited.  
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   8. Rule 10b5-1 Trading Plans . Companies should 
encourage and make available to their direc-
tors and offi cers the ability to establish Rule 
10b5-1 trading plans for trading company 
securities. Such plans provide directors and 
offi cers with the fl exibility to trade, and, if  
structured correctly, an affi rmative defense to 
an insider trading claim. To help see that such 
plans are structured correctly and will provide 
a meaningful defense, companies should con-
sider requiring preclearance of all Rule 10b5-
1 trading plans, including any modifi cations 
and cancellations. They also should con-
sider limiting entry into such plans to open 
trading periods, requiring an  appropriate 
 waiting period between the establishment of 
a plan and the fi rst sale thereunder (as well 
as between the amendment/termination of 
an existing plan and the entry into a new 
plan), limiting the number of plans and plan 
amendments that an insider may enter into in 
any given year, and requiring public disclo-
sure of certain Rule 10b5-1 trading plans.  

   9. Hedging, Pledging and Speculative Transac-
tions . Companies with insider trading policies 
that do not already address hedging, pledging 
and speculative transactions should consider 
revising those policies accordingly. Hedging, 
pledging, and speculative transactions can 
raise insider trading concerns and result in 
unnecessary negative press. In the case of 
pledging, because securities pledged as col-
lateral for a loan may be sold without the 
consent of the pledgor upon a default, the 
foreclosure sale could occur at a time when 
the pledgor is aware of material non-public 
information. SEC rules already require pub-
lic companies to disclose whether any shares 
held by their directors (and nominees) and 
named executive offi cers are pledged 26    and 
under the Dodd-Frank Wall Street Reform 
and Consumer Protection Act (Dodd-Frank 
Act), the SEC is required to adopt additional 
rules requiring companies to disclose their 
policies with respect to director and employee 
hedging of company securities. 27     

   10. International Insider Trading Laws . With 
the pursuit of  international insider trading 
by the SEC and the focus on insider trad-
ing violations by foreign regulators, com-
panies with international operations and/or 
employees in foreign countries should not 
only address U.S. insider trading laws in their 
insider  trading policies, but also the applica-
ble insider trading laws of relevant non-U.S. 
countries.  

   11. Policy for Reporting Suspected Insider Trading 
Violations.  Companies should confi rm that 
directors, offi cers, employees, and consultants 
are aware of internal company policies for 
reporting suspected insider trading violations 
and fi nd ways to strongly encourage  internal 
reporting. Under the Dodd-Frank Act, the 
SEC has been authorized to pay more sig-
nifi cant fi nancial rewards to insider trading 
whistleblowers than previously authorized. 28    
Given the signifi cant incentives for directors, 
offi cers, employees, and consultants to report 
suspected violations to the SEC under this 
program, company personnel are more likely 
than before to be motivated to report sus-
pected violations directly to the SEC, limiting 
the ability of companies to address problems 
internally before they are faced with an SEC 
investigation.   

   12. Safeguarding Information . Companies should 
undertake a review of the policies and proce-
dures they have in place to safeguard confi-
dential information. While an effective insider 
trading program will prohibit the disclosure 
of such information to anyone outside the 
company, to further protect and deter the 
use of such information, companies should 
see that they take precautions to limit access 
to confidential information both within and 
outside the company. For example, companies 
can use password protected files and serv-
ers for confidential information, and share 
the most sensitive of information only with 
those employees who have a need to know. 
Companies also should consider revising their 
employee handbooks or codes of conduct to 
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expressly prohibit employees from partici-
pating, whether for compensation or not, in 
expert networks. In addition, companies also 
should review their Regulation FD and other 
external communication policies to confirm 
that such policies adequately limit the types 
of information that may be disclosed outside 
the company and the persons authorized to 
disclose that information.    

 Conclusion 

 With all signs pointing toward the continued 
pursuit of insider trading by the SEC and other 
authorities, the time has come for companies to 
reevaluate their insider trading programs and 
policies. A robust program crafted in accordance 
with the principles described above will provide 
important protection for companies and their 
insiders.  
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