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I N 2007, Columbia Pictures v. Bunnell sent shockwaves 
through the legal community with its conclusion 
that random access memory (RAM) data, a form 

of “ephemeral data” with a temporary life span, was 
discoverable electronically stored information (ESI). 
Ephemeral ESI has certain defining characteristics: It 
is automatically created by a computer system, without 
the knowledge or conscious actions of the user, and it 
has a presumptively temporary life span.1 

In response to Bunnell, legal commentators portended 
a discovery doomsday in which responding parties would 
regularly be required to preserve and produce such data 
at great expense.

In hindsight, it can be said that the immediate post-
Bunnell concerns were somewhat reminiscent of the 
old fable of Chicken Little, who loudly proclaimed to 
one and all that “the sky is falling” after a mere acorn 
had hit his head. As the case law on this subject is 
still developing, however, it may not yet be safe to stop 
scanning the sky for cascading objects.

Ephemeral data represents a subset of “outlier” ESI that 
parties are more likely to overlook during the discovery 
process, given that it may exist “out of sight” or “out of 

mind.”2 Moreover, relatively few court decisions have 
addressed the preservation and production requirements 
of outlier ESI in litigation, and, of those, only a handful 
consider ephemeral data.

Ephemeral data is subject to the traditional 
framework for analyzing the obligations to preserve 
and produce ESI. Under that framework, the threshold 
issues are whether the data in question is relevant and 
under the responding party’s custody or control. If so, 
then whether the data is “not reasonably accessible” on 
account of undue burden or cost must be considered.3 

If the data is deemed not reasonably accessible, then 
the presumption becomes that such data need not 
be produced, and the burden shifts to the requesting 
party to demonstrate that good cause for production 
nonetheless exists.4 

Arguably, the unique characteristics of ephemeral data 
should weigh against finding such material reasonably 
accessible. The relative permanence, or lack thereof, of 
ephemeral data may impact the analysis. At least one 
court has opined that, absent a court order requiring 

preservation, the transitory nature of data not routinely 
stored for business purposes counsels against imposing 
sanctions for spoliation in the event that such data is 
not preserved for litigation.5

The Opinion That Made the Waves

In Bunnell, the plaintiffs sought the preservation 
and production of defendants’ RAM files, a form of 
ephemeral data.6 RAM is the “‘working memory’ of 
the computer into which the operating system, startup 
applications and drivers are loaded when a computer 
is turned on or…a program subsequently started up 
is loaded, and where thereafter, these applications 
are executed.”7 RAM storage is both automatic and 
temporary.8 

As a preliminary matter, the court held9 that RAM 
is a storage unit and, therefore, any data it contained 
would constitute ESI “under the plain meaning of the 
unambiguous language of Rule 34.”10 

In deciding to order the preservation and production 
of RAM data, the court assessed a number of factors. 

First, the plaintiffs “did not specifically request that 
defendants preserve Server Log Data temporarily stored 
only in RAM.”11 

Second, the court determined that storage was possible, 
no matter how short the window of opportunity.12 

Third, the RAM at issue was within the defendants’ 
control.13 

Finally, there was “a lack of other available means 
to obtain it.”14 

For these reasons, the court ordered the defendants 
to preserve and produce their RAM files, although the 
court did not penalize them for any earlier failure to 
preserve.

Bunnell’s ultimate conclusion that the RAM before 
it was discoverable created concern that the proverbial 

A  N E W  Y O R K  L A W  J O U R N A L  S P E C I A L  S E C T I O N

www. NYLJ.com

Monday, March 22, 2010

Jennifer H. rearden, a litigation partner in the New York 
office of Gibson, Dunn & Crutcher and chair of the firm’s 
electronic discovery and information law practice group, 
can be reached at jrearden@gibsondunn.com. farraH 
PePPer, of counsel in the New York office of Gibson Dunn, 
is vice-chair of the electronic discovery and information 
law practice group and can be reached at fpepper@
gibsondunn.com.

Litigation

Oh No,  
Ephemeral  

Data!
After ‘Bunnell,’ the sky has not yet fallen.

B
IG

ST
O

C
K

In 2007, 'Columbia Pictures v. 
Bunnell' sent shockwaves through 
the legal community with its 
conclusion that random access 
memory (RAM) data, a form of 
'ephemeral data' with a temporary 
life span, was discoverable 
electronically stored information.  



floodgates had been opened to extremely burdensome 
discovery. Significantly, however, the court did not hold 
that the general duty to preserve applies to all RAM. The 
court expressly noted that its decision “does not impose 
an additional burden on any website operator or party 
outside of this case,” and also affirmatively disclaimed 
any prospective effect.15 

In addition, although this ruling initially was 
controversial, it is not inconsistent with the Federal Rules 
of Civil Procedure, which contemplated an expansive 
reading of the definition of ESI over time to encompass 
“future changes and developments” in technology.16

Few cases have addressed ephemeral data since 
Bunnell, and no decisions have specifically analyzed 
RAM data. The decision in Healthcare Advocates17 was 
issued between the two Bunnell opinions and considered 
a number of the same factors. 

In Healthcare Advocates, the plaintiff moved for a 
spoliation inference based on the defendants’ failure 
to preserve Internet cache files, a form of ephemeral 
data. A cache is a “temporary storage area where 
frequently accessed data,” such as Web addresses, “can 
be stored for rapid access.”18 Depending on the setting 
applied, the Web browser may empty the Internet cache 
automatically, and “[s]ome cache files are discarded after 
only twenty-four hours.”19 

The cache files that the plaintiff sought related to 
copyrighted computer images that had been viewed 
by the defendants, an act which the plaintiff alleged 
constituted “hacking.”

The court held that a spoliation inference was not 
warranted. In reaching this conclusion, it focused on 
five factors. 

First, the court held that the defendants had no reason 
to anticipate a lawsuit alleging “hacking” for their use of a 
public Web site to view images from another public Web 
site, or to expect that the cache files would be sought. 

Second, because the files were deleted automatically, 
the defendants were not responsible for their loss. In 
fact, according to the court, “[t]he most important fact 
regarding the lost evidence is that the [defendants] did 
not affirmatively destroy the evidence.”20

Third, the files were temporary, and may have been 
deleted numerous times before plaintiff specifically 
requested them; they “might [even] have been lost the 
second another website was visited.”21 

Fourth, the plaintiff never specifically requested the 
cache files. 

Finally, the plaintiff was able to obtain the information 
it needed through alternative means.

Similar Issues in Southern District

Most recently, the Southern District of New York 
evaluated similar issues in Arista Records v. Usenet.com. 

In that case, the plaintiffs successfully sought sanctions 
against the defendants for their failure to preserve usage 
data files that the plaintiffs alleged were relevant to 
their copyright infringement claims. Usage data consists 
of “pre-existing records from Defendant[s’] computer 
servers reflecting actual requests by Defendant[s]’ paid 
subscribers to download and upload digital music files 
using Defendant[s’] service.”22 Like other ephemeral 
data, usage data files are created automatically by the 
computer system and not by any individuals.23 

In deciding to issue an adverse inference against the 
defendants, the Arista Records court weighed a series of 
factors, including evidence that the defendants had acted 
in bad faith when they failed to preserve and produce the 
usage data files.24 Many of these factors overlapped with 
those considered by the courts in Healthcare Advocates 
and Bunnell. 

First, the court noted that the files had been specifically 
requested.25 Second, the defendants had active control 
over the data. Third, the defendants’ usage data was able 
to be stored for significant periods of time. In fact, the 
defendants’ change in the configuration of their systems 
(which, in essence, was an attempt to make the data 
more ephemeral) shortened the retention time of these 
files. Finally, the data was highly relevant to the parties’ 
underlying dispute, and the information sought could 
not be more readily obtained from another source.

Conclusion

In light of the relatively sparse post-Bunnell case law, 
and the court’s limitation of its holding to the unique 
facts of that case, the borders of the ephemeral data 
landscape remain unclear. 

Though none of the many versions of the Chicken 
Little fable indicate that the protagonist had any legal 
training, his approach may have merit in this context. 
While the heavens above are still intact, it may make 
sense to continue watching for any falling acorns, in the 
form of cases applying the principles of Bunnell, that 
could further refine discovery obligations with respect 
to ephemeral data.26
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