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Sanctions Overview
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U.S. Sanctions Policymaking/Coordination
President of the United States
State Department

National Security Council
Treasury Department

Policy
Program Coordination

OFAC
Intelligence Community

Homeland Security
Homeland Security
Law Enforcement

Financial Regulators

Commerce Department

Justice Department
FBI
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Other U.S. Government Players

U.S. Judiciary
(interprets laws)

Other U.S.
Executive
Agencies

U.S. Congress

(Commerce, Defense
and State Departments
promulgate regulations
and policies)

(enacts laws)

U.S.
Sanctions
Policies
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Illustrative Case: Iranian Sanctions
in the Pre-JCPOA Era
UNSCR 1737
UNSCR 1747
UNSCR 1803
UNSCR 1929

Iranian
Sanctions
E.O. 12613
E.O. 12959
E.O. 13059
E.O. 13599
E.O. 13608
E.O. 13622
E.O. 13628
E.O. 13645

International Emergency
Economic Powers Act (“IEEPA”)
Iran Freedom and CounterProliferation Act of 2012 (“IFCA”)
Iran Threat Reduction and Syria
Human Rights Act of 2012
(“TRA”)
National Defense Authorization
Act of 2012 (“NDAA”)
Comprehensive Iran Sanctions,
Accountability, and Divestment Act
of 2010 (“CISADA”)
Iran Sanctions Act of 1996 (“ISA”)
Trade Sanctions Reform and Export
Enhancement Act (“TSRA”)
Iranian Transactions and
Sanctions Regulations
Iranian Assets Control
Regulations
Iranian Financial Sanctions
Regulations
Specially Designated
Nationals (“SDN”) List

7

<Presentation Title/Client Name>

Sanctions Enforcement Agencies
U.S. Department of Treasury Office of Foreign Assets Control (“OFAC”)
 OFAC administers and enforces U.S. economic and trade sanctions.
 OFAC acts under Presidential national emergency powers, as well as authority
granted by specific legislation, to impose controls on transactions and freeze
assets under U.S. jurisdiction.
U.S. Department of Commerce Bureau of Industry and Security (“BIS”)
 BIS is responsible for U.S. export controls and treaty compliance.
U.S. Department of Justice (“DOJ”)
 DOJ prosecutes criminal violations of U.S. sanctions.
 DOJ released guidance encouraging self-disclosure of criminal export controls
and sanctions violations.
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OFAC’s Temporary Leadership
U.S. Department of the Treasury
Adam J. Szubin

Acting Secretary
As of January 20, 2017

Adam J. Szubin

Acting Under Secretary
Office of Terrorism
and Financial Intelligence

Office of Foreign Assets Control
John E. Smith
Acting Director

Andrea Gacki

Acting Deputy Director
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Current U.S. Sanctions Programs
Highly Active
1.
2.
3.
4.
5.
6.
7.
8.
9.

Iran Gov’t Blocking/ITSR/IFCA
Iran CISADA/IFSR
Ukraine/Russia
Transnational Criminal Organizations
North Korea
Syria
Counternarcotics/Kingpin
Counterterrorism
Weapons of Mass Destruction
(“WMD”)
10. Foreign Sanctions Evaders
(E.O. 13608)
11. Human Rights Violators via
Information Technology
(GHRAVITY: E.O. 13606)
12. Cuba
13. South Sudan

Moderately Active

Less Active

14. Democratic Republic of the Congo
15. Central African Republic
16. Zimbabwe
17. Somalia
18. ISA
19. Russia Human Rights (Magnitsky)
20. Malicious Cyber-Enabled Activities
21. FTO

22. Yemen
23. Belarus
24. Libya
25. Lebanon
26. Iraq
27. HEU Assets Control
28. Western Balkans
29. Rough Diamonds
30. Iran Assets Control (Hostages)
31. WMD Trade Control
32. Terrorism Sanctions 31 CFR 596
33. Terrorism List Gov’ts 31 CFR 596
34. Burundi
35. Côte d’Ivoire*
36. Sudan*
37. Myanmar*

* Effectively discontinued in 2016.
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Impact of “BREXIT” on U.K./E.U. Sanctions
The U.K. voted to leave the E.U. on 23 June 2016.
The U.K. government is currently proposing to trigger the
2-year exit mechanism during March 2017.
• Until the U.K. leaves the E.U., E.U. law remains in force
and the U.K. is obliged to give effect to E.U. legislation,
including sanctions legislation.
• The U.K.’s underlying obligation to implement United
Nations Security Council sanctions will continue, but the
mechanics of implementation via the E.U. will need to
change.
• The easing of sanctions against Iran through JCPOA will not
be affected, as the U.K. was a signatory independently of the
E.U.
• The U.K.'s departure may have significant practical
ramifications in respect of the E.U.’s stance on the
imposition and targets of sanctions.
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Impact of “BREXIT” on U.K./E.U. Sanctions
There are a number of policy options as to how a U.K. outside
the E.U. will address sanctions issues:
• Follow Europe
• House of Lords sub-committee last week urged
legislation that would enable a post-E.U. Britain to
follow E.U. sanctions legislation
• Follow the United States
• Follow the Swiss model
• Take its own path
The U.K. has a recent history of acting unilaterally on sanctions:
• Has imposed its own Iran sanctions during 2011
• Has imposed its own “Litvinyenko” sanctions on
Russian individuals
• Has its own terrorist-financing sanctions
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Sanctions Policy Changes and
Recent Enforcement
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Iran
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Iran Sanctions Program
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Overview of Key Developments


Lifting of Certain Sanctions: On January 16, 2016, OFAC lifted nuclear-related secondary sanctions
against non-U.S. persons. On the same date, OFAC issued General License H allowing foreign
subsidiaries of U.S. firms to undertake business with Iran while committing to specifically license the
sale of commercial aircraft to Iran.
-

Many companies have taken advantage of this new opening – Airbus has delivered its first
aircraft and foreign subsidiaries of U.S. companies (primarily in the finance and manufacturing
sectors) are taking advantage of the General License.



Significant Restrictions Remain: U.S. persons and U.S. financial institutions remain broadly
prohibited from engaging in Iran-related dealings and there are significant sanctions and non-sanctions
related risks with engaging with entities in Iran due to opaque beneficial ownership and troubling
behavior by many government actors.



Under President Trump: The President is skeptical of the deal but is unlikely to “rip it up” as he
suggested while campaigning. He will closely scrutinize Iranian compliance and increase sanctions
pressure on entities for non-nuclear reasons (such as those involved in financing missile development
and terrorism finance)—which could impact nuclear-related sanctions relief depending upon which
entities are listed.



Moving Forward: Critical to keep an eye on the White House; a potential strategy we have seen with
clients includes developing robust business firewalls between parents and foreign subsidiaries and
focusing on economic sectors in line with U.S. policy interests (e.g. health, education, support for civil
aviation).
15

Iran Sanctions Program

<Presentation Title/Client Name>

Recent Trump Administration Statements
On February 1, National Security Advisor Michael Flynn said that the U.S. was putting Iran “on notice”.
“We should stop the crap. I think I know what he means. … More sanctions.”
- Sen. Lindsey O. Graham (R-S.C.)
“I think it’s appropriate to put them on notice …I’m convinced it means that if [Iran] continue[s]
to violate what is clearly the agreement, that we will take appropriate action.”
- Sen. John McCain (R-Ariz.)
“Part of the benefit of the ambiguity of that is that it’s ambiguous …. But I think it’s a signal that
things have changed, and I think it’s helpful.”
- Senate Majority Whip John Cornyn (R-Tex.)

The United States subsequently issued a set of new sanctions against Iran. The sanctions,
which consist of additions to the SDN List, appear to be highly targeted, and thus do not
themselves appear to materially change the landscape of the Iran sanctions regime.

Karoun Demirjian, “Republicans cheer Flynn putting Iran ‘on notice,’ Washington Post (Feb. 1, 2017)
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“Implementation Day” and Beyond

Majlis Endorses Deal
October 13, 2015

Adoption Day
October 18, 2015
Prep for Sanctions
Relief

Congressional Review Concludes
September 17, 2015
U.N. and E.U. Endorsement
July 20, 2015
Finalization Day
July 14, 2015

Implementation Day
January 16, 2016
IAEA: Iran in compliance
U.S.: Substantial sanctions
relief – 100s of entities
removed from sanctions
list; many sanctions
waived; licenses issued
U.N.: Termination of U.N.
Sanctions
E.U.: Termination /
Suspension of first (and
largest) set of E.U.
sanctions

Iran Nuclear Deal – Quid pro Quo
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The Agreement Appears to be Working…
Oil:
Production increased to 3.6 m/p/d
Sales to major Asian economies
Agreements signed with majors
Trade:
Iran-E.U. trade +22%
Iran remains compliant:
“Throughout the reporting period, Iran
had no more than 130 metric tonnes of
heavy water ... Iran's total enriched
uranium (up to 3.67 percent purity)
stockpile did not exceed 300 kg….”
-- IAEA September 2016 Report

Banking:
200+ correspondent accounts
FATF “suspended countermeasures”
Civil Aviation:
Airbus/Boeing licenses issued
U.S. Implementation:
Additional licenses / guidance
Outreach to governors on sanctions
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…but all is not what it seems
Oil:
Production increased to 3.6 m/p/d
Sales to major Asian economies
Agreements signed with majors

No new production or new customers

Trade:
Iran-E.U. trade +22%

22% increase from very low base
Little Foreign Direct Investment

Banking:
200+ correspondent accounts
FATF “suspended countermeasures”

No major banks involved
Moving money, insurance still hard

Civil Aviation:
Airbus/Boeing licenses issued

One airplane delivered so far
Additional airplanes coming soon

U.S. Implementation:
Additional licenses / guidance
Outreach to governors on sanctions

State and Federal sanctions remain
Limits to relief/guidance and new risks
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Why has relief been limited? Regulatory reasons…
Sanctions Relief Divides the World into Three Types of Companies

Non-U.S. Firms

U.S. Firms

(Firms with U.S. Nexus)

1

Foreign
Subsidiaries
of U.S.
Firms
3

(Firms without U.S. Nexus)

2

Each has a different ability to engage with Iran and faces different risks and limitations in doing so.
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Cuba
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Key Developments

 Lifting of Certain Sanctions: U.S.-Cuba relations continued to develop in 2016. The embargo
remains in place, but the U.S. has issued several new exceptions (general licenses) to increasingly
normalize trade.
 Under President Trump: The steady stream of continued sanctions relief President Obama issued
over the past 18 months will stop; it is unclear if any of the relief will be rolled back, though it
seems more likely that the status quo shall remain.
 Moving Forward: The way ahead for many companies is through leveraging the general licenses
as much as possible – by finding non-governmental intermediaries, and building on approved
activities (such as commercial flights to the island) with additional, related requests for licenses
from OFAC.

When asked about any prospective policy changes towards Cuba on
February 3, 2017, White House spokesman Sean Spicer responded that the
Trump administration was in the midst of a “full review of all U.S. policies
towards Cuba” with a focus on its human rights policies.
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Continued Changes in 2016
December 17, 2014: President Obama announces “the most significant changes in [U.S.
Cuba] policy in more than fifty years.”
In 2016:
 Continued implementation of changes via President
Obama’s general license pursuant to Executive Power.
 Several rounds of sanctions relief throughout the year.
Substantive Changes:
 Travel-related restrictions amended (for both airlines and individuals).
 Relaxed financial regulations, including authorizing “U-turn” transactions, new
insurance guidance, and authorization of U.S. dollars for certain transactions.
 Removed restrictions on payment and financing terms for authorized exports and reexports to Cuba.
 Spending limits on items for personal
consumption eliminated.
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Cuba

Summary of Other Key Sanctions Relief in 2016
Travel




Blocked space, code-sharing, and leasing
arrangements with Cuban airlines allowed
People-to-people educational travel
authorized
Travel recordkeeping requirements amended
to only require the specific license number,
not a physical copy of the license

Exports and Imports




Importation of Cuban-origin
pharmaceuticals into U.S. permitted
Items exported to Cuba may be imported
for servicing and repair
Items purchased in Cuba, such as Cuban
cigars and rum, must be purchased for
personal use

Financial Services


U.S. Dollars may be used for activities that are authorized by, exempt from, or “not otherwise prohibited
by” the CACR



U-turn transactions are permitted pursuant to the so-called “U-turn general license,” 31 CFR §
515.584(d)



U.S. financial institutions that maintain correspondent accounts at Cuban financial institutions (pursuant
to a general license authorizing such correspondent accounts) may maintain those accounts in U.S. dollars



Insurance and reinsurance services can be provided where those services are “directly incident” to
underlying activities that are authorized by a general or specific license

24

<Presentation Title/Client Name>

Cuba

Summary of Other Key Sanctions in 2016
Establishing a Presence in Cuba
Private foundations, research/educational
institutes authorized to establish a physical
presence in Cuba, such as an office
Exporters of certain goods authorized for export
or reexport permitted to establish a presence in
Cuba





U.S. Persons Abroad


Spending limits for travelers in Cuba has
been lifted



Authorized travelers may also return to the
United States with alcohol and/or tobacco
products acquired in Cuba as accompanied
baggage for personal use

Miscellaneous


Narrowed definition of “Prohibited Officials,” to mean certain officials in the Government of Cuba as
well as the Cuban Communist Party



U.S. nationals permitted to make remittances to third-country nationals for travel to/from/within Cuba
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Key Developments

 Intensifying Sanctions: Tensions in the U.S.-Russian relationship intensified in 2016, as did the
sanctions imposed by the U.S. against Russia. As part of the Obama administration’s continued
sanctions program retaliating against Russian involvement in Crimea, OFAC continued to target the
Russian energy sector, adding several significant energy entities to its Sectoral Sanctions
Identifications (“SSI”) list in 2016. Several Russian individuals and entities were added to the SDN
List in retaliation for the alleged Russian hacking of Democratic officials during the 2016
presidential election.
 Russia Sanctions under the New Administration: The Trump administration has expressed an
interest in creating a closer working relationship with Russia and a willingness to examine whether
Crimea should be recognized as Russian territory. Trump has expressed skepticism at reports that
Russia was involved in cyber hackings targeting the 2016 election. These positions suggest it is
possible that the current administration could reexamine U.S. sanctions imposed on Russia. On
February 2, 2017, OFAC issued a general license to allow U.S. companies to enter into limited
transactions with the FSB, fixing a technical—and unintended—issue with the prior sanctions.
 Potential Legislative Action: GOP Senators John McCain and Lindsey Graham have introduced
the “Countering Russian Hostilities Act of 2017” that would codify the Obama-era sanctions and
add additional sanctions against Russia. If implemented and enforced, these measures would be as
serious as some of the sanctions in place against Iran.
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Russia Sanctions

New Sanctions and Economic Challenge
Two principles guiding U.S. response to President Putin’s incursion into Ukraine:


Maximize impact on Russia while minimizing pain on allies and broader economy



As far as possible, move “in lock step” with closest allies and partners

Difficult because the Russian economy is
more globally linked and significantly
larger than any country the U.S. has ever
sanctioned.


Size of Russian economy: $3.6 trillion



Combined size of all other economies
U.S. have sanctioned: $2.6 trillion



Several core allies rely on Russia for
energy and trade

Imports of National Gas from Russia
(% total domestic supply, av. 2011-13)
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Implemented through a series of Executive Orders
 Executive Order 13,660 (Mar. 6, 2014)
 Executive Order 13,661 (Mar. 17, 2014)

List-Based Sanctions
120+ individuals, companies and organizations
are blocked, e.g.:

Traditional “List-Based” Sanctions
Traditional “List-Based” Sanctions

Region-Based Sanctions
Crimea is essentially off-limits to U.S. persons
Investments

Traditional “Region-Based” Sanctions

Exports
United
States

 Executive Order 13,685 (Dec. 19, 2014)

Imports
Facilitation

Crimea

 Executive Order 13,757 (Dec. 29, 2016)

Cyber Sanctions
Sanctions for undermining election,
targeted impact on GRU and FSB

Cyber Sanctions
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Compliance with Russia Sanctions and Export Controls
Navigating the Waters

Identifying possible OFAC and BIS restrictions requires a cross-analysis of several
overlapping considerations.
 What entities are involved?
What OFAC or BIS lists, if
any, are they, or the entities
that own them, on?
 What is the nature of the
underlying project? Is it
capital-raising? Is it oil or
gas-related in one of the three
prohibited areas?
 What specific goods or
services are being provided?

Parties
Involved
The
Project

Goods
and
Services
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U.S. Actions in 2016

No major structural changes in the Russia Program, but a few adjustments.
 On March 3, 2016, President Obama announced the extension of the Russian sanctions for
another year
‒ Ukraine Freedom Support Act, with secondary sanctions available, but unlikely to be used
‒ The continuation of the national emergency with respect to Ukraine will again be up for
renewal in March 2017

 Crimea-related General Licenses
‒
‒
‒
‒
‒

Non-commercial, personal remittances
Operation of banking accounts in the U.S.
Telecommunications and mail services
Internet-based services and software
Two additional General Licenses in 2016
‒ Authorizing all “ordinarily incident and necessary” transactions to divest or
transfer holdings in PJSC Mostotrest
‒ Authorizing certain transactions with FAU Glavgosekspertiza Rossii

 New Designations
‒ Several rounds of additions to the SDN and SSI Lists
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New Russian Sanctions in Response to Election-Related Hacking
Executive Order 13757, “Taking Additional Steps to Address the National Emergency
With Respect to Significant Malicious Cyber-Enabled Activities” (Dec. 29, 2016)
– U.S. response to Russia’s alleged efforts to influence the 2016 U.S. Presidential
election through cyber operations
Expands the scope of Executive Order 13694 (April 1, 2015)
– Executive Order 13694 was issued in response to North Korea’s cyber attacks
against Sony
– Executive Order 13757 amends authority under E.O. 13694 to allow for
imposition of sanctions for interference with elections
– Targets individuals/entities (all added to the SDN List + assets blocked):
– FSB and GRU, Russia’s two leading intelligence services
– Four top officers of the GRU and three companies that provided material
support to GRU’s cyber operations
– Additional affiliated individuals
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Other Developments
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Most U.S. Sanctions Have Been Lifted
After past gradual easing, President Obama issued Executive Order 13742 on
October 7, 2016 which lifted almost all remaining sanctions against Burma by:


Revoking E.O.s 13047, 13310, 13448, 13464, 13619, and 13651;



Renewing the waiver of financial and blocking sanctions provided by the
JADE Act of 2008;



Removal from the SDN List of all 111 individuals and entities blocked
pursuant to the Burmese Sanctions Regulations (“BSR”);



Unblocking of all property and interests previously blocked pursuant to the
BSR;



Revocation of a ban on import into the U.S. of Burmese-origin jadeite and
rubies;



Removal of OFAC restrictions on banking and financial transactions with
Burma.
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Increasing Tension in the Peninsula in 2016

January
 North Korea detonates what experts say was a fission
bomb; Pyongyang alleges hydrogen bomb
February
 North Korea launches long-range space missile, believed
to be a front for ballistic missile test
 Further round of U.S. sanctions imposed - North Korea
Sanctions and Policy Enhancement Act of 2016
March
 Largest-ever joint military exercises between South Korea and the U.S.
 Adoption of U.N., E.U. and further U.S. sanctions against North Korea
 Short-range missiles fired by North Korea into sea off its east coast
 Announcement by Kim Jong Un that North Korea will test nuclear warhead and ballistic missiles
capable of carrying nuclear warheads
September
 North Korea conducts additional nuclear test; believed to be biggest-ever
November
 U.N. Security Council unanimously adopts new sanctions
December
 U.S. blocks additional entities and individuals in response to ongoing nuclear testing
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North Korea

Several rounds of E.U. Sanctions in 2016
The E.U. response so far:









Currently 76 designated individuals
Currently 49 designated entities, including the country’s top space,
intelligence, atomic energy and munitions agencies
Wide-ranging prohibitions in the financial services sector including:
 Prohibition on transfers to/from the country of North Korea of more
than €15,000 in value without prior written authorization –
 some exemptions including for foodstuffs, healthcare, medical
equipment, humanitarian purposes
 Ban on opening new branches, offices or bank accounts in North Korea
 Terminate any existing joint ventures with North Korean banks
Extensive list of prohibited products for export to North Korea
Prohibition on E.U. investment in mining, refining and chemical industries
Imports from North Korea of petroleum products, iron, iron ore, coal, or
luxury goods prohibited
Vessel originating in or destined for North Korea must be made available for
inspection

36

Other European Union Developments

<Presentation Title/Client Name>

Sanctions Lifted
 Liberia. All E.U. sanctions were lifted in June
2016.
 Côte d’Ivoire. All E.U. sanctions were lifted in
June 2016.
Individuals Added or Removed from the
Consolidated List
 Central African Republic (+)
 Democratic Republic of Congo (+)
 Iraq (-)
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U.S. Sanctions

Examples of 2016 OFAC Designations
Country

Date

Authority

Designation(s)

Central African
Republic

Mar. 8, 2016

E.O. 13667

Democratic
Republic of the
Congo (DRC)

Dec. 12, 2016

E.O. 13413

OFAC added three entities and an individual to its SDN List, including Lord’s Resistance Army and its leader, Joseph Kony for
engaging in the targeting of civilians in the Central African Republic and Zimbabwe through the commission of acts of violence,
abduction, and forced displacement.
OFAC designated two DRC government officials, Evariste Boshab and Kalev Mutondo, for engaging in actions or policies that
undermine democratic processes or institutions in the DRC.

Mexico

Sept. 23, 2016

Kingpin Act

OFAC designated four Mexican nationals, pursuant to the Kingpin Act targeting a Tijuana-based cell of the Sinaloa cartel.
OFAC designated Eliseo Imperial Castro, a.k.a. “Cheyo Antrax,” Alfonso Lira Sotelo, a.k.a. “El Atlante,” Javier Lira Sotelo,
a.k.a “El Hannibal” or “El Carnicero,” and Alma Delia Lira Sotelo for their narcotics trafficking and money laundering in support
or on behalf of the Sinaloa Cartel and its high-ranking members.

Jul. 6, 2016

E.O. 13722

OFAC added senior North Korean government officials including Kim Jong Un.

Dec. 2, 2016

E.O. 13687
E.O. 13383

OFAC added seven individuals, 16 entities, and 16 aircraft belonging to North Korea’s national carrier, Air Koryo.

(if applicable)

North Korea
North Korea

E.O. 13671

E.O. 13722
E.O. 13687
Panama

May 5, 2016

Kingpin Act

Russia

Jan. 9, 2017

The Magnitsky
Act

OFAC added several individuals to the SDN List under the authority of the Magnitsky Act.

Russia

Feb. 1, 2016

OFAC added several individuals to the SDN List under the authority of the Magnitsky Act.

Russia

Sept. 1, 2016

The Magnitsky
Act
E.O. 13661
E.O. 13660

Waked Money Laundering Organization (“Waked MLO”) and its leaders, Nidal Ahmed Waked Hatum and Abdul Mohamed
Waked Fares, along with six Walked MLO associates and 68 companies tied to the network

OFAC updated the SDN List and the SSI List to target sanctions evasion and other activities related to the conflict in Ukraine, by
designating certain individuals and entities.

E.O. 13685
Russia

Nov. 14, 2016

E.O. 13660

OFAC updated the SDN List on November 14, 2016 with the names of six individuals who represent Crimea and Sevastopol in
the Russian State Duma (Parliament).

Russia

Dec. 20, 2016

E.O. 13661

OFAC updated the SDN List and the SSI List with the names of individuals, entities, and vessels to target sanctions evasion and
other activities related to the conflict in Ukraine.
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U.S. Sanctions

Examples of 2016 OFAC Designations
Country

Date

Authority

Designation(s)

Russia

Dec. 29, 2016

E.O. 13694

OFAC designated two Russian individuals, Evgeniy Mikhailovich Bogachev and Aleksey Alekseyevich Belan, for their activities
related to the significant misappropriation of funds or economic resources, trade secrets, personal identifiers, or financial
information for private financial gain.

Syria

July 21, 2016

E.O. 13582

OFAC designated eight people and seven entities for supporting the Syrian government, assisting its weapons program, and
helping entities already subject to the SDN List. OFAC designated, among others, a shipping company used by the Syrian Air
Force and the firm’s manager; a firm that supplied aircraft tires to the Syrian defense ministry and the firm’s sales manager; and a
money changer who moved funds between Syria, Russia, and Lebanon on behalf of the Syrian government.

(if applicable)

E.O. 13573
E.O. 13572
E.O. 13382
Syria

Dec. 23, 2016

E.O. 13582
E.O. 13573
E.O. 13572
E.O. 13382

OFAC designated eighteen individuals and five entities in response to the continued acts of violence committed by the
Government of Syria, led by Bashar al-Assad, against its own citizens. The designated individuals and entities provided support
or services to the Government of Syria, acted as senior officials of the Government of Syria, supported designated individuals and
entities, and aided Syria’s weapons of mass destruction program.

Zimbabwe

March 8, 2016

E.O. 13667

OFAC added three entities and an individual to its SDN List, including Lord’s Resistance Army (“LRA”) and its leader, Joseph
Kony, pursuant E.O. 13667 for engaging in the targeting of civilians in the Central African Republic and Zimbabwe through the
commission of acts of violence, abduction, and forced displacement.

N/A

Oct. 20, 2016

E.O. 13224

OFAC added four individuals and one entity to the SDN List in order to disrupt the operations, fundraising, and support networks
of Hizballah.

N/A

Nov. 20, 2016

E.O. 13224

OFAC added four individuals to the SDN List with the aim of disrupting al-Nusrah Front’s military, recruitment, and financing
operations. Specifically, OFAC designated four key al-Nusrah Front leaders from Syria: Abdallah Muhammad Bin-Sulayman alMuhaysini, Jamal Husayn Zayniyah, Abdul Jashari, and Ashraf Ahmad Fari al-Allak.

N/A

Jan. 17, 2017

E.O. 13304

OFAC designated Milorad Dodik, the President of Republika Srpska, one of two entities that make up Bosnia and Herzegovina.
Dodik was designated for his role in defying the Constitutional Court of Bosnia and Herzegovina in violation of the rule of law
and in obstruction of the Dayton Accords.
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Enforcement Actions
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OFAC Enforcement

Total OFAC Settlements ($ M)

 Cases take considerable time to be
concluded and history suggests
there is a pipeline of matters that
could be resolved in 2017. There
have already been three cases
announced to date in 2017.
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Average OFAC Settlements ($ M)

 Although 2016 was a busy year for
sanctions-related policy, it was a
light year for OFAC enforcement
actions, with under $22 million in
collective civil enforcement
penalties in 9 enforcement actions.
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2016 OFAC Enforcement Actions
“‘We assume industry reads our
enforcement actions …. They are
our way to teach lessons,’ [said
Michael Dondarski, the chief of
regulated industries, oversight and
evaluation at OFAC] who noted that
enforcement actions often contain
tips on what type of misconduct
OFAC is looking out for as well as
enforcement priorities… ‘OFAC’s
primary focus is teaching
compliance with sanctions.’”
Samuel Rubenfeld
OFAC Uses Enforcement to Teach Compliance
WALL STREET JOURNAL
(Mar. 9. 2016)

2016
1. WATG Holdings (Jan. 20) ($140,000)
2. Barclays Bank Plc (Feb. 8) ($2,485,890)
3. CCG Services S.A. (Feb. 22) ($614,250)
4. Halliburton (Feb. 25) ($304,706)
5. HyperBranch Medical Tech. Inc. (Jun. 23) ($107,691)
6. Alcon Laboratories, Inc. (Jul. 5) ($7,617,150)
7. World Class Tech. Co. (Sept. 7) ($43,200)
8. PanAmerican Seed Co. (Sept. 13) ($4,320,000)
9. Nat’l Oilwell Varco, Inc. (Nov. 14) ($5,976,028)
______
$21.608 Million Total Penalties
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Recent Trends in U.S. Enforcement
The 50 Percent Rule
 The transactions at issue were for corporate customers of one London-based
financial institution were owned 50 percent or more, directly or indirectly,
by a company on the SDN List.
 Violations were based on clients that were not on the SDN List, but majority
owned by an individual or entity on the SDN List.
 Electronic customer records and sanctions screening did not accurately
capture or screen for beneficial ownership information for corporate
customers.
OFAC Findings of Violations
 OFAC has recently settled several enforcement actions with a finding of a
violation with no civil penalty.
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OFAC Enforcement Actions: Alcon Laboratories, Inc.
 On July 5, 2016, Alcon agreed to pay $7,617,150 to settle potential civil liability
with OFAC for apparent violations of the ITSR and the Sudanese Sanctions
Regulations, 31 C.F.R. part 538 (“SSR”). Alcon’s settlement with OFAC was
concurrent with a settlement agreement with the BIS.
 From August 2008 to December 2011 Alcon apparently violated the ITSR (452
times) and the SSR (61 times) by engaging in the sale and exportation of
medical, surgical, and pharmaceutical products from the United States to
distributors located in Iran and Sudan without OFAC authorization.
OFAC considered the following to be aggravating factors in this case:
(1) Alcon demonstrated reckless disregard for U.S. sanctions requirements by having virtually no
compliance program, despite significant business involving the exportation of goods from the
United States to Iran and Sudan;
(2) Alcon and its then-senior management knew of the conduct giving rise to violations; and
(3) Alcon is a sophisticated multinational corporation with extensive experience in international
trade.
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OFAC Enforcement Actions: PanAmerican Seed Co.

 On September 13, 2016, PanAm Seed agreed to pay $4,320,000 to settle potential civil liability
for alleged violations of the ITSR. OFAC alleged that from May 5, 2009 to about March 2, 2012,
PanAm Seed violated the ITSR by indirectly exporting seeds, primarily of flowers, to two Iranian
distributors on 48 occasions. PanAm Seed shipped the seeds to consignees located in Europe or
the Middle East, and PanAm Seed’s customers arranged for the re-exportation of the seeds to Iran.
 Personnel from various levels within PanAm Seed were aware of U.S. economic sanctions
programs involving Iran and the need to obtain a specific license from OFAC in order to export
the seeds in question. Despite this knowledge, PanAm Seed engaged in practices designed to
conceal the involvement of Iran and obscure the fact that the seeds were ultimately destined for
distributors located in Iran.
OFAC considered the following to be aggravating factors in this case:
(1) PanAm Seed willfully violated U.S. sanctions on Iran by engaging in, and systematically obfuscating,
conduct it knew to be prohibited;
(2) PanAm Seed demonstrated recklessness with respect to U.S. sanctions requirements by ignoring its OFAC
compliance responsibilities, despite substantial international sales and warnings that OFAC sanctions could
be implicated;
(3) Multiple PanAm Seed employees, including mid-level managers, had contemporaneous knowledge of the
transactions giving rise to the violations;
(4) PanAm Seed engaged in this pattern of conduct over a period of years, providing over $770,000 in
economic benefit to Iran; and
(5) PanAm Seed did not initially cooperate with OFAC’s investigation, providing some information that was
inaccurate, misleading, or incomplete.
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OFAC Enforcement Actions: Nat’l Oilwell Varco, Inc.


On November 14, 2016, National Oilwell Varco, Inc. and its subsidiaries (“NOV”) agreed to pay
$5,976,028 to resolve any potential civil liability for apparent violations of the CACR, the ITSR
and the SSR. NOV’s OFAC settlement was concurrent with both a settlement with BIS and a
Non-Prosecution Agreement with the U.S. Attorney’s Office for the Southern District of Texas.



According to the settlement documents, NOV engaged in a series of transactions in violation of
the ITSR, CACR, and SSR from 2002 to 2009, including approving commission payments to a
U.K. entity that related to the sale of goods from NOV to Iran; facilitating transactions involving
sales and exportation of goods to Iran; knowingly exporting goods from the United States for the
specific purpose of filling orders from Iranian customers; engaging in transactions involving the
sale of goods to Cuba; and engaging in transactions involving the exportation of goods from the
United States to Sudan.
OFAC considered the following to be aggravating factors in this case:
(1) NOV did not voluntary self-disclose the Apparent Violations,
(2) Senior-level finance executives within NOV approved the four commission payments;
(3) NOV willfully blinded itself to the consequences of its approval;
(4) NOV had reason to know that the commission payments involved Iran; and
(5) NOV ignored several warning signs over the course of three years that approving the
commission payments was prohibited conduct.
46

U.S. Sanctions

<Presentation Title/Client Name>

Other 2016 OFAC Enforcement Actions: What NOT to do in Cuba…






Dealings in property in which a Cuban national had an interest (oil and gas). On February 25, 2016,
Halliburton Atlantic Limited (“HAL”) agreed to pay OFAC $304,706 on behalf of itself and its affiliate,
Halliburton Overseas Limited (“HOL”), for alleged violations of the Cuba sanctions. HAL and HOL appeared
to have dealt in property in which Cuba or a Cuban national had an interest when they exported goods and
services in support of oil and gas exploration and drilling activities within the Cabinda Onshore South Block
oil concession (the “Concession”) in Angola. Cuba Petroleo, a state-owned Cuban company, held a five
percent interest in an oil and gas production consortium and corresponding interests in the Concession and any
oil or gas procured within the Concession.
Exports (oil and gas). On February 22, 2016, CGG Services S.A., formerly known as CGG Veritas S.A.
(“CGG France”), an oil services company, agreed to pay $614,250 on its own behalf and on behalf of its
affiliated companies for alleged violations of the Cuba sanctions. Specifically, CCG France and its affiliated
companies exported spare parts and other equipment from the United States to vessels operating in Cuba’s
territorial waters. Furthermore, between 2010 and 2011, a Venezuelan subsidiary of CCG engaged in five
transactions at the request of CGG Veritas France involving the processing of data from seismic surveys
conducted in Cuba’s Exclusive Economic Zone benefiting a Cuban company.
Dealings in property in which a Cuban national had an interest (tourism). On January 20, 2016, WATG
Holdings, Inc. (“WATG”) and its U.K. subsidiary agreed to pay $140,400 for alleged violations of the Cuba
sanctions. WATG-U.K. dealt in property in which Cuba or its nationals had an interest by entering into a
contract to perform architectural and design work for a hotel project in Cuba, for which it received three
payments from a Qatari company, from on or about October 13, 2009 to on or about May 20, 2010, totaling
$284,515. WATG further provided the Qatari company a $72,199 write-off of the contract’s original value of
$356,714. These violations supported Cuba’s tourism industry in violation of U.S. sanctions, and WATG had
no OFAC compliance program at the time of the violations.
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New York Department of Financial Services







New York’s Department of Financial Services (“DFS”) has authority over
branches of banks operating in New York State, and continues to use its
authority to enforce OFAC and AML compliance, particularly with respect
to foreign banks that have branches in New York.
In 2016, DFS concluded five main enforcement actions that included
sanctions-related components, all involving the New York-based activities
of foreign banks.
New DFS compliance rule requires annual certification by Chief
Compliance Officer.
NYDFS total monetary penalties exceeded $630 million.
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Case Studies: Multinational / Multimodal Enforcement

Best Practices

Examples

Issue

Accounting for the Increasingly Complex Enforcement Environment
Different offences may arise
out of parallel investigations
focused on related conduct.

Non-Governmental Agencies
are increasingly involved in
enforcing certain business
conduct.

The same or similar conduct
may be investigated by both
local and foreign enforcement
agencies.

Weatherford (Sanctions +
Corruption, Export Controls);
HSBC (Sanctions + Anti-Money
Laundering).

NGOs publicizing apparent
wrongdoing; state authorities
relying on NGO assessments in
making divestment decisions.

Sanctions violations being
investigated by U.S. federal and
local authorities; and
increasingly European agencies.

• Integrate compliance reviews
such that investigations into
allegations are not focused on
a single potential violation.
• Allocate training and
compliance resources
according to the type of
potential violation(s) most
relevant to your business.

• Understand that scrutiny into
business practices may come
from both government and
non-government sources.
• Understand the compliance
requirements of those to
whom you are contractually
obligated.
• Watch for increasing use of
integrity pacts.

• Understand key differences
between local and federal
regulations.
• Remember that governments
are increasingly
implementing OFAC-like
processes (e.g. UK’s OFSI).
• Never assume misconduct is
limited to local business
units. It may be indicative of
a global problem.
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Creation of the Office of Financial Sanctions Implementation
 In the 2015 Summer Budget the
U.K. government announced
the creation of a new financial
sanctions regulator, the Office
of Financial Sanctions
Implementation (“OFSI”)
within HM Treasury.
 OFSI became operational in
April 2016.
 Headed by Rena Lalgie.
 Focus on compliance, but with
new bespoke civil enforcement
powers.

OFSI: “will provide a high quality service to the
private sector, working closely with law
enforcement to help ensure that financial
sanctions are properly understood, implemented
and enforced”.
“Enforcement action has tended to focus on
preventing and stopping non-compliance and
ensuring compliance improves in the future.
We’ve used our information powers on numerous
occasions to require companies which haven’t
complied to tell us how they intend to improve
their systems and controls in future. This signals
that we won’t accept actions that may contravene
financial sanctions and that, if these continue,
they could lead to criminal prosecution”.
- Rena Lalgie (2017)
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Policing and Crime Act 2017 – as of
31 January 2017
A series of significant legislative changes in relation to financial
sanctions:

increases the maximum sentences for breaches of financial
sanctions from two to seven years’ imprisonment;

expands the U.K.’s Deferred Prosecution Agreements regime
to now make them available for breaches of financial
sanctions

expands the sentencing options to include Serious Crime
Prevention Orders; and

permits HM Treasury to make transitional regulations
implementing UN targeted sanctions with immediate to
prevent a time lag between UN resolution and EU
implementation.

OFSI given a wholly-new power to impose a civil penalty for
sanctions breaches.

Minimum fine of £1m, but if the value of 50% of the
goods/funds transferred in breach of sanctions is more than
£1m, then that higher figure is the fine.

OFSI needs only to satisfy itself “on the balance of
probabilities” (i.e. the civil standard) that a sanctions breach
has occurred.

Review/Appeal process for civil fines
 A person/company fined must be informed
and has the ability to make representations
to OFSI.
 If OFSI still thinks a fine should be
imposed the “defendant” can then seek a
review of that decision by a government
minister, who can uphold, change or cancel
the penalty.
 Further right of appeal to the Upper
Tribunal – a specialist tribunal previously
used for disputes such as first instance tax
disputes – this could involve a full trial of
the law and facts
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U.K. Developments

Draft Guidance on Civil Penalties
Aggravating factors:

Mitigating factors:
Breaches of financial
sanctions unrelated to
designated persons



A breach directly involving a
designated person



Steps taken to circumvent
sanctions



Low value breach



High value breach





Breach by those with
professional or regulatory
obligations



Deliberate or reckless breach



Failure to apply for a licence



Repeated or persistent breaches

Guidance: “when we decide the outcome
of a case we will take into account the
strategic priority that HM Government
places on a particular sanctions
regime”.

U.K. Nexus for OFSI enforcement:


Breach of sanctions within the
U.K.



Overseas actions of a U.K.
company

Swift remedial action
undertaken



International transaction clearing
or transiting through the U.K.



Breach flowing from incorrect
legal interpretation



Action by a local subsidiary of a
U.K. parent company



Breach by a person unaware
of their obligations





Self-reporting and cooperation

Financial products or insurance
bought through U.K. markets but
held or used overseas



A maximum discount on penalties of
50% available as a reward for “prompt
and complete voluntary disclosure”.

Expansion of jurisdiction to cover
foreign subsidiaries
clearing, financial products and
insurance
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European Union Enforcement – United Kingdom
 No significant enforcement in the European Union outside the United Kingdom during
2016.

 December 2016 – OFSI announced that it has dealt with over 100 suspected breaches of
sanctions. No detail other than that the highest in value was £15m has been released.

 May 2016 – it was reported that the FCA had concluded that there were serious sanctions
failings at Deutsche Bank and has ordered a “skilled persons report” to assess the required
remedial work.

 In 2015 the Guernsey Financial Services Commission had imposed a financial penalty of
£260,000 on Bordeaux Services (Guernsey) Limited and its staff in connection with
sanctions systems and controls failings. Bordeaux appealed the fine to the Royal Court of
Guernsey, which held that the fine was disproportionate and remitted the case back to the
GFSC.
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Final Comments and Questions

54

U.S. Sanctions in the Age of Trump

<Presentation Title/Client Name>

Global companies that set a course
for 2017 based on the policies of
previous administrations now hang
in a precarious balance, anxious
for any indication as to whether
and how the new U.S. regime will
enforce, interpret, or revoke
existing sanctions law and
regulation.

Of the 242 companies in the S&P 500 index that held conference
calls or other investor events in January, half mentioned Mr. Trump
directly or indirectly.
- Theo Francis, For Many Firms, Trump Dominates Earnings Calls,
Wall Street Journal (Feb. 2, 2017)
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